1" #S
%8 '&  #$

, ,-*./00




17 |
$!
»80h 5 ( ) | 5

1& !
HiHH ! **8 #$

1& ) !
) 5

1& ! I 2 9
! & 0:
%

I <#.<# <#.%$= |

<#.<#

Yort#

(

II# %ll



=110y

i L

File: Action  Miew Help
= >md

i role= I

E2] &

ji| Features A

i Diagnostics " View the health of the roles installed on your server and add or remove roles and features,

it Configuration

== Storage =

'1 Roles Summary ﬂ Foles Summary Help

[~ Roles: & of 18 installed E.&dd.ﬁﬁlﬁi—l

i'i Remove Roles
@J Active Directory Certificate Services ||
/¥ Active Directory Domain Services
DHCP Server
@ DMS Server
(il File Services
(i) Web Server (1I5)

!‘E‘" Active Directory Certificate Services ﬂ AD C5 Help

Active Directory Certificate Services (AD C5) is used to create certification authorities and related role services that allow you to issue and manage
# certificates used in a variety of applications.

) G0 to Active Directory Certificate
| Role status Ry

Messages: Mone
System Services: All Running
i! Events: 14informational in the last 24 hours

(! Role Services: 3 installed ﬁa Add Role Services
I 3‘1 Remove Role Services

Role Service | status

L Certification Autharity Installed
,f_"_i, Certification Authority Web Enrollment  Installed
,:? 4 Onfine Responder Installed

3:.1 Last Refresh: 10/25/200% 7:45:44 &AM Configure refresh
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Action View Help
= | 2= B

g} Foles
R Af.id Roles Wizard
Dizgnostics
§ Configuration Before You Begin
=% Siorage
Before You Begin This wizard helps you install roles on this server. You determine which roles to install based on the tasks you
want this server to perform, such as sharing documents or hosting a Web site,
5 Roles pe i =] : g
Corfrmatan Before you continue, verify that:
Progress « The Administrator account has a strong password
» Metwork settings, such as static IP addresses, are configured
Results = The latest security updates from Windows Update are installed
If you have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again,
To continue, dlick Next.
= Skip this page by default
= Previolls | Izt “Cancel
T T i i
E Refresh disabled n'hl|E wizard in use
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server Manager (WIN2008AD)
57-} Foles

& Features

E Diagrnostics

% Configuration
== Storage

Server Roles

Network Policy and Access Services
Role Services

Confirmation

Progress

Fesilts

Select Server Roles

Select one of more roles toinstall on this server,
Roles:

/| Active Directory Domain Services {Installed)
|:| Active Directory Federation Services
[ ] Active Directory Lightweight Directory Services
|:| Active Directory Rights Management Services
[ ] application Server

/| DHCP Server {Installed)

/| DS Server (Installed)
|:| Fax Server
/| File Services (Installed)
|:| Hyper-¥
Elll Mebwork Policy and Access Services

[ ] Terminal Services
|:| UDDI Services
/| Web Server {II5) (Installed)
[] windows Deployment Services
[] windows Server Update Services

Maore about server roles

/| Active Directory Certificate Services {Installed)

Description:

Wetwork Policy and Access Services
provides Network Policy Server (NPS),
Routing and Remote Access, Health
Registration Authority (HRA), and
Host Credential Authorization Protocol
(HCAP), which help safeguard the
health and security of your nebtwork.

< Previous | Instsll Cancel

T T T ST Ter=T

3:; Refresh disabled while wizard in use
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Action View Help

2| #= H

Server Manager (WIN2003AD)

g) Roles
ﬁ Eembires A«lid Roles Wizard
@ Diagnostics
it Configurat . .
ﬁ sfu:aggira | Network Policy and Access Services
Introduction to Nebtwork Policy and Access Services
Metwork Policy and Access Services allows you to provide local and remote netwark access and to define and
enforce policies for network access authentication, authorization, and dient health using Metwork Policy Server
Metwork Policy and Access Services {MP5), Routing and Remote Access Service, Health Registration Authority (HRA), and Host Credential
i Authorization Protocol (HCAPY,
Role Services
Canfirmation Things to Note
5 .__|| You can deploy MPS as a Remote Authentication Dial-In User Service (RADIUS) server and proxy and as a
L e Metwork Access Protection (MAP) policy server. After installing MPS using this wizard, yvou can configure NPS
Rezyits from the NPAS home page using the NP5 console,

i. MAP helps you ensure that computers connecting to the network are compliant with organization network
and dlient health ‘DOhI:IES After installing NF'S using this wizard, you can configure MAP from the NPAS home
page using the MPS console,

Additional Information

Overview of Metwark Policy and Access Services

MAP enforcement methods

Metwork Access Protection (MAPYin NPS

Metwork Policy Server

< Previous | Iristl| Cancel
Tom LALLLC e et L
L
E:i: Refresh disabled while wizard inuse




Erver Manager

Actiomr - View Help
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server Manager (WIN2002AD)
E-) Foles

& Festures

F Diagnostics

& Configuration
== Storage

|

Select the role services to install for Metwork Policy and Access Services:

Description:

Netwark Policy Server (NPS) allows
you to create and enforce
arganization-wide network access
policies forclient health, connection
request authentication, and
connection request autharization.
With NP5, you can also deploy
Network Access Protection (NAP), a
client health policy creation,
enforcement, and remediation
technology.

< Previous | Instsll Cancel

Select Role Services
Before You Begin
Server Roles Fole services:
Metwork Policy and Access Services W
= Routing and Remote Access Services
|:| Remote Access Service
|:| Routing
Progress [] Health Registration Authority
Thr [ ] Host Credential Autharization Protocol
Mare about role services
T e b s
% % . i 5
% @ Refresh disabled while wizard in use
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Server Manager (WIN2003AD)

S —
ﬁ Feabi s Add Roles Wizard

Diagnostics
Configuration
Storage

Confirm Installation Selections

Before You Begin To install the following roles, role services, or features, dick Install,
Server Roles ) _
Ntk By i A ; @ 1informational message below
Role Services @ Thiz server might need to be restarted after the installation completes,
"'{_*' HNetwork Policy and Access Services
Progress Network Policy Server
Results

Print, e-mail, or save this information

<previous | reas [[[Cosel | concel |

T Terey =TT

E Refresh dlsal:uled .-".'|‘|I|E wizard in use
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Action Wiew Help
|2z H
g) Roles p——— |
; Add Roles Wizard B

Features
Installation Progress

Diagnostics
& Configuration
B3 Storage

Befaore You Begin The following roles, role services, or features are being installed:

S ]
ELYE e Network Policy and Access Services
Metwork Policy and Access Services
Rols Services
Confirmation

Progress

Resilts

= [
[

Initializing installation. ..

= Prewous MexE: I Trsta I Gance

) T T T

{ﬁ! Refresh disabled while wizard in use




sl
Action  Wiew Help

= | 2|5
server Manager (WINZ003A0)

p Roles
& Features
Diagnostics
& Configuration
ES ctorage

Installation Results

Before You Begin

The following roles, role services, or features were installed successfully:
Server Roles

' : @ linformational message below
Metwaork Policy and Access Services

Raole Services “ Network Policy and Access Services E Installation succeeded I

Confirmation The following role services were installed:
Network Policy Server

Progress
(:D You can use a wizard in the MPS console to configure Metwork Access Protection (MAP), To open
the MPS console after installation, go to Server Manaager or click Start, Administrative Toals,

Metwork Policy Server.

Print, e-mail, or save the installation report

< Previous MEND = | Cancel |

T e 3 L R = 1= A R L)
{‘E Refresh disabled while wizard in use
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| 5= H

Server Manager (WINZ008AD)

ﬂ) Roles

g Active Directory Certificate
23 Active Directory Domain 5e
i DHCP Server

DMS Server

Yiew the health of the roles installed on your server and add or remove roles and features,

77 Fil= Services —
| Roles S 'l Roles 5 Hel
Metwork Policy and Access = ST S PR
5 Web Server {115) = —
ﬁ Eeatures (! Roles: 7 of 18 installed o5 Add Roles
Diagnostics ~ S Remove Roles
* Configuration (i) Active Directory Certificate Services
= Storage /r. Active Directory Domain Services
DHCP Server
(i) DMNS Server
Metwork Policy and Access Services I
(il Web Server (I115)
(» Active Directory Certificate Services E AD CS Help
Active Directory Certificate Services (AD C3) is used to create certification authorities and related role services that allow you to issue and manage
certificates used in a variety of applications.
— Go to Active Directory Certificate
[~ Role Status S e
.|
Messages: Mone
System Services: All Running
(i) Events: 4informational in the last 24 hours
[~ Role Services: 3 installed S& Add Role Services
L Remove Role Services
Role Service | status | =
L‘f’_&, Certification Authority Installed
=y Certification Authority Web Enrcliment Installed
Li., Online Responder Installed
Metwork Device Enrallment Service Mot installed

&% LastRefresh: 10/23/2009 10:15:30 PM  Configure refresh
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Server Manager (WINZ008A0)
E} Roles
E Active Directory Certificate
Artive Directory Domain Se
%ﬁ DHCP Server
DMS Server

=l File Services
Metwork Policy and Access
5 Web Server {I15)

Feaiures

Dizgnostics
& Configuration
= Storage

HEHEEH

[+

-

Provides support for network routing, virtual private networks, and network access polices,

"“ Summary

| Ewents: Mone in the last 24 hours

“# 0 Events

7 Go to Event Viewer
Filter Events
| 3 Properties

Level | Event ID | Date and Time |'5cﬂun:3e:

"‘ System Services: All Running L+ Go to Services

|=)| Preferences

Display Mame Service MName Status Startup Type Monitor =

“y Metwork Policy Server IAS Running Auto fes . Stop
B start
|@ Restart

Manages authentication, authorization, auditing and accounting for virtual private netwark (VPM), dial-up,
302, 1x wireless or Ethernet switch connection attempts sent by access servers that are compatible with the
IETF RADIUS protocol. If this service is stopped, users might be unable to obtain a VPN, dial-up, wireless, or
Ethernet connection to the network, If this service is disabled, any services that explicitly depend on it will
fail to start,

[~ Role Services: 1installed Tﬁ Add Role Services

= -
: Remove Role Services
Role Service | status | =
.i, Network Policy Server Installed
Routing and Remote Access Services  Motinstalled
Remote Access Service Mot installed
Routing Mot installed
Llm=d#He M mmimbr o e & Hemiba | P S |

L & i J 5 = i
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Recyde Bin
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Infrastructure
Mgmt.

e

G B

Terminal Services
Active Directory Domains and Trusts

Active Directory Sites and Services

Active Directory Users and Computers

ADSI Edit

Certification Authority

Component Services

Computer Management

Data Sources {ODBIC)

DHCP

DS

Ewvent Viewer

Group Policy Management

Internet Information Services (II1S) Manager
ISCSI Iniiator

Local Security Policy

Memory Dia stics Toal

Metwaork Policy Server

& Internet Explorer Ny
&2 Internet Explorer {64-bit) ; ( 3
Windows Contacts | —
Windows Update L €3_|
., Accessories =
1 Administrato
, Administrative Tools EOREHERRE LB @
| Extras and Upgrades e ot =1
) Maintenance f".:'h
W Starty 3
) ? VWiIN200SAD =
2
Metwork gl
Control Panel

g

Administrative Tools

Help and Support

Run...

e _co | & ||

J :jh Server Manager I

Online Responder Management
Reliability and Performance Monitor
Security Configuration Wizard
Server Manager

Services

Share and Storage Management

Storage Explorer

: System Configuration
() Task Scheduler

Windows Firewall with Advanced Security
E’: Windows Server Backup
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File: Acton  View Help
=== HF
SHNPS (Local) =
e , Getting Started
B | | RADIUS Clients and Servers g
o RADIUS Clients Metwork Palicy Server (NPS) allows you to create and erforce organization-wide network access
ﬁ Remote RADIUS Server Groups policies for client health, connection request authentication, and connection reguest authorzation.
= Ej Paolicies
= ﬁ Metwork Access Protection
B Accounting Standard Configuration Fs
Select a configuration scenario from the list and then click the link below to open the scenario wizard.
INetwnrk Access Protection (NAF) 1|r| I
Network Access Protection (MAP)
When you corfigure NP5 as a NAP policy server, you create health policies that allow NP5 to validate the
configuration of MAP-capable client computers before they connect to your networc. Clients that are not
compliant with health policy can be placed on a restricted network and automatically updated to bring them
into compliance.
B} Corfigure NAP B Leammore
Advanced Configuration -




=b Network Policy Server . : ;Iglll

File Action View Help

= H s

b
= [ RADIUS Clients and Servers Getiing Started

'ﬂ RADIUS Clients Metworls Policy Server (NFS) allows you to create and enforce organization-wide networlc access
== Remo erver Groups policies tar client health, connection reque entication, and connection request authonzation.
R te RADIUS 5 & f for client heakh ect st authenticat d ot st authorizat

=[ Policies
§ Metwork Access Protection

‘El Accounting Standard Configuration =

Select a corfiguration scenario from the list and then click the link below to open the scenario wizard.

When you configure MP5 as a RADIUS server for 802 1% connections, you create networlk policies that allow
NP5 to authenticate and authorze connections from wireless access points and authenticating switches (glso
called BADIUS clients).

RADIUS server for 802.1X Wireless or Wired Connections

I n Corfigure 802.1X I B Leam mare

Advanced Configuration -




%4 Hetwork Policy Server

File Acton \iew Help

=5 HE

@u MPS {Localy
B[] RADIUS Clients and Servers
3 RADIUS Clients
__-'E] Remote RADIUS Server Groups
& [E] Policies
H h Metwork Access Protection
"El Accounting

53

B& )C

v
Getting Started

MNetworl: Palicy Sel
policies far client

Standard Configur:

. Configure B0O2.1X

Select 802.1X Connections Type

Type of 802.1X connections:
" Secure Wirsless Connections

When you deploy 802. 1% wireless access points on your network, NP5 can authenticate and authorze
connection reguests made by wirgless clients connecting through the access points.

Select 3 canfiguration so

RADIUS server for 8021

Mame:
RADIUS server for
When you corfigure MP2

¥ Secure Wired (Ethemet) Connections

gwitches on your networs, MPS can authenticate and authorize

conmection regquests made by Ethemet clients connecting through the switches.,

This default text is used as part of the name for each of the policies created with this wizard, You can usethe
default tesd or madify it

MP5 to authenticate and

called RADIUS clents), |l ViredPolicy

B} Corfigure 802.1X

Advanced Configur

izt

Ereviomus |

Cancel




%t Network Policy Server Configure 802.1X

File  Action View Help

B ] RADIUS Clients and Servers
3 RADIUS Clients
ﬂ Rermote RADILS Server Groups
=] policies
5 Metwork Access Protection
B Accounting

as|m HE

Metworlc Policy Ser
policies far cliert

Standard Configur:

Select a configuration so

RADIUS server for 8021

RADIUS server for

When vou configure MPE
MWPS ta authenticate and
called RADIUS clients).

B} corfigure 802.1%

Advanced Configur

: Specify 802.1X Switches
* Flease sperify 802.1X switches or'Wireless Access Points {RADIUS Clients)

RADIUS clients are neterork access servers, such as authenticating switches. RADIUS clients are not

client computers.
To specify a RADIUS client, click Add.

RADIUS clients:

Previous | Mt I

Add..,

Edit.

Femowve |

Firizh

Cancel




* & Network Policy Server

=[] RADIUS Clients and Servers
3 RaDIUS Clients
_-'E| Remote RADIUS Server Groups
= Polices
[+ ﬁ Metwork Access Protection
'-’El Accounting

File Acton  Wiew Help
= |7 Hm
@ NPS {Local) Getting Started

Metwork Policy Se
policies far client b

&

Standard Configurs

Select a corfiguration s

RADIUS server for 3021

RADIUS server for

When you corfigure MPE
MPS to authenticate and
called RADIUS clients].

B Corfigure 802 1%

Advanced Configur

Configure 802.1X x|
Specify 802.1X Switches
* Please specify 802.1% switches or'Wireless Access Points (RADIUS Clients)

New RADIUS Client x|
pADILUS [ MName and Address it
client cc i pame-

SRW2008P
Tospec
ress (IP or DNS):
RADILE | N137 153,05 Verfy...
~ Shared Secret

To manually type & shared secret, click Manual: To automatically generate & shared
secret, click Generate. You must corfigure the RADIUS client with the same shared
secret entered here. Shared secrets are case-senstive.

" Gererate

= Manual
Shared secret!

Corfirm shared secret:

Cancel

I QK I
e

Previous Mexd Firiizk

Cancel
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File Acton View Help

=z H=

€ 1PS {Local)
Bl [] RADIUS Clients and Servers
5 RADIUS Clients
ﬂ Rermote RADILS Server Groups
=/ Policies
E Metwork Access Protection
B Accounting

Getling Staried

Networs Policy Sei
paolicies far client

Standard Configurs

Select a configuration so

RADIUS server for 8021

RADIUS server for

When vou configure NP
MPS to authenticate and
called RADIUS clients),

B3 Configure 802.1X

Advanced Configur

Configure B02.1X

. ! Specify 802.1X Switches

Flease specify B02.1X switches orWireless Access Points (RADIUS Clients)
FADIUS clients are network access servers, such as authenticating switches. RADIUS clients are not
client computers.
To specify a RADIUS client, click Add.

RADIUS clients:
SRW2008P

Add... I
Edit.. |
[ i

Hemoye

Previous Firzh Cancel




*4 Network Policy Server

File Action \View Help
Rl o [ccx | 7 B33
@NPS {Local)

B [] RADIUS Clients and Servers
5 RADIUS Clients
) 5_5_| Remote RADIUS Server Groups
= _%I_r Paolicies
| Connection Regquest Polidies
-] Metwork Polices
| Health Polices
ﬁ Metwork Access Protection
‘El Accounting

<#.<#2
!
5 I B# '
"#
$ C
*D | <#
E
1A

*D

Metworc Policy Server (NF
far cliert health, cannectic

Standard Configuration

Select a configuration scenario fi

RADIUS server for 802 1X Wirel

RADIUS server for 802.1

When you configure NP5 asa F
NP5 to authenticate and author;
called RADIUS clients).

B Corfigure 802.1X

Advanced Configuration

Configure BD2.1X

: L]
Getting Started *{

Configure an Authentication Method

Select the EAP type for this policy,

Type (based on method of access and network configuration):

If-e1in:n:|snﬁ: Protected EAF (PEAF)

Select the certificate the server should use to prove itsidentity to the dient,
A certificate that is configured for Protected EAP in Connection Request
Policy will override this certificate.

WIN2003AD. vprodema. cam =

WSy c-WIN2005AD
WINZ2008AD, vprodemo, com
Win2008AD, vorodemo. com
Issuer: y

Certificate issued

Friendly name:

Expiration date: 10/26/2011 ::05:18 PM

¥ Enable Fast Reconnect
™ Disconnect Clients without Cryptobinding
Eap Types

assword (EAP-MSCHAFP vZ)

Mowve g |
e o |

Add Edit

jl Corfigurs.... Iﬂ

Edit Protected EAP Properties x|
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Protected EAP Propere:

‘W Lornecting:
[ || Yabdate server costificate }

Connect bo these servers:

Trusted Riook Cartification Sukhorites
GobalSon Rook CA
GTE b Trust Ghobeal Ripot
Micrasaft Riook Authority
Micrasolt Root Certificate Suthority

IJ' wirodemoe=w [NOS=C A |
WINCRAD

Wi

Do niok prosmpl user bo suthorize new servers or trusted
certification authorities.
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Configure 802.1X

X

File Action View Help
= |5 H5E

* Users that are members of the selected group or aroups will be allowed or denied access
@ MPS {Local) Getting Started based onthe network policy Access Permission setting.

B ] FADIUS Clients and Servers

Specify User Groups

g RaDIUS Clients Network Policy Ser
55 Remote RADIUS Server Groups policies for client n  Toselect User Groups, ciick Add. I no groups are selected, this policy applies to all users,
=] Policies

W, rietwork Access Protection

85 Accounting Standard Configur: |22 | I_I‘“‘jd---

FI
Select a configuration sor EMOYE

RADIUS server for 8021

) RADIUS server for

When vou configure MPE
| NP5 to autherticate and
. ) called RADIUS clients).

B3 configure 802.1%

I Advanced Configur

B# C Previos || New | Frin | cancel |




N
- & Network Policy Server *| Configure B02.1X I ﬁl

File: Action View Help
s Al 568

* IUsers that are members of the selected group or groups will be allowed or denied access
@ NP5 {Local) Getling Started based onthe network policy Access Permission setting.

Specify User Groups

=l || RADIUS Clients and Servers
§ RADIUS Clients Nietwads: Policy Sex

__.'-E Remote RADIUS Server Groups @ policies for client b To select User Groups, click Add. f no groups are selected, this policy applies to all users.
=] Palicies

5 Metwork Access Protection

B Accounting Standard Configur: Groups | | Add.. I

WPRODEMODomain Users
Select a corfiguration sc | YPRODEMO Domain Computers RiEmave

RADIUS server for 8021

RADIUS server for

When you configure MPS
MNP S to authenticate and
called RADIUS clients).

B} Corfigure 802.1X

Advanced Configur

Previolis | Finizh Cancel




% Network Policy Server

File Action View Help

@z

@ s (Local)
=[] RADIUS Clients and Servers

& RADIUS Clients
ﬂ Remote RADILS Server Groups
=/ Policies
ﬁ Metwork Access Protection
B Accounting

H=#

Getiing Started

MNetwarl Policy Ser
palicies for client

Standard Configur:

Select a configuration so

RADIUS server for 802.1

RADIUS server for

When you corfigure MPS
MPS to authenticate and
called RADIUS clients).

B3 Corfigure 802.1%

Advanced Configur

| Configure 802.1X |

Assign 802.1% clients to a VLAN with NPS attributes,

; ! Configure a Virtual LAN (VLAN)

If your BADIUS clients {authenticating switches and wirsless ac::ess_pn'rrﬂs} support VLANs, you can configure
NP5 ta supphy RADIUS clients with VLAM information. This allows the BADIUS clierts to route traffic to the
appropriate natwork based on instructions it receives from NP5,

ff you do riot use VLANS or you want to configure them later, click Meat.

WLAN corfiguration
To provide MPS with the VLAN information far vour organization netwark, click Corfigure,

Previous | Eirzh Cancel
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File Action Vew Help

as| s HE

@ P (Local)
3 RADIUS Clients
# =] Policies

‘-ﬁ Accounting

= [ RADIUS Clients and Servers
_-",:j Remote RADIUS Server Groups

H 5 Metwork Access Protection

Getting Staried
Metwonke Policy Set
policies for client tn

Standard Configurz

| x|

Completing New IEEE 802.1X Secure Wired and
Wireless Connections and RADIUS clients

"ou have successfully created the following policies and configured the following RADHLS clients.

* Towiew the corfiguration details in your default brawser, click Canfiguration Details.

* To change the configuration, click Previous.
* To save the corfiguration and close this wizard, click Finish.

Select a configuration so

RADIUS server for 8021

RADIUS server for
When you configure MNPS

RADIUS clients:
SRW2005R {152.168.0.5)

Connection Request Policy:

WiredPolicy
Network Policies:
WiredPolicy

NP5 to autherticate and
called RADIUS clients).

B Corfigure 802.1%

Advanced Configur

Corfiguration Details

Previous

[ et I Finish I Cancel
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File  Action

View Help

= H =

| 7

(@ 14PS (Local)
= [ RA

|=] policies
B, networ

B Accoun

H RADIUS Clients

ULiE RALILU

=rVEr Groups

k Access Protection
ting

% RADIUS clierts aliow you to specity the network access servers, that provide access to your network.

HH &

SRW2008P 19216805 RADIUS Standard No Enabled




“b Nebwork Policy Server SRWZD08P Properties

Settings I

File Action View Help

&= 2imHE

(@ MPS (Local)
B[] RADIUS Clients and Servers

5 RADIUS Clients
E Remote RADILS Server Groups
=] policies
ﬁ Metwork Access Protection
B, Accounting

| 153
| #)
*D

4 <#

¥ Enable this RADIUS client

Friendhy name:
|SRW2008F

Address {IP or DSk
[152.168.0.5 Verify...

Specity RADHIS Standard for most RADILS clients, or select the RADIUS client vendor
from the list.

Wendor name: I RADIUS Standard j

To manually type a shared secret, click Manual: To automatically generate a shared secret,
click Generate . You must configure the RADIUS client with the same shared secrat entered
here. Shared secretz are case-sengitive,

&~ Manual " Generate
Shared secret: II-IIIIII'III'
Confirm shared secret: I-.n----.

F Access-Reguest messages must contain the Message-Authenticator attr'lbutI.

[ RADIUS client is NAP-capable

Coc ] e |

hiir network




24 Network Policy Server B

File  Action View Help

=10] |

a=| 27 =

@ NPS (Local)

El [ RADIUS Clients and Servers

 Connection request policies allow you to designate whether connection

requests are processed iocally orforwarded to remote RADILS servers. For
; RADIUS Clients —  NA&P VPN or 202 1, you must configure PEAFP authentication in
ﬂ Remote RADIUS Server Groups connectinn remvest nolicy LI
Policy Name | status | F'mcessing Order | S0 I_

= EJ' Policies
| Connection Request Polices
[ M Metwork Policies
[ Health Palicies
_ﬁ Metwaork Access Protection

‘.n Accounting

S5 2
B&
)C
B BFC

[E[ Usz Windows authertication for all users

Enabled 1 Un...

Enabled 2

FWiredPolicy

Condttions - f the ’.r'nllohﬁng conditions are met:

Condition | Vahie

MAS Port Tvpe Ethemet

Settings - Then the following ssttings are applied:

Setting | Value
Authentication Provider Local Computer

Actions
Connection Reguest Policies -
Mew
Export List
View L4
|G| Refresh
E Help
WiredPolicy -
I Maowe Lip I
Move Doy
Disable
Delete
Rename

Duplicate Palicy

Properties

ﬂ Help




%% Network Policy Server i

File Action View Help

_oix|

&= 2 m BiE

@ Ps (Local)

= 7] RADIUS Clients and Servers
3 RADIUS Clients
iﬂ Remote RADIUS Server Groups
= =/ Policies
_, Connection Reguest Policies
[ Network Policies
[7] Health Policies
_ﬁ Metwork Access Protection
"E Accounting

= 2B
FC& )
B
C

- " Metwork policies allow you to designate who is authorized to connect to the
- | metwork and the circumstances under which they ean or cannot connect.

Palicy Mame Ctatiss | Processi

Enabled 2

,.-._'ﬁl:cunnectiuns to Microsoft Routing and Remote Access server
Enabled 2

,I__'ﬁCDnnectiDns to-other access servers
4 | i

N

Conditions - If the following conditians are met;

Condition | Valus
MAS Port Type  Bthemet
Windows Groups  VPRODEMO Domain Users OR VPRODEMODomain Comput

Settings - Then the following settings are applied:

Setting | Valus
Authentication Method EAP OR MSCHAP w1 0OR MS<
Access Permission Grant Access

5

Actions

Metwork Policies
Mew
Export List
Yiew

|G Refresh

ﬂ Help
WiredPolicy
Mave Up
Maowve Dawn
Dizahle
Delete
Rename
Duplicate Policy

Properties

Help




*& Network Policy Server | WiredPolicy Properties — L

File  Action Wiew Help

Overview | Conditions | Settings |

= [E| Policies
| Connection Request Policies
7 Metwork Policies
[ Health Policies
5 Metwork Access Protection
"é Accounting

o] 7 |

e Al [

(@ 1S (Local)
- y ¢ Connecti
= P:.-_!uDIUS Clients and Servers it
ﬂ RADIUS Clients —  NAP VEI|
; iﬂ Remote RADIUS Server Groups connect
=

Conditions - If

Condition
MAS Part Type

Settings - Then

Setting
Authentication

K1 —

Palicy name: WiredPolic

— Policy State
ff enabled, NP5 evaluates this policy while processing connection requests. f disabled, NP5 does not evalue this poficy.

¥ Policy enabled

— Metwarc connection method

Select the type of network access serverthat sends the connection request to NPS. You can select either the netwonkc access server
tvpe ar Vendor specific.

% Type of network access server:

| Unspecfied ;I

" Yendor specific:

10

oK | Concel |

Al




¥4 Network Policy Server

File  Action View Help

WiredPolicy Properties

Overview Condtions |Seﬁings|

= [Z] Policies
I _':. ‘Connection Reauest Policies
| Metwork Policies
| Health Policies
= ﬁ Metwork Access Protection
‘-E Accounting

) L

&= sz HBE
€ 1S (Local) ]
El [] RADIUS Clients and Servers E‘;T_Ir;ﬁl
j_ RADIUS Clients —4  NAPVPI
ﬂ Remote RADIUS Server Groups rnnnect

Palicy Name
. YiiredPalicy

J lse Windows

i

Conditions - If t

Condition
MNAS Port Ty

Settings - Then

Setting
Authertication

R

Configure the conditionis for this network palicy.

If conditions match the connection request, NP5 uses this policy to authonze the connection request. f condtions do not match the
connection reguest, NP5 skips this policy and evaluates other policies, f additional policies are u:unﬁgured:

J Condition Value

© NAS Port Type

Condition description:

The MAS Port Type condtion specifies the type of media used by the access client, such as anglog phone fines, |SON, tunnels-or virtual
private networks, |EEE 80217 wireless, and Ethemet switches.

fdd.. | Edt. | Femowe |

ok | Ccancel |

£5ply |




“& Network Policy Server WiredPolicy Properties -

File Action View Help

& 7m HE

II .Gvem'ewl Condtions  Settings | I

(@ 15 (Local)

B[] RADIUS Clients and Servers
gl RADIUS Clients
ﬂ Remote RADIUS Server Groups
= 5] Policies
|1 Connection Request Policies
[ Metwork Policies
[ Health Policies
5 Metwork Access Protection
‘E Accounting

FPalicy Name
E WiredPolicy

=fUse Windows

Conditions - ff t

Condition
MNAS Part Typ

Settings - Then

Sei'l'rng
Authenticatior

Bl

Configure the settings for this network policy.

ff conditions and constraints match the connection request and the policy orants access, seftings are applied:

Settings:
Ethluiredi Authentication — (vemide network policy authertication settings
£ Authentication Methods These authentication setings are uzed rather than the constraints and authentication
. zethings in network policy, For VPN and 802 1= connections with AR, vou must

Forwarding Connection cotfigure PEAP authentication kere,
Reguest
= Authentication EAP types are negotiated between NPS and the client in the order in which they
l-ﬁl i are listed,
Specify a Realm Name B Topet

: ; S Movellp |
2] Attribute
RADIUS Attributes tiive Dawr |
@. Standard

Al R Remove

Yendor Specific

Less secure authentication methods;
[T Microzoft Encrypted Authentication version 2 [M3-CHAP-2)

[T User can change password after it has expired
[T Microsoit Encrupted suthentication [M5-CHAR)
[T User can change password after it has expired
[T Encivpted authentication [CHAP)
[T Unenciypted authisntication (FAP, SPAR)

[T Allow dients to connect without negotiating an authentication methad

o |

Carcel |

£rpl |

I
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File  Action View Help

o

e=| 2=

Chvenriew |Cnnu:h"tinﬂs| Ccnnstraintsl Seﬁings'

€ s fLocal)
B [ RADIUS Clients and Servers
& RADIUS Clients
ij Remote RADIUS Server Groups
= 5[ Policies
_. Connection Regquest Policies
{ ) Network Policies
| Health Policies
H 5 Metwork Access Protection
’-'EI Accounting

MiredPolicy

Policy name:

— Policy State
if enabled, NP5 evaluates this policy while pedorming authonization, If disabled, NPS does not evaluate this policy.

¥ Policy enabled

—Access Pemission

If conditions and constraints of the network policy match the connection reguest, the policy can either grant access or deny
access. What is sccess permission?

% Grant access. Grant access f the connection request matches this policy.

Windows Groy

Settings - Then

Setting
Authenticatior
Access Pemiz

. B

Conditions - ff t " Deny access. Deny access f the connection request matches this policy.
W I¥ lanore user account dialdn properties.
_N_g,_s Part Ty If the connection request matches the conditions and constraints of this networlc policy and the policy grants access, perform

authorzation with networs policy only: do not evaluate the dialin properties of user accounts |

— Metwork connection method

Select the type of network access server that sends the connection request 1o NPS. You can select sither the network access server type
or Vendor specific.

% Type of network socess server:

&

| |nspecified

™ Veridor espectic:

10 -

Al

o]

Cancel |




%k Hetwork Palicy Server WiredPolicy Properties

File Acton View Help

‘Ovenview  Condtions | Constraints | Settings |

s |75 HE

Configure the conditions far this netwaork policy.

@ MPS {Local
i : ; - Metwork if conditions match the connection request, NPS uses this policy to authonze the connection request. f conditions do not match the
B | | RADIUS Clients and Servers : : i by o b
ﬂ RADIUS Clients network connection reguest, NP5 skips this policy and evaluates other policies, f additional policies are configured.
=g —

_ _{j Remote RADIUS Server Groups

B E| Policies

] Connection Request Polic ViiredPali | Cordtin | Valee

- N::::kE‘:Irdiqsues s : i NAS Port Type Eihemet

) ! 3 Pl gl g : : =

=] Health Policies .;Ei Eapnecionsid Windows Groups YPRODEME \Domain Users OR VPRODEMO\Domain Computers

ﬁ MNetwork Access Protection
‘u Accounting

i
. | ) !

Conditions - if t ) |

Condition
MNAS Port Type
Windows Grov

Condition description:
Settings -Then  The Windows Groups condition specifies that the connecting user or computer must belona to one of the selacted groups.

Setting
Autherticationr

Aocess Pemis Add... | Edi... | Remove |

. i)

I ==f—F
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