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Introduction

This solution guide provides highevel guidance for incorporating Intel® Active
Management Technology (InteAMT) into production Information Technology
(IT) environments. Highlighted are the processes affected by the introduction
of IntelPAMT, and the impact the technology may have in areas such as patch

management, service desk, and threat & vulnerability management. The guide

may be used as an aid in developing project plans and assist in understanding
the implications of a pilot or poduction rollout of IntePAMT.

The target audience for this document includes IT leadership and
program/project management personnel involved with assessing and planning
for the introduction of Intel?PAMTinto an existing IT operations environment.

This & the secondof three documents that should be used to help you plan,
implement, and manage amtelPAMTPC environment. Please refer to the
Additional Documents section for references to these documents.

Document Overview

This document provides twofold gidance aimed at helping you to deploy and
operate anIntel®’AMT pilot program in your organization, with the expectation
that such a program will transition toa full production deployment at some
point in the future.

First, it provides tools and information aimed at creating the teams and
schedules required to implement amtel®AMT pilot program. In so doingt
prescribesa s eReatuwef Teadn$ roles and responsibilitiesall alignedto
implement and manage the tools asgiated with IntePAMT tha integrate
with existing IT operations. In addition, a sample project plan is provided to
jump-start planning and deployment activities.

Secondy, it provides guidance for understanding, documenting and
communicating howintel®PAMTwill impact yourcurrent IT operation.

Depicted within the document area number of highlevel diagramsof typical IT
processes affected by the introduction ofintel?’AMT. These usecase
depictions epresent state-of-the-industry generic views that may correspond
closely to the actual processes that exist in your IT operation todagor may
diverge significantly from themdepending on the relative maturity of your

processey. Either way, the intent is to provide a framework fordiscussionand
planningon how IntelPAMTwill affect your production IT environmentpot to
present an exact oneto-one correspondence

Using the information contained in this documeng,ou shouldattain an
appreciation of the opportunitiesintelPAMT providesfor improving your
operations and the types of environment impactsyou will have to prepare for
to take advantage of this technology Accordingly, use this guide to facilitate

planning discussions with the various stakeholders in your organization, and as

an aidfor creating the following:

Project team organization and roles
RASIC matrices

Impact assessments

Project plans

Staffing plans

Training plans
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Communication plans

The Intel®* AMT Opportunity

One of the primary benefits of adoptingntel®AMT s a significant reduction in
desk-side visits @-ield Servicescalls) This carbe achievedby utilizing the
included remote management and administration tools. Many of the activities
that formerly requiredad e vi ¢ e dldslesidecvisibcanonow be performed
remotely. This resultsin a shift towards a more centralized IT management
capability.

The figure below illustrates this shift using examples of activities that move
from the field services model to the remote administration model usinigtel®
AMT. Boxes at the top of the diagram represent the typical distribution of
activities without IntelPAMTin the IT environment. The boxes in the lower
portion illustrate the shift towards increased remote management capabilities
that Intel®’AMT enables.
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The processes identified in this document are intended to facilitate an understanding of how the activitizsthe above diagramsare affected by the introduction of IntelPAMT.

U vPro Provisioning Process (New Device)
U vPro Provisioning Process (Re-provision
existing Device)

Additionally, it shows thepreparation mustoccurto successfully transition to the Intel®AMT support modelthat placesgreater emphasis on remotenanagement and
administration.
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Feature Team Model Overview

The IntelPAMT pilot program implements theconcept of &-eature Teamsio

represent groups and individuals who withwn responsibility for a particular

aspect of the rollout of Intel® AMTapabilities. Feature teams may be very large

or may merely consist of a single individual. In addition, somadividuals may be a
memberof multiple teams as needed to ensure coordination and consistency. One
of the first steps required for a successful deployment will be to identify and
communicate to these teams the overall scope and goals of the project, anaih
specific roles within it.

Intel® AMT Pilot Feature Teams

Four Feature Teams have been identified for inclusion in tHatel® AMPilot
project. These teams have broad responsibility for the planning, deployment and
operations activities associated wth implementingIntel® AMTh your
organization.The team breakdown is

Process and Procedure Feature Team.

This team has overall responsibility for identifying the existing processes that will
be impacted by the rollout ofintel® AMTas well as creating new processes to
account for netnew functionality not associated with existing processes in the
organization. Skill sets represented here should include program/project
management, infrastructure management, procurement, security opaions,
service desk management and field services support. This team will interface
with all affected groups to fully document andunderstand the impactof
deployingIntel® AMTwvithin the organization They will alsoprovide requirements
to stakeholdersfor the creation or modification of roles to manage and operate
the new functionality.

Infrastructure Feature Team.

This team is responsible for the rollout of the infrastructure related to supporting
Intel?’AMT in the organization. The skill sets repremnted here are largely
technical in nature, as this team must identify the prerequisiteco-requisites,
dependencies, maintenance and change windoves)d deployment and
configuration considerations related tahe Intel® AMT deploymeniThis team also
hasoverall responsibility for unit and system test activities. Other responsibilities
include architecture, system administration, security administration, deployment
engineering, disasteirecovery and imaging/packaging/distbution.

5

Operations and Support Feature Team.

This team has responsibility for the steadystate operations and support ofintel®
AMTi n t he this teamds
Infrastructure Feature Team, it is essential that they are integrated as earlgs
possibleinto the project in order to train and prepare for their roles. In addition,

this team has overall responsibility for user acceptance testing of the integrated

environment . Whi |l e

Intel® AMToolset. In some cases, members of this team will represent new units
or teams within the organization. However, most often these team members will
be originate from within existing operational groups already supporting the
organization IT operations. Team members here will be selected from the
existing infrastructure and security administration, procurement, user device
deployment and managementand support services (srvice desk/field services)
teams. Specific roles include the following:

1  Procurement specialist
Deals with the ordering, tracking, vendor relations, asset management,
staging and reallocation management processes. Other responsibilities
include managemet of the Intel® AMBecurity key management activities
initiated with the OEM hardware vendor, as well as traditional procurement
and staging activities.

1 Infrastructure support
Responsible fothe management and administration of théntel® AMT
related infrastructure.

1  Security Threat and Vulnerability Management
Has responsibility for managing polices, performing threat analysis, and
implementing actions associated with threat response, such as device
guarantine.

1  User Device Deployment and Management
Regonsible for updating standard images to accommodate new hardware,
if needed and deployingsoftware agents or other software to pilot
machines, and performing change and configuration management activities
related to in-scope user devices.

M Service Deslod e v e | 1.506
Support team responsible for fielding incident and support calls related to
pilot machines.

a
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1 Field Services
Knowledgeable of pilot client population and adjusts existing procedures to
account for them.

Core Team

Spanning all of the teams is the overall program and project management
functions, ensuring executive support, coordination, communication, governance,
and a smooth transition to the new operating model defined in the pilot.

Creating a Project Plan

A typical Intel® AMTmplementation project follows an infrastructure/desktop
deployment methodology organized around the following phases:

Start-up

Planning

Refine

Deploy

Closedown

Within each of the phases are the major work breakdown, high level activitiand
milestones required to provide the project structure and dependencies and roles
involved to complete the implementation and transition to steadgtate
operations.
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The following table outlines the major activities and maktones for each of the phases.

Project Phase

Major Phase Activities

Activity Overview and Milestones

Start-Up Kickoff Identify team, hold project kickoff, and determine current environment baseline process metrics and initial
/Definition requirements/scope.
Program Management leads this phase.
Milestones Startup Complete
Planning Scope and A team is assembled to define the vision and scope of thetel® AMB ol ut i on accordi ngando
Requirements support processes The team must develop and deliver an approved vision/scope document.
Program Management leagithis phase along with ITArchitecture.
Solution Design The Solution Design and functional specification are documented and approved. A master project plan is developed.
Procurement of Infrastructure servers and desktops V
Program Managemenlteads this phase, along with IT Architecture, while all team members participate.
Milestones Approved Solution Design
Signed off Scope and Schedule
Planning Complete
Refine Developing The Intel® AMT infrastructure is developed and configured during this phase. Process updates and workflow update
are developed. Communications and training materials are also created.
Testing The solution is tested, prepared, and determined to ks&able and ready for production release.
Milestones Infrastructure Components Complete
Support Process Updates Complete
Canmunications Materials Complete
Training Materials Complete
Integration/Model Office Testing Complete
Refine/Integration Complete
Deploy Deploying Pilot support teams are trained and communications are launched during this phase. The solution is deployed into

production and the team ensures that the solution is stable and usable via a targeted Pilot segment. Ownership ang
managenent then shifts to operations and support teams in a pilot mode. Pilot measurement and user feedback is
gathered.

Turnover to Operations

After successful completion of the pilot during a specified period of time and an operational readiness approval from

customer and operations support teams, the solution is then transitioned to ongoing operational support.
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Project Phase

Major Phase Activities

Activity Overview and Milestones

Milestones

Implementinfrastructure Updates in Production
Implemen Process Changes in Production
Validate Infra and Process Changes in Production
Communications Distributed

Pilot Support Staff Training Complete

Approval to Proceed to Pilot

Pilot Period Concluded

Pilot Signofs

Pilot Deployment Complete

Operations Support Team Trained

Operational Readiness Approvals

Operations Transition Complete

Close Down

Project Closure

After turnover to Operations and Support is complete, the project is officially closed down accordiogProgram/Project
standards.

Milestones

Project Closedown Complete
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Note: For the initial Intel® AMT Pilots, the full Turnover to Operations occurs after

the Pilot Signoffs. A separate Pilot closedown may occur before official project
closedown from a customer program/project management perspective.

The following section aitlines the various phases and provides some additional
guidance within the specific activities to help your project team understand the
specific Intel® AMT related considerations and reference materials available to
use to conduct the specific activities.

Startup

The Startup phase consists of the following major activities:
1  Project Management Tasks

Engaging Resources

Current Environment/Metrics Baseline

Project Kickoff

Intel® AMDverviews
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Create Requirements and Initial Scope

1 Budget

The majority of this phase involves standard project management startup tasks.

The following areas are noted for Intel® AMT projects:

Resources
The Intel® AMT project will impact the following areas:

9 Network/Firewalls
Network/Security
Active Directory
Architecture Design
Server Support,
SMS Tools/Support

Service Desk Support
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Field Services Support

1 Asset Management
1 Change Management

A contact representing each of these impacted areas should be engaged during
the initial discussions and project kickoff to provide input tohe project scope and
coordinate the changes required in their areas with the Project Manager and
Architecture Technical Lead. See the discussion on feature teams above and
refer to specific support related functions in the process models. Also review the
Infrastructure Deployment Guideo confirm subject matter experts are available
to participate on the project.

It is recommended that the project have a dedicated Project Manager, Architect

Lead, and a Support Services Lead to provide oversight. Foetintel® AMT pilots,
the core project team should include two dedicated Intel® AMT technical subject
matter experts to assist the customer Project Leads.

Current Environment/Metrics Baseline:

Gather information from service desk and field service opetians teamsto
guantify/baseline the measurements fo the pilot success criteriaRefer to the
process flows in this guide to understand wheréntel® AMbenefits the support

service processesAn external spreadsheete nt i t | ed O0Assessment

Intel E vProE t ec hn wlassigtin gatheriagintel® &M Turelated
data measurements. Microsoft Excel* must be installed on your machine to
view/use the spreadsheet.

W
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Planning
The Planning phase consists of the following major activities:

1  Solution Design and Approval
Confirm Support Process Changes
Confirm Development Environment
Confirm Use Cases

Finalize Scope/Schedule

Confirm Procurement Plan

= =4 =4 -4 -4 -4

Signoffs for Scope, Schedule and Procurement Plan

Solution Design

Use the Technical Deployment Guidelocumentation which outlines the
architecture and technical requirements for the solution to aid in confirming the
customerds specific design

solution

Support Process Changes/Use Cases

Use the process flow diagrams containeith this guide to map and identify
process changes required for adapting to the new support framework. These
process flows can also assist with Use Case creation. Follow the Intel® AMT
Process Transformation steps outlined isection8 of this guide for additional
process guidance.

Procurement
Implementation of the Intel® AMT will require servers to house the central

infrastructure components. An additional three (3) to six (6) servers may need to
wi t h
technology will also need to be procured as part of the implementation. Refer to

be procured, depending on the client solution design Des kt op s
Section 2.1and Section 3in the Technical Deployment Guidéor

hardware/software requirements. Additional hardware/software may be required
to support the Development and Integration Testing environments.

10

or

ntel E

Refine Solution
The Refine Solution phase consists of the following major activities:

1 Infrastructure Components

Support Process Components

1 Testing
 Communications
1  Training Materials

Infrastructure and Process Components

Refer to the Technical Deployment Guidand the Process Flowsand Process
Transformation Stepscontained in this guide to aid in development of the
Infrastructure and Process Components.

Testing

brfbr‘tc?dledi%yin@ MEI@MTibtEabfoduttibn®Rvironment, it is essential to test
all components in an integrated endo-end testing environment. It is
recommended that an integration or model office environment be used that
closely resembles the current production architecturenvironment. If a testing
environment does not currently exist, additional hardware/software may need to
be procured, and additional lab setup time added and scheduled in the project
plan. Refer toSection 3.18and Section 6in the Technical Deployment Gide for
lab setup and testing considerations.

vProkE
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Deploy Closedown
The Deploy phase consists of the following major activities: The Closedown phase consists of the following major activities:
1 Implement Infrastructure Updates in Production 9 Publish Metrics, Results and Lessons Learned
1 Implement Process Changes in Production 1 PM Closedown tasks
1 Validate Infrastructure Process Changes in Prodimn 1 Release, Reassign Resources
1 Distribute Communications This phaseinvolves standard project management closedown tasks. For the Intel®
I AMT projects it is important to publish the findings and metrics gathered durin
9 Train Pilot Support Staff .p J st p o publ nding ! ) g uring
the pilot. Also post pilot findings, lessons learned, or suggestions for
T Conduct the Intel® AMT Pilot Deployment improvement should be shared sthat the overall solution and operational
1 Transition to Ongoing Support effectiveness is enhanced.

Starting Point Schedule

A sample project plan entitled o0l mpl ement
technology6 is a separate reference/ plann
Managers and project teams when conducting an Intel® AMT Implementation. To
use/view the project schedule, Microsoft Project* must be installed on your

Infrastructure Updates in Production

It is important to engage contacts involved in change management in advance to
insure they are aware of upcoming changes so they can facilitate the installation
into the production environment. Affected areas are outlined in the schedule

framework.
machine.

Pilot Deployment Staff and Pilot Support

To implement and run the pilot, it may be beneficial to designate/dedicate certain
staff to participate on Intel® AMT related activities, which may include setting up
a separate help desk number or special routing fossar calls.

It is expected that this starting-point schedule will be tailored by the project
managementteam as needed to document actual durations, work effort and
resource leveling for their specific environments. Additional tasks or further task
refinement may be necessary to track the work effort. The startingpoint

Communications schedule is not meant to be definedtaa detailed work instructions level. It is set
Key target audiences affected by the Intel® AMT pilot should be included in at a high level activity with Milestone and Approval tasks to outline closure points
advance communications to help prepare for the implementation. The audiences for the various activity groups.

should include the support team and users. Other areas may also be affettéf The current starting point schedule assumes the initial setup of Intel® AMT

needed, these can be added into the schedule as they are identified. project infrastructure and support process changes with a deployment of
approximately 100 desktops and is assumed to take approximately three months

with fully available resources and minimal lag time assumptions.

Roles/Resource Types are genericand mayvaryaccordg t o t he organi :
IT support and overall support model. It is possible that a single resource may

play more than one role within the project. The actual number of resources

needed for the project is dependent upon how the organization is structed,

whether certain functions are outsourced and resource availability.

11
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Intel® AMT-related Process Guidance

As stated n the Document Overview sectiorabove, the diagrams presented
below depict the highlevel processes affected by the introduction ointel® AMT
into an existing IT environment that are inscope for the initial Intel® AMTPilot
program.

The processes represented here are shown both individually, as well as in the
context of an endto-end IT lifecycle for inscope activities. Additiondy,

processes or subprocesses are divided into those corresponding with one of two
phases of activity:

1  Those associted with the ICTIMIDEPLOY phasevhich represents those
activities done to initiate service or deply devices into the environment)

1  Thosecorresponding with the ICTIMOPERATE phasfgvhich represents
activities related to running services and managing devices in the
production environment.

To the greatest degree possible, generic terms are used to ensure a common
understanding of the processes depicted. These terms align with those set forth
in the ITIL/ICTIMVersion 2.0 process framework. A glossary is provided in
Appendix A. References toelated documentation appear in parentheses.

End-to-End Intel® AMT Support
Process Model

The following diagrams represent an entb-end view of the processes affected
in one way or another bylntel® AMTas scoped for this pilot program (see Section

End-to-End View (Deployment focus)

The following diagram depicts an endlb-end view of the processes impacted by
the implementation of Intel® AMTwith a focus on those activities associated with
the ICTIMDEPLOQY phase. The activities performed in this phase are geared
towards introducingIntel® AMTnto the existing IT environment. This diagram
should be usedor discussions withstakeholdersin regards tothe possible
impacts ofintroducing Intel® AMinto the organization Itshouldalsoserve as a

6 c heckl i ethabthetright geoups are being engaged in the planning
process.

The highlevel functional areas affected in this phaseare:

1 Change Management
1 Discovery of the target environment (if not already documented)

1  Engineering related design activities that mushbe performed to implement
Intel® AMT

1  The Implementation/Roll out activities associated with the actual
deployment of Intel® AMT

1 Equipment lifecycle management, which takes into account the planning,
refresh, and endof-life considerations that are involved with gettingintel®
AMT-enabled machines deployed in the target environment

1 Procurement activities such as vendor agreementgdse management, and
order tracking associated with obtainindntel® AM¥nabled machines to
deploy

1 Hardware Deployment activities related to the actual deployment dhtel®
AMT-enabled machines into the organization, including imaging the device

4ofthed Pl anning an Intel E ActmpkeManagemen 6T TedWarepistdoytipn, which encompasses activities associated with

Guidefor full statement of scope). Each of the boxes depicted represents a
business function related to a particular areafdr example:Procurement,

Software Distribution,and so forth.) that will be detailed inlater sectionsof the
document. At this endto-end level, the focus is overall scopand the
relationships between these functions. The two diagrams presented are actually
two views of a single process, with different activitieshighlighted in each.

The first represents those processes associated with the deployment dftel®
AMT, while the second focuses on those processes associated with the steady
state operation of the environment with Intel® AMTmplemented.

12

installing non base operating system image software onto the target
machines

The diagram depicts a change event associated with introducing one or more
Intel® AM¥enablad end-user machines into the target environment, and/or rolling
out the required support infrastructure for managingntel® AMTAs per ITIL best
practices, a change request is logged witthe Service Desk, which then moves
through the change management fcess to become an approved change. The
up-front activities of discovery and engineering the design of the rollout are then
initiated, followed by the actual rollout of the devices or support infrastructure.
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End to End Functional Diagram, In Scope Elements by Phase
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End-to-End View (Steady-State Operations Focus)

The following diagram depicts the same entb-end process showrin the previous diagram but the activities relate to steadystate operationsas highlighted. The blue
diamonds represent processes that present significant opptunities for improvement as a result of anintel® AMTeployment, and will be expandedponin detail in the
subsequent sections. Keep in mind that these opportunities represent only those areassitcope for the pilot programIntel® AMPpresents numerots other tools for improving
efficiency and lowering cost of operations. That said, the processes shown here ameak tothe heart of the benefits to IT operations thatIntel® AMTepresents, namely:

1 User Device Management, which deals with the ongoing nzement of client computers, and includes diagnosis and repair of technical issues, change and configuration
management, and power management.

1 Patch Management, which are the processes associated with keeping operating systems, applications, and firmwate date
1  Software Distribution, which deals with distributing and installing software on target machines
1 Security, which, in this context, is related to the quarantining of devices in response to threats, vulnerabilities, or-t¢Rited events
WhileIntel® AMDffers significant opportunities for improvement in the area of asset management, this process is considered out of scopetfa present pilot program.

In the diagram telow, hardware is deployed as represented by thélardware Deployment (IMA@)rocess box, covered in the previous section. From there, software
distribution activities may be initiated if the base image loaded on the machine does not contain all of the standard apfiina needed by a particular user. Once deployed,
steady-state user device management and security processes come into play.

As stated previously, the opportunity areas represented by blue diamonds are detailed in the sections that follow.

14



Quick Reference Guide: Maximizing the Benefits of Intel® Active Management Technology: A Solution Guide

End to End Functional Diagram, In Scope Elements by Phase
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Detail of Processes Impacted by Inteld AMT

The following diagrams provide detail of the individual processes represented in the

Endto-End diagrams above, in the form of sample use cases that aresitope for

the initial Intel® AMPilot program. These diagrams should be used as an aid in
documentingthe specific activities and roles that will be affected by implementing

Intel® AMTh your organization.Considerthese diagrams an aid to identifying

stakeholders, opportunities, affected processes and procedures, and employee roles

impacted by the introduction ofintel® AMT

In some instances, the diagrams presented here show two different options for the
same pro@ss, depending on the specific activity being performed. For examptee

d&lardware Implementation/ReAllocationddiagramshows activities for both

obtaining a new computer from the vendor and for rallocating a device already

being used in production. &h activities end at the same stepd preparing the
device for deployment.

ICTIM-DEPLOY Phase of Operations
1. Intel® AMDevice Provisioning

The following diagram depicts the ugront activities that must be performed
to prepare to deploy anintel® AMJenabled device into the organization. As
stated above, two separate paths through the process are shown; one that

relates to how a new device is procured and readied for deployment

activities, and one that relates to reallocating an existingintel® AMJenabled

device. The overall process can be characterized @stial System
Onboardin@ New activities thatIntel® AMTntroduces to this process are
detailed as follows:

a. New Device Provisioning

1. Managing the order to the vendor.

A changethat Intel® AMTintroduces from the typical process is that
a USB&eyd(security key residing on a USB thumb drive) must be

obtained from the vendor.There are three models which can be
used to enable provisioning of théntel® AMTost into Enterprise
Mode:Manual USB Key andOEM These models provide the
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enterprise the flexibility to deploy Intel® AMThosts in whatever
method is necessary.

As stated in the inSection 3.190f the Technical Deployment Guide,
the USB Key model is recommended in situations where the
enterprise is just beginning its deployment. This model lends itself
well to pilot and rampup scenarios where a quick start of
provisioning configuration is desired prior to working out a complete
delivery system of the OEM model. Refer to the above meahed
documentation for full details.

b. System reallocation

2. Forintel® AMBystems that have already been provisioned and-n
use in the production environment, reallocation to a new user
requires provisioning of a new security key and profile from the SCS.

Hardware Procurement/Re-allocation

Procurement

Planned Hardware
Deployment

"5 |MAC Request (Physical or
Logical)"
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c. Staging, setup and placement of devices
3. Onsite staging process.

As the diagram below depicts, both new and rpurposed client machines ar&tagedd or connected to the network for the purposes of readying them for
deployment. Activities here might include installing or rstalling an operating system or applications (if they are not already installed by the OEM), adding
drivers, patches or firmwae updates or making configuration changemtel® AMTntroduces the requirement to connect a new or rgrovisioned machine to an
Intel Intel® AMTetup and Configuration Server (SCS), from which security and configuration information is retrieved andest@n the new device. Refer to
Sections 2.1and 3.11 in the Technical Deployment Guidéor detailed information on the SCS server)

Device Staging Process

Hardware
Deployment (IMAC)

"5 IMAC Request (Ph
Logic
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ICTIM-OPERATE PHASE OF OPERATIONS
The diagrams shown below are all rated to the steady-state operations processes
in scope for the pilots, and are divided into two broad categories of activity:

1 Those related to planned (proactive) events , such as the regular release and
distribution of maintenance packages for target matunes

1 Those related to unplannedreactive) events, such as the need to quarantine
a device due to a security threat, or to diagnose and repair a broken device

1. Planned Events
a. Patch distribution

Intel® AMThas a significant impact on patch management processés.
provides a set of tools that compliment an existing patcimanagement
framework, and allow patches to be successfully deployed in scenarios
that previously would have resulted in failure and rescheduling of the
patching activity.

The process outlined below illustrates hovintel® AMTnay impact the
actual distribution of patches. The ugront planning and scheduling
activities are represented by the three subprocesses that act as inputs
to the actual distribution (DSL update and maintenance, Software
distribution planning and schedirmg, and patch management planning
and scheduling)Intel® AMEnables the following changes to the
distribution activities:

1  Allows for successful patching of systems that are powered off, by
powering them up as needed for installation of patches. This
facilitates greater patch saturation on first pass, and lowers power
consumption by allowing systems to be turned off during
maintenance windows.

1  Allows systems to be powered down remotely, so that machines
can be turned back off once patched. This capabilitas significant
implications for power management outside of the context of patch
management as well.
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b.

Firmware/BIOS upgrade

Similar to the patching scenario, above, the usmsediagrambelow depids an upgrade to firmware/BIOS, and the improved saturation on first pass thaitel® AMT
enables. Again, like the previous diagram, fimnt planning and scheduling activities lead to the distribution steps listed in the blue box. The process changes that

must be comprehended attel®AMT s i ntroduced into the environment i

state following update installation.
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1. Unplanned Events
a. Threat management

Intel® AMTmpacts threat and vulnerability management activities
through its features that enable quarantine of devices in response to
security threats or breaches of policy, such as a computer connecting to
the corporate network with an inadeaiate patch revision level.

The diagram below depicts the process corresponding to quarantining a
device based on a recognized security threat. In this scenario, twael®
AMT capabilities come into play:

1  The ability to power on a device that is turned
1  The actual quarantine capability mentioned above.

Prior to Intel® AMTa user device that does not meet a defined patch
level would need to be patched quickly in response to a defined threat to
reduce the possibility that the machine could do damage dime network
(for example:a 6 wautbraed). Withintel® AMTsuch a system could be
quarantined at the hardware level and prevented from communicating
with any devices on any network other than the management servers
that will do the patching and validéon. In addition, this can be
accomplished whether the target machine is powered on or off.

These capabilitiesshould be examined against your existing threat and
patch management processes. For most organizatioristel® AMwill
represent the first existence of aquarantining capability. Thus, policies,
procedures andpossibly roles will have to be defined to allow the
organization to take advantage of this feature.

23



Quick Reference Guide: Maximizing the Benefits of Intel® Active Management Technology: A Solution Guide

24

External
Systems

¢cThreat, Patch, SP Warnings

&

¢Patch Availabilitye

Security
Admin

SMS
Admin

Patch Request

I nformati on

"Device(s)
eat, OS SP & Patch, Quarantined"
TS SP & Patch

<—
Wa k u
User ¢ Wake P
Device

¢cWake Up Devi

Report Definition isms
gs ) ¢

Management
Console

2

¢cDevice(s) ngtinedé

Incident
Management
System



Quick Reference Guide: Maximizing the Benefits of Intel® Active Management Technology: A Solution Guide
b. Reactive update of devicesgatch/firmware/BIOS upgrade)

The usecases associated with patch management and firmware/BIOS
upgrade depicted in thePlanned Eventssection,above, deal with routine
updates associated with steadystate operations. At times, however,
these activities are undertaken in response to identified threats in the
environment, sut as a worm or virus outbreak. The process for updates
of this type is largely the same as those for their planned counterparts
The differences typically being the triggering event and the number of
devices targeted at a time. The process changédstel® MT introduces
here are the same as for the planned versions, namely, the ability to
power up target machines as needed and return them to the previous
power state as desired. These changes should be simple enough to
accommodate without major impact to exisng process.
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c. Remote Diagnostics and Repair

An area of significant impact that therollout of Intel® AMT introduces is
diagnosing and repairing problem devices. Processes related to Service
Desk handling of incidents and field services support are particularly
affected, as are SLAs associated with response and repair times. It is
thus worth elaborating on this area in some detail.

As i | | ustThalntad®AMTiOpporturity® & e af this guide,
Intel® AMTProvide for a significant shift from field services to a
centralized/remote support model for eneuser devices. Particularly, the
remote-boot and remote control features present several potential
impacts in this area, allowing greater opportunities for resolving

incidents prior to escalation to Level 2 service desk personnel. In
planning for the pilot program, it is advisable to consider esthshing a
special queue and a dedicated set of support personnel to handle service
desk calls forlntel® AM3enabled machines. These resources would be
the first level of routing for incidents involving pilot computers, with the
goal of achieving resolutia with no additional escalation. Typically, these
personnel have a skilket above the typical Level 1 resource, but below

t hat 2, and thus often |
advantage of weighting service desk metrics towards a geger number

of Level ar e ab
of Level 1 call resolutions). Their troubleshooting efforts will often focus
60scr i pt drief® AMTemqgiestools te achigye resolution.

Significant upfront planning will be required in the project definition

on

phase to implement he routing, tooling, training, scripting and resource
identification activities necessary to implement this process for the pilot.

The usecase below illustrates this conceptintel® AM3enabled machines
are identified at the outset of a service desk calio determine
appropriate routing to Level 1.5 support personnel. If the device is
operational, remote fixes can be applied per scripted processes using
remote control tools. If the device is not operational, an alternative
O6busi ness c on tinvoked,iresuitily inmremateebecd | S
scenario in an effort to get the user back to a productive state while the

problem is being resolved. At this point, a terminal services session might
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allow the user to work while replacement parts are being procured. ©a
the hardware is replaced, the user can log on and work as normal and the
incident can be closed.

eled O6Level 1.56 (this has the added
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DevicePolicy Compliance
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Intel® AMT Process Transformation
Steps

Prior to implementing theprocesseslisted in Section 6, it is recommended that the
project team follow these steps to assist the organization in making decisions about
which processes are to be implemented. These activities should be performed as
part of the Startup and Planning phase oftte project to arrive at the project scope
and then remapped and implemented during the Refine and Deploy project phases
to arrive at the new Intel® AMT enabled support processes. Refer to Section 5 for
additional information outlining the project phases ahactivities.

Intel® AMT Education:

Givean overview of Intel® AMBnd demonstrate functions to all people involved in
the iIAMT activations.

Materials to use for presentations can be found atwww.intel.com/vPro

Process Selection and Implementation:
There are three types of processes

1  Provisioning
1 Planned events (proactive)
1 Unplanned events (reactive)

Provisioning is a mandatory process that must be completed to activate ttetel®
AMT @pability. Selections need tbe made regarding which planned and unplanned
event processes will be implemented.

Process Selection
1. Identify who is responsible for determining the processes that will be
implemented.

2. Meet with Process Selection decision makers and walk through alltioé
processes

30

Get affirmation that these processes generally fit into what the
organizationdoes today:.

Select thoselntel® AMTPprocesses that support planned and unplanned
events, along with the mandatory provisioning process, which will be
implemented diring the activation process

Process Implementation

Provisioning Process Support:
1. Identify the support team responsible for hardware deployment

2. Incorporatethe Intel® AMTProvisioning process iro the current
hardware refresh/deployment process

3. Traindesktop deploymentpersonnel in thenew Intel® AMT
provisioning process

Planned Event Support:

1. Identify support team responsible for implementation, such as SMS
package deployment team.

2. Trainthe support teamin the use of selected Inte® AMT Addn for
Microsoft SMS3 processes that support planned event processes

Unplanned Event Support:
1. Identify who will support unplanned event processes.

2. Train in the use of selectedintel® AMT Adan for Microsoft SMS
processes that support unplanned event processes.

3. Create a procesdor how this team will be engaged when support is
needed (unique phone numbear call routing,etc)

4. Create a method to inform eneusers of the systems with Intel®
v ProE t ehotocohtacitheir specific support team.

5. Train call cater, help desk, support teams and endsers in contact
procedures.
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Additional Documents and Reference
Material

The following additional documents are available to assist with project planning and

execution:

1l

= =4 =2 =4

Planning an Intel® Active Management Technoldgyplementation Guide

Getting to Pro: An Enterprise pproach to Deploying Intel® AMT

Typical use cases

Assessment

Implementation project plarf o r

White Papers

1

wor ksheet for I nt el

Improving Asset InventoriesanRe duci ng | T Cost

Technology

http://www.intel.com/business/casestudies/eds_solutions_brief.pdf

EDSWor kpl ace

Management and | nt

http://www.intel.com/business/vpro/industry _support/itsp_eds.htm

APPENDIX A: Glossary of Terms

To be completed during Pilot.

E

S

el

Term

Description

Tier 1.5

Mid Tier Service Desk suppoteam

OnboardingOffboarding

Transitioning employeesin and out of an
organization
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vVProE technology

Intel E vProE technology

with Intel E vProE

E

VProE Technology
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Intel® Active Management Technology requires the computer system to have a
Intel® AMIenabled chipset, network hardware and software, as well as
connection with a power source and a corporate network connection.
Setuprequires configuration by the purchaer and may require scripting with the
management console or further integration into existing security frameworks to
enable certain functionality. It may also require modifications of implementation
of new business processesWith regard to notebooks, itel AMT may not be
available or certain capabilities may be limited over a host @8sed VPN or when
connecting wirelessly, on battery power, sleeping, hibernating or powered off.
For more information, seéhttp://www.intel.com/technology/manage/iamt/
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