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Introduction

This document explains the approach to successfully organizing and executing an Intel®
Active Management Technology (Intel® AMT) implementation project.

This is the first of three documents that will help you plan, implement, and manage an
Intel® AMT PC environment. Please refer to the Additional Documents section for
references to these documents.

Target Audience

This document is targeted to the group of individuals who will commit funding and
resources in support of an implementation of Intel® AMT into an existing IT
environment. These stakeholders and/or management team members (those who are
responsible for the success of the implementation) may use this guide as an aid to
defining the project objectives and assessing the results.

The intention is to deliver a high-level understanding of implementation requirements
and to properly set expectations.

Getting Started

Before you begin an implementation project for Intel® AMT, it is important to have a
clear understanding of the capabilities of the technology, how they can be utilized
within your environment, and the scope of organizational impact that the
implementation will have.

The best way to begin this process is to follow the guidelines within this document to
identify @pportunityar eas 8 i n ytoaumay benefiviionn tiee mino@uction
of this technology. Opportunity areas are simply the support functions performed by
your organization today, that command the highest cost in terms of time, effort, money
and performance against established objectives. Once these areas are identified, they
can be ranked by priority and matched against the Intel® AMT features that will deliver
the highest levels of efficiency improvements.

Having identif i edwiltploeste badisdopypuor t uni t vy

implementation project, and will allow you to embrace the framework described in this
document for creating feature teams, developing roadmaps for process improvements,
creating an infrastructure augmentation, creating a project schedule, and deploying the
new technology in your environment.

Quick Reference Guide: Planning an Intel® Active Management Technology Implementation

The implementation project can be broken down into the four phases shown in the
following diagram:

Start-Up Deploy

START-UP 8 This phase focuses on setting the initial scope, organizing feature teams,
and creating project schedules and plans

PLANNING 8 This phase focuses on feature team workflows for assessing current
environmental conditions, gathering metrics, creating infrastructure and process
transition plans, and further defining the project schedule

REFINE & This phase focuses on implementing changes prescribed by the feature teams
in the Planning phase and assessing their deployment readiness

DEPLOY & This phase focuses on implementing the new technology and processes,
gathering updated metrics, transitioning to operational staff, and evaluating the
effectiveness of the implementation

areas?oa
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Focus of the Implementation Project

The implementation project will primarily address the acquisition and deployment and operational/support aspects of PC life cycle management, as indicated by the dashed line in the diagram
below. Once initial processes in these areas are deployed and operating according to plan, additional processes can be targeted and addressed as a follow-up project for continuous
improvement.

poguisiien

The above graphic represents a typical life cycle under which most organizations operate with respect to desktop and notebook PCs, and is based on accepted industry thinking. You may
perform these phases in-house, or one or more may be outsourced to a service provider. You will need to consider this aspect when planning your implementation project to ensure project
objectives can be met. Your initial project should be narrow in scope, addressing required activities and a small number of proactive and reactive support processes as determined by the
project team. Once the initial project is complete, additional areas from the model can be considered as follow-on projects. This will keep the scope manageable and improve your success
potential.



Organizing Your Implementation Project

A feature team approach to organizing and implementing your project will be detailed in
this guide. A feature team is simply a cross-organizational team responsible for solving a
problem identified for a specific function role. Feature teams are responsible for a well-
defined set of activities for the duration of the project, and in some cases are composed
of staff members who will take over operation of the solution after the project is
complete.

As shown in the diagram below, there are four recommended feature teams for this
project;

Process &
Procedure
Feature Team

Core
Feature
Team

Operations
and Support
Feature Team

Infrastructure
Feature Team

Core Feature Team

The core team is the first team to be organized, and functions as the lead or project
oversight team. The core team plays a critical role in moving the project forward, and is
responsible for conflict resolution between features teams, and external
communications to stakeholders. Each of the other feature teams has a representative
on the core team. This helps ensure executive support, coordination, communication,
governance, and a smooth transition to the new operating model as defined in by the
project.
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Process and Procedure Feature Team

The focus of this team is to analyze the existing support processes within the current
environment, and determining which processes are candidates for improvement using
the model recommendations describedintheg u i d e  Blaximizinglthe Befiabf
Intel® Ative Managemenfechnologya Solution GuideThe team is also responsible
for all operational impact aspects of the implementation project.

Infrastructure Feature Team

This team is responsible for requirements analysis and the rollout of the infrastructure
related to supporting Intel® AMT in the organization. Typically, the infrastructure teamis
assigned to complete the following tasks:

Evaluate the current environment and preparing an analysis report to assist in project
scope definition

Select the proper deployment options to transition the current environment to the
desired state, and create an infrastructure implementation plan

Implementing and supporting the infrastructure implementation plan during the
transition

Operations and Support Feature Team

This team has responsibility for the steady-state operations and support of the Intel®
AMT technologies in the environment. They will be focused on identifying the target
groups for deployment, procuring end-user hardware for the project, and scheduling and
executing deployment to the identified groups. In addition, this team has overall
responsibility for user acceptance testing of the integrated Intel® AMT toolset, and will
conduct required training for affected users.

Roles, Skill Sets and Responsibilities

In this section you will find suggested models for the identified feature teams. The
actual teams for your organization will vary in makeup depending on the size and
complexity of the organization. Some team members may have multiple roles as this is
dependent again on the size and complexity of your environment. Use the models
below as a guideline when identifying individual team members for the project, and
ensure that you have all skill sets represented.



Core Feature Team

Roles

Overall project management/oversight and Scheduling
Project Budgeting and Finance

Communication to Stakeholders

Conflict Resolution

Skill Sets

Project Management

Accounting / Finance

Administration and Design of: Microsoft Windows Server*, Microsoft Systems
Management Server (SMS)*, Microsoft SQL Server*, Microsoft Active Directory™, DNS,
DHCP

Process and Procedure
Operations and Support

NOTE: The above skill sets need representation on this team. Combining of skill sets
may be used to keep team manageable. This is dependent on the complexity of the
environment.

Responsibilities

Project Schedule

Set realistic expectations for implementation

Establish regular (weekly) core team meetings

Organize the other features teams and establish representation on core team
Complete an initial scope and project plan for the project

Complete an initial budget and track expenditures

Communication Plan

Keep the stakeholders informed. Consider weekly updates to track progress and issue

resolution.

Communicate issues / changes / progress to all feature teams
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Process & Procedure Feature Team

Roles

Identify current operational procedures and owners

Gather metrics from current operational procedures

Analyze current operational process
Prioritize 6opportunity areasd6 and
Brief / train impact areas for new operational procedures

Assist in testing and refinement of new operational procedures

Participate in deployment activities

Skill Sets

Process and Procedure
(Provides representation to Core Team. May be one of the other identified team
members)

Help Desk

Asset Procurement and Management
Field Services

PC Support Operations

NOTE: The above skill sets need representation on this team. Combining of skill sets
may be used to keep team manageable. This is dependent on the complexity of the
environment.

Responsibilities
Capturing Your Current Operating Metrics

Develop a clear understanding of where the organization is at today, in order to
determi ne 0o p phowtaget thé most from theenawstaihnotogy d

|dentifying Target Areas for Improvement
Which of the current desktop support processes represent the biggest burden?

Prioritizet h e 6 o p p o rStarasmdll ang/mova toveaa edmore complex
Support processes

es for

create



Defining the Approach

Use the prescriptive guidance to map the desired state for each process identified for
improvement

Training the Affected Support Groups

New/modified support procedures will have an impact to those delivering the current
process. Ensure that those impacted are properly briefed and trained in the new
procedures.

Measuring the Improvement

Periodically re-measure metrics to determine depth of improvement, and refine the
process if desired goals are not being observed

Infrastructure Feature Team

Roles

Understand the infrastructure requirements of the project
|dentify current infrastructure components and owners
Analyze the current infrastructure against project requirements
Develop plan to add / modify components as required

Assist core team in establishing budget for new components
Brief / train impact areas for new infrastructure components
Implement and test new infrastructure model

Participate in deployment activities

Skill Sets

Infrastructure Team Lead
(Provides representation to Core Team. May be one of the other identified team
members)

Active Directory/Windows Administration
SMS Console Administration Management
PC Staging and Provisioning

Information Security Support
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PC Helpdesk Support

NOTE: The above skill sets need representation on this team. Combining of skill sets
may be used to keep team manageable. This is dependent on the complexity of the
environment.

Responsibilities

Identifying Infrastructure Required to Support Intel®* AMT
Microsoft Active Directory

DHCP / DNS services

Microsoft SMS

PKI Certificate Services

Microsoft SQL Server®

Microsoft SMS 2.0

I[dentifying Infrastructure Services that will be needed

PC Staging and Deployment

Certificate Management

Network Services

Service Desk

Defining the Approach

Use the guidance to map the changes required to existing infrastructure
Training the Affected Support Groups

New and / or madified infrastructure will require training of the appropriate support
groups



Operations and Support Feature Team

Roles

Work with other feature teams to understand required deployment activities for the
project

Assist in setting the proper schedule in order that required processes and infrastructure
are available at planned deployment intervals

Assist in gathering and supplying metrics for the project

Determine the end-user deployment schedule and inform affected users of their
responsibilities

Procure end-user hardware for the project

Implement new processes using new infrastructure and provide feedback / refinements
as required

Skill Sets

Operations and Support Team Lead
Provides representation to Core Team. May be one of the other identified team
members

Asset Procurement and Management
PC Deployment/Migration

SMS Console Administration

PC Staging and Provisioning
Information Security

PC Helpdesk

NOTE: The above skill sets need representation on this team. Combining of skill sets
may be used to keep team manageable. This is dependent on the complexity of the
environment.

NOTE: These team members will likely be team members from the other feature team
that participated in the development activities
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Responsibilities
Choosing Target Groups for Deployment

The suggested approach is to choose related groups of users for implementation so as
to minimize organizational impact during process refinement

Ordering PCs with Intel® AMT Processor Technology
New Intel® AMT-capable hardware will be required for each end-user
OEM vs. In-House Provisioning

Coordination with OEM or PC Provisioning team will be required for proper BIOS and
Intel® AMT settings, and initial security-in-transit model

Re-deployment and Re-provisioning

PC re-deployment activities will require consideration of Intel® AMT features in order to
keep new support environment intact



Typical Project Flow

The following graphic represents the typical phases and flow of the implementation
project. Actual duration will be based on your organizational complexity and will be

determined by the project team. An actual project schedule template is provided in the

d o c ume nt Magimizing thé Bedefit &ftel® AMa Solution Guide,
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The intent of this graphic is to convey feature team activities during various phases of

the project.

In the Start-Up phase, the core team is formed and conducts all of the project setup

activities including creating the remaining teams.

As the project enters the Planning phase the Core, Process and Procedure and
Infrastructure feature teams perform the majority of the work.

Operations and Support begins participation in the last half of the Planning phase, as

i ndi vibBnditiorafrbrstlie other feature teams.

All teams are then active for the remainder of the project.
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Additional Documents and Reference Material

The following additional documents are available to assist with project planning and

execution:

Maximizing the Benefit of Intel® AMT: A Solution Guide

Ee¥ting to Pro: An Enterprise Approach to Deploying Intel® AMT

White Papers

|l mproving Asset I nventories

http//wwwi.intel.com/business/casestudies/eds solutions_brief.pdf

EDSWor kpl ace Management

http//www.intel.com/business/vpro/industry_support/itsp_edshtm

and
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http://www.intel.com/business/casestudies/eds_solutions_brief.pdf
http://www.intel.com/business/vpro/industry_support/itsp_eds.htm
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Intel® Active Management Technology requires the computer system to have an Intel® AMT-enabled
chipset, network hardware and software, as well as connection with a power source and a corporate
network connection. Setup requires configuration by the purchaser and may require scripting with the
management console or further integration into existing security frameworks to enable certain
functionality. It may also require modifications of implementation of new business processes. With
regard to notebooks, Intel AMT may not be available or certain capabilities may be limited over a host
0S-based VPN or when connecting wirelessly, on battery power, sleeping, hibernating or powered off.

For more information, see http://wwuw.intel.com/technology/manage/iamt/
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