The Process of Provisioning PCs with
|l ntel E vVProE Technol ogy

White Paper

August 15 , 2008

© 2 00 7 Altiris Inc. All rights reserved.



ABOUT ALT

| RIS Altiris, Inc. is a pioneer of IT lifecycle management software that
allows IT organizations to easily manage desktops, notebooks,
thin clients, ha ndhelds, industry -standard servers, and
heterogeneous software including Windows, Linux , and UNIX. Altiris automates
and simplifies IT projects throughout the life of an asset to reduce the cost and
complexity of management. Altiris client and mobile, serv er, and asset
management solutions natively integrate via a common Web -based console and
repository. For more information, visit www.altiris.com

NOTICE

INFORMATION IN THIS DOCUMENT: (I) IS PROVIDED FOR INFOR MATIONAL PURPOSES ONLY WITH RESPECT TO PRODUCTS OF

ALTI RI'S OR I TS SUBSI DI ARIES (APRODUCTSO9) , crn) REPRESENTS ALTIRI S6 VIEWS AS OF
DOCUMENT, (I1l) IS SUBJECT TO CHANGE WITHOUT NOTICE, AND (IV) SHOULD NOT BE CONSTRUED AS ANY C OMMITMENT BY

ALTI RI S. EXCEPT AS PROVIDED I N ALTIRIS6 LI CENSE AGREEMENT GOVERNI NG ANY PRODUC
SuUBSI DI ARIES (APRODUCTSO) , ALTI RI' S ASSUMES NO LI ABILITY WHATSOEVER, AND DI SCLA
WARRANTIES RELATING TO THE USE OF ANY P RODUCTS, INCLUDING WITHOUT LIMITATION, WARRANTIES OF FITNESS FOR A

PARTICULAR PURPOSE, MERCHANTABILITY, OR INFRINGEMENT OF ANY THIRD PARTY INTELLECTUAL PROPERTY RIGHTS.

ALTIRIS ASSUMES NO RESPONSIBILITY FOR ANY ERRORS OR OMISSIONS CONTAINED IN THIS DOCUMEN T AND ALTIRIS

SPECIFICALLY DISCLAIMS ANY AND ALL LIABILITIES AND/OR OBLIGATIONS FOR ANY CLAIMS, SUITS OR DAMAGES ARISING

FROM OR IN CONNECTION WITH THE USE OF, RELIANCE UPON OR DISSEMINATION OFTHIS DOCUMENT AND/OR THE

INFORMATION CONTAINED HEREIN.

Altiri s may have patents or pending patent applications, trademarks, copyrights, or other intellectual property rights that
relate to the Products referenced herein. The furnishing of this document and other materials and information does not provid e
any license , express or implied, by estoppel or otherwise, to any foregoing intellectual property rights.

No part of this document may be reproduced, stored in a retrieval system, or transmitted in any form or by any means without
the express written consent of Alti ris, Inc.

Customers are solely responsible for assessing the suitability of the Products for use in particular applications. Products a re
not intended for use in medical, life saving, life sustaining, critical control or safety systems, or in nuclear faci lity applications.

Copyright © 200 8, Altiris, Inc. All rights reserved.
Altiris, Inc.
588 West 400 South

Lindon, UT 84042

Phone: (801) 226 -8500
Fax: (801) 226 -8506

* Other company names or products mentioned are or may be trademarks of their respectiv e owners.

Information in this document is subject to change without notice. For the latest documentation, visit www.altiris.com .



http://www.altiris.com/

CONTENTS INtroduction oo

Terminology .cooeiiiiiii s
o ] 017/ 2 T v 2
Introduction to Intel AMT s 3
Overview of Out -of -Band Communication ...l 4
In-Band Communication  ......ccccoiiiiiiiiiiiiiis s 4
Out-of-Band Communication  ........ccccoviiiiiiiiiiiiies e, 5
Overview of Provisioning ..o e, 6
Flexible Provisioning ....cccocoviiiiiiiiiiiiiiiiies i, 6
Provisioning Is a Two -Step Proc €ss ......cocovvvviviivinincnnnn. 6
After provisioning: OOB Discovery of the PC ................... 7
Why is AMT Setup and Configuration Important?  ............. 7
Remote, Centralized Management of the PC ~ ................. 7
Access to AMT Features Depends on Setup and Configuration 7
Customize the Client Configuration Profile —  ................... 8
Choose Initial Security during Setup and Configuration .. 8
Provisioning Models and Processes ., 9
Intel AMT Supports  Three Provisioning Models ................. 9
Enterprise versus Small Business Mode  ..........ccoeveeenns 9
Intel AMT Supports Three Setup Processes  .....cccevevenee. 10
OEM Can Pre -Provision AMT ... e, 11
Provisioning FIOW s e, 12
Stage 1: Factory -Default State ........ccoviviiiiiiiiinnnn, .o 12
Setting up Initial Security Credentials ...l 13
Automated Set up ProCess ......cocvviiiiiiiiiiiiiiiies e, 13
Stage 2: Setup and Ready to Be Configured —  ................. 14
Loading the Configuration Profile ... 14
Automated Configuration Process  .....cocoviiviiiiiiininnnnn, 14
Stage 3: Configured a nd Ready for Integration  ............. 15
Unprovisioning and Re  -provisioning .........c.ccoovveiinnenns 15
Provisioning Considerations ... 16
RemMoOte Setup .o 17
Microsoft Certificate Authority is Requir ed ... 17
Remote Configuration Process  .......cccoviiiiiinininnn. .17
Scripting for Remote Configuration — ..........ccoceviiiinnns 17
Delayed Provisionin g and Reinitializing the Hello Packets 18
USB-Key Setup .oviiiiiiiiiiciiciees it 18
USB Key Requirements .....cccovciviiiiiiiiiiiiiie e, 18
Re-Provisioning via USB Key ..., ... 19
Manual Setup ..o 19



MEBx Parameters and Settings  .......ccooiviiiiiiiiiininnennns

Unprovisioning and Re -provisioning ..............ccocovevnes
Unprovisioning Intel AMT ...,
Re-provisioning Intel AMT ...

Dependencies for Provisioning ..o,
Criteria Needed for Successful Provisioning  ...........
Optimal Conditions for Provisioning  .......cccoevvevviennnn.
Infrastructure De pendencies for Provisioning  .........

DHCP/DNS/IP (Required)  ...coooiviiiiiiiiiieieenn,

DHCP Server .o i
DNS SerVer i

Firewall/Router POrts ...ooooiiiiiiiiiiiiieees e,

Database Server Integration ...,

SCS (Required) .ovviiiiiiiiiiiiiiiiie e
SCS and Active Directory (Kerberos)  ................
Key Elements of S CS ..o

Adding Device Information to the SCS Database

Certificate Authority (Optional) ...,

Remote Configuration Certificates  .........ccoeveennnnn.
Server Authentication Certificates  .......cooeinnnnn.
Client Authentication Certificates  .......covvvininnnns
Wildcard Certificates .....ccocvcvvviiiiiiiiieees
Default HP Certificate Hashes ...,

Active Directory (Optional) ..o,
Support for Kerberos Auth  entication and 802.1x

Active Directory Provisioning  ....ccccovvviiiiiinininnnn.

SCS and Active Directory Tasks and Permissions
Extending the Active Directory Schema ............

Integrating SCS with Active Directory ...............

Active Directory Hotfixes ...

SECUNLY o
Key Questions to Consider  ......ccocoevviiiiiiiniinnenn.
Security during Provisioning  .....cocoviiiiiiiiiieens

Security in Enterprise Mo  de vs. SMB Mode ..............
Security Methodologies and Technologies — ...............
Admin Username and Password  .........ccoooveviiniinenns
TLS ENnCryption ....oocoiiiiiiiiiiiiiiiies i

TLS Requirements .....coccovviiiiiiniiiiiiiiens e,

HOW It WOTrKS o v

TLS Encryption and Mutual Authentication —  .......

TLS, Altiris, and Redirection Traffic  ...................
Mutual Authentication ...
Active Directory (Ker beros Authentication) ..........
802.1X authentication profiles ...,

Access Control Lists (ACLS) .o,

. 19

21
22
22

. 23

23
23
24

24
24
24

25

. 25

25
26
26
26

27

28
28
28
29
29

29
29

. 29

30
30
31
31

. 32

32
32
33
33
33

34
34
34
35
35

35
36

. 36



Securing the Management C

Sample Integration Procedures ..
Procedure 1: Provisioning Using a USB Key
Procedure 2: Remote Configuration

: Enable Remo

te Configuration
: Create a Configuration Profile

: Synchronize Resources
: Prepare the Alt

37

39
39
42
42
43
44

iris Real -Time Console Infrastructure (RTCI) profile
: Install the Remote Configuration Certificate

49

Import the Certificate to the Local Computer Certificate Store

Examine the Remote Configuration Provisioning Certificate
Finish Installing the Certificate
Complete and Monito

r the Provisioning Process
Procedure 3: Unprovisioning Intel AMT (Two Methods)
Method 1: Unprovision Intel AMT on the PC
Clean Up the Management Domain
Method 2: Unprovision

Procedure 4: Active Directory Extension through Altiris
Step 1: Extend the AD Schema
Step 2: Configure Kerberos
Step 3: Create Kerberos Pro

Procedure 5: Setting up TLS Certificates

55
57

. 58
58
60

in Preparation for Reprovisioning Using Activator

. 61
. 62
62
65
66
71

.71

Step 1: Set up the Certificate .
Step 2: Verify that the Provisioning Service Is Requesting Certificates

For More Information

76






INTRODUCTION

This document explains the theory behind provi sioning and how the provisioning

process with PCs with Intel ® CoreE 2 processor with vPro

E technology (PCs with

Intel ® v P r otéchnology) and Intel ©® Active Management Technology (Intel ®
AMT) works in conjunction with Altiris.
Terminology
Note that during pro  visioning:
e A PC with Intel vPro technolog y includes many hardware and firmware
elements , including the Intel ® Management Engine.
e The Intel ® Management Engine is a firmware module that includes Intel

AMT (in other words, Intel AMT is part of the Intel Mana

gement Engine).

One of the functions of the Intel Management Engine is to communicate with
the provisioning server to help configure Intel AMT for your network and

service environment.

e Intel AMT s a set of hardware -based remote -management and security
cap abilities designed into the PC with Intel vPro technology.

e MEBXx (Intel Management Engine BIOS extension) is a set of screens and/or

parameters (accessed through BIOS ), which specify
AMT features.

the settings for Intel

e The 0 hoisst 0t h eopBratiigsyst em (OS) . Intel AMT is not the host;
however, the Intel AMT machine name is usually set to the same name as

the host OS.

e The ficlient 0 as an endpoint -- At a high level, IT managers usually use
the term fi c | i eonrefey to the endpoint, or PC. The hardware -based
features of Intel AMT are not the client. The client is the PC with Intel vPro
technology.

e The ficlient 0 during encryption and authentication
during authentication proce

-- At a low level,
sses, the term ficli

meaning. Techn ically, during TLS encryption and mutual authentication
between Intel AMT and the server, because of the direction of authentication
requests and responses, the PC with Intel AMT temporarily becomes the

fiserver o and the Provision

S erov elrh i bse ceaxnpe sa i tnhse w

some of the more detailed descriptions of authentication refer to client -

signed certificates for the Provision Server and server
Intel AMT.

-signed certificates for

www.altiris.com The Process of Provisioning > 1



Acronyms
This document uses the following acronyms:

AD Microsoft Activ e Directory (Kerberos)
API Application programming interface

CA Certificate Authority

DHCP Dynamic host configuration protocol
DNS Domain name server

FQDN Fully qualified domain name
HTTP Hyper tt ext Transfer Protocol
Intel AMT Intel Active Management Techn ology

ICT in-circuit test tool

IP Internet protocol

ISV Independent software vendor, such as Symantec (Altiris) .
IT Information technology

ME Management engine

MEBX Intel Management Engine BIOS extension
MTLS Mutual authentication

OEM Original equipment ma  nufacturer
OoID Object ID

0o0oB Out - of-band

OOBM Out - of-band management

oS Operating system

OoTP One-time password

ou Object organizational unit

PC Personal computer

PID Provisioning ID

PKI Public key infrastructure

PPS Provisioning passphrase

PSK Pre-shared k ey

RCT Remote configuration tool

SCS Setup and configuration service
SMB Small - and medium -business
SOAP Simple Object Access Protocol

SQL Structured query language

TLS Transport layer security

ul User interface

uUsB Universal serial bus

uulD Universal unique identifier

2 < The Process of Provisioning www.altiris.com



INTRODUCTION TO INTE L AMT

Intel ® Active Management Technology (Intel ® AMT) is an integral part of PCs

that contain IntelE vVProE technology. Intel AMT |
maintain, repair and secure notebook and desktop PCs. Intel AMT operates
independently of the PCbs processor and independ:

system (O S). You can use a management application, such as the Altiris Client
Management Suite (Altiris console) to access Intel AMT capabilities securely,
even when PC power is off. As long as the desktop PC is connected to a power
source or the notebook PC has AC or DC power, you can access Intel AMT.

Using Intel AMT, you can:

e Discover PCs wvirtually anyti me, by remotely ac
unique ID, which is stored in protected, nonvolatile memory (not on the hard
drive).

e Remotely diagnose and repair P Cs even when the operating system is down,
including use secure remote boot, use secure console redirection, access
BIOS settings and the persistent AMT event log, and perform other critical
tasks to bring a PC back into service.

e Improve patch saturation a nd updates by remotely and securely powering up

PCs to receive a patch or other update off -hours.
e Take advantage of built -in security features, such as hardware -based filters
for network traffic and agent presence checking, which help limit the effect
of méil ware, 0 tampering, and other malicious att .

For more information about Intel AMT capabilities and use cases, refer to the
Intel Web site.

www.altiris.com The Process of Provisioning > 3



OVERVIEW OF OUT-OF-BAND COMMUNICATION

An Altiris Client Management Suite (the management console) can communicat e

in two ways with a PC with Intel vPro technology. The management console can

communicate in -band to the target PC, at the OS level. This is the typical

communication method. The management console can also communicate out - of -

band (OOB) with the target PC with Intel vPro technology. This communication is

below the OS level and independent of the state of the OS. OOB communication

with I ntel vPro technol ogy is available even if
off, management agents are missing, or hardwar e (such as a hard disk) has

failed.

Provisioning a PC with Intel vPro technology (a PC with Intel AMT) refers to
setting up and configuring the Intel AMT capabilities for remote, out-of-band
management.

e In -band management refersto OS-level, software -based communication
with and management of the PC. In -band management is conducted via
protocols, software agents, or applications that are hosted within the OS
environment.

e QOut -of -band (OOB) management (or OOBM), enhanced by Intel vPro
technology, refersto hardware -based communication. OOB allows for
interaction directly with the PC hardware upon which the OS is dependent.
Access to the hardware allows an IT technician to remotely power up a PC,
reboot a PC to a clean state even if the OS is down, and perfor m other tasks
typically unavailable through software -based communication.

In -Band Communication

In-band communication is software -based and is at the OS level. In -band
communi cation establishes a connection through t|
0sS.

e In-band communication r equires that the PC be powered up. With in -band

communication, patches and software updates can occur only when a PC is
powered up and can be accessed via the appropriate protocols, agents, or

applications.
e |If the security orintegrity of the OS has been compromised, associated
connections may also be at risk from viruses, worms, and other threats .
A third -party management application, such as Altiris, is used to manage in -

band , software -based communication with the PC at the OS level

The same management application, such as Altiris, can also be used to access
the out -of-band (OOB) , hardware -based capabilities of Intel AMT.

4 < The Process of Provisioning www.altiris.com



Out -of -Band Communication

Out -of-band communication  with Intel AMT occurs at a different level than in-
band communic ation . Instead of communicating through the software stack in

the OS, Intel AMT is based on the TCP/IP firmware stack designed into system
hardware. This means that Intel AMT si ts A boedutsided the OS. Essentially,
communication with the Intel AMT cap abilities occurs via the network data path
before communication is passed to the OS. Because communication to AMT

occurs before it reaches the OS, this communication is independent of the state

of the OS.

e OOB communication with Intel AMT occurs via a secur e connection between
the management console and the Intel Management Engine (which includes
Intel AMT). Connectivity to the management engine requires authentication
of the user via an admin password, which
privileges.

e Remote OOB access to the hardware -based capabilities of Intel AMT can
occur only through the secure connection established between the
management console and the Intel Management Engine

e Because this connectivity requires authentication, OOB communication is
more secure thanin -band communication.

e Because communication to Intel AMT is independent of the OS, Intel AMT is
also less vulnerable to  the operat ion and security problems that typically
affect an OS and/or the applications installed at the OS level

e Becaus e OOB is both secure and is indep endent of the OS, the connection to
Intel AMT can be used to securely and remotely manage the PC even if the
PC is not powered up. The connection is also available if the OS is down,
management agents are missing, or hardwa re (such as a hard drive) has
failed. For an administrator, this means patches and software updates can
be remotely loaded intoa  n Intel vPro PC even if PC power is off at the start
of the update cycle.

www.altiris.com The Process of Provisioning > 5
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OVERVIEW OF PROVISIONING

An vPro PC can be viewed as having two separate elements:

e A host processor running a general purpose OS such as Microsoft* Windows
XP.

e An Intel AMT device operating independently of the host. The Intel AMT
firmware executes on the Intel Management Engine (Intel® ME).

Provisioning i s the process of setting up security for AMT and configuring AMT to
integrate with the configuration of the host system, including networking
configuration.

Flexible Provisioning

Intel AMT provides significant flexibility in order to meet the needs of vari ous
customer environments. This flexibility leads to a number of deci sions that have
to be made as you plan and implement your deployment of Intel AMT  -enabled
systems. For example, you must decide whether to use SMB or enterprise
provisioning mode , whether to use Active Directory (Kerberos) to improve
security, and make other similar decisions.

Intel AMT supports three types of provisioning: advanced, standard, and basic,
to accommodate different IT needs for various levels of automation and different
custo mer environments.

Intel AMT also lets you choose different types of security for provisioning,

including certificates and keys. These and other, built -in security technologies
and methodologies (see the security discussion later in this document) are used

to secure communication with Intel AMT during provisioning.

A setup and configuration service provides the tools needed to set up and
configure Intel vPro PCs for use with the Altiris console.

Provisioning Is a Two - Step Process

Deployment is typically a fo ur-step process: set up the configuration service,
provision (set up and configure) Intel AMT, and integrate the AMT -enabled PC
into the management console. The two provisioning steps -- setting up and
configuring Intel AMT  -- are typically fully automated processes.

During setup, initial security credentials are established , as well as the initial

networking and operational parameters required to initiate configuration.

During configuration, BIOS and MEBx parameters are set to appropriate values

for your management environment. This includes loading a client configuration
profile into AMT, which tells the system which AMT features are enabled on the
PC, what authentication mechanism will be used, and which users have access to

AMT features.

After provisio ning, you are ready to integrate the AMT -enabled PC into the Altiris
console.

6 < The Process of Provisioning www.altiris.com



Note:

I'n this guide, the term Aprovisioningodo i s UuUsS:¢
isetup and configuration. o Both terms refer
process.
After provisioning: OOB Discove ry of the PC

Once Intel AMT is configured, and your network environment is set up and
verified, you can use the Altiris console to communicate with the PC, even if the
PC is powered off. OOB communication lets you discover and integrate the PC
into the man agement domain even if the OS is not yet installed. This is done
through the Intel AMT feature for OOB access to the persistent universal unique

identifier (UUID) of the PC. Through I ntel AMT, 1
virtually anytime.

e Once the PC has b een integrated into the management domain, you can use
Altiris to access the Intel AMT capabilities and perform a remote OS and/or
application build.

e Once the OS is available, you can use typical in -band management to
monitor, maintain, and manage the PC.

e You can use OOB management through Intel AMT to remotely monitor,
maintain, and manage the PC in circumstances in which the OS is not
responding, management agents are missing, PC power is off, or hardware
(such as a hard drive) has failed.

Why is AMT Setu p and Configuration Important  ?

First, you must setup and configure Intel AMT before you can access the AMT
features remotely. Setup and configuration also offer other benefits.

Remote, Centralized Management of the PC

Setup and configuration of Intel AMT a llows for centralized, remote, secure OOB
management of the PC through:

e A third -party management console (Altiris)

e The built -in Web -Ul. The Web -based interface is a useful tool that allows a)
remote management of the PC before the management console is ful ly
configured, b) verification of network communication before you try to
integrate the Intel AMT  -enabled PC into the management domain, and c)
remote management for Intel vPro PCs in small - and medium -business
(SMB) configurations. .

Access to AMT Feature s Depends on Setup and Configuration
Intel AMT must be set up and configured before the capabilities are available to
the management console. If you do not provision Intel AMT, you cannot access

the Intel AMT features remotely .

Setup and configuration esta blishes :

www.altiris.com The Process of Provisioning > 7



e Security methodologies and security parameters (such as access control
lists and realms) used for accessing Intel AMT |, and establishes the security
credentials that will be used to secure the initial setup and configuration
process.

e Networking par ameters (such as specifying DHCP or static IP) required for
communication between the management console and the target PC.

e Operational parameters (such as enterprise mode versus small business
mode, or specifies certain BIOS configuration settings) requi red for
communication and management of the target PC. These can include time
and date, power -policy options, and so on.

Customize the Client Configuration Profile

The configuration profile determine s which features are enabled on an Intel AMT
device, what authentication mechanism will be used, and which users have

access to device features. This allows you to customize the PC to meet customer
needs for unique network requirements, business practices, or policy

constratins , while continuing to protect the s ecurity of the PC during

provisioning and later, during remote management of the system.

Configuration p rofile settings typically include

e User name and password (Intel AMT administrator name)

o Network settings:  ping allowed, VLAN, and e nabled interfaces (WebUI, SOL,
IDE-R), and TLS settings

e Certificates: CA Server Name, CA Type, Certificate Template
e Mutual Authentication (M  -TLS, or TLK -PKI) settings
e Access control list (ACL) settings: Digest or Kerberos user

e Power policy settings

Each profile can be a ssigned to one or more Intel vPro PC.
Choose Initial S ecurity during Setup and  Configuration
You can choose the security methodology to use during provisioning ; this

security is established during AMT setup

Using robust s ecurity during provisioning is critical in order to prevent
unauthorized accessto t h e PIQ&té aAMT capabilities during provisioning . For
example, the security credentials established during setup help prevent

unauthorized access to critical system informati
persistent memory, and help prevent unauthorized access to powerful Intel AMT

capabilities such as remote boot, remote power -up, and remote console

redirection.

8 < The Process of Provisioning www.altiris.com



PROVISIONING MODELS AND PROCESSES

Intel AMT supports three provisioning models and three provisio ning processes,
so you can choose the model and process most appropriate for your environment

e Three provisioning models: advanced, standard, and basic

e Three provisioning modes: remote configuration (fully automated via
certificates), USB -k ey ( Atoonuec lvia pre -shared keys), and manual (via
administrator password)

Intel AMT Supports Three Provisioning Models

Intel AMT supports three provisioning models (see Table 1). You can use the
criteria listed in Table 1 to select the model most appropriate for your

environment. For example, if you are deploying thousands of PCs in a one -to-
many model for an enterprise -level business, in a Cisco SDN  -secured network,
then you should use the advanced provisioning model. If you are deploying three

or four PCs to a small  business and do not have a provisioning service, you

should use the basic provisioning model.

Enterprise versus Small Business Mode

You can set up Intel AMT for use in an enterprise environment, or for use in a

small - or medium -business (SMB) environment. Typically, an SMB environment
does not use Transport Layer Security (TLS) or Microsoft Active Directory

(Kerberos).

e Enterprise mode enables authentication using either Kerberos
authentication or HTTP Digest. You must use Altiris to implement Enterprise
mo de. Enterprise mode requires TLS encryption to secure critical network

traffic -- such as the Intel AMT remote boot and remote power -up commands
-- between the Altiris console and the target PC . In enterprise mode, you
can set up PCs for DHCP (recommended) or static IP addressing.

e SMB mode uses an administrator username and password for
authentication. The communication tunnel to the PC is secured via HTTP, but
network traffic between the Altiris console and the target PC is not
encrypted . In SMB mode, you can set up desktop PCs for DHCP
(recommended) or  static IP address ing. In SMB mode, notebooks must be
set up for DHCP addressing.

This document focuses primarily on provisio ning PCs in enterprise mode.

www.altiris.com The Process of Provisioning > 9



Table 1. Three provisioning models

Capability Basic St andard Advanced

Intel AMT features All All All

available

Configuration mode SMB Enterprise Enterprise

Provisioning Manual e Automated: remote e Automated: remote

method via certificates or via certificates or

fontoucho-keySB| Afontoucho-keySB

e Manual e Manual

Provisioning service No Yes Yes

Deployment
process

One-to-one

One-to-many

One-to-many

Required enterprise
infrastructure

e DNS and
DHCP typical

e DNS and DHCP
e Provisioning service

e DNS and DHCP

e Provisioning service

e Active Directory
integration (optiona 1)
Certificate authority
(optional)

Authentication

e HTTP Digest

e HTTP Digest

HTTP Digest

security e Kerberos (optional)
Management traffic No No Digital certificates
encryption (optional)
Secure network No No e 802.1X
connectivity e Cisco SDN
e Microsoft NAP
(not ebooks only)

Active Directory No No Yes (optional)
TLS and MTLS No No Yes (optional)
support
Upgrade path No Remotely N/A

re-provision to

advanced

Intel AMT Supports

Three Setup Processes

tion (fully

Intel AMT also supports three setup processes: remote configura
automated), one -touch USB -key configuration, and manual configuration.

The processes vary based on how the initial Intel AMT security credentials,
networking parameters, and operational parameters are entered into BIOS and
MEBs. These values ¢ an be loaded into the PC as a fully automated process
(remote configuration), a light -touch process (USB key), or a manual process.

10 < The Process of Provisioning www.altiris.com



The three processes differ based on how authentication is validated and trust is
established between the provisioning servi ce and AMT on the target PC . Remote
configuration uses certificates. USB-key provisionin uses pre -shared keys, while
basic configuration uses administrator passwords :

e Remote provisioning . As soon as the PC is plugged into the network, it
initiates a fully automated setup and configuration process, based on
certificates and keys. No manual intervention is required. Remote
configuration can be fully automated or remotely initiated by IT.

e USB-key provisioning . A USB stick is preloaded with security credential S
and initial provisioning parameters. (When provisioning multiple PCs, the
USB setup automatically updates the USB data f
security credentials are unique.) Each PC is booted with the USB stick, and
the credentials and initial B I0S / MEBXx settings are automatically entered
into the system. After USB setup, as soon as the PC is plugged into the
network, Intel AMT initiates the rest of its automated configuration process.

e Manual provisioning . Security credentials and provisioning p arameters are
entered manually for each individual PC. This method of provisioning is
tedious, can be error -prone, and is used only as a backup measure to
provision systems.

OEM Can Pre -Provision AMT

Most OEMs can provide a service that change s the MEBx fr om factory mode to
setup mode before delivering the  vPro PCs for deployment. The OEM does the

pre -provisioning by entering certain information into the MEBx for you. This

often requires an additional fee to the OEM. OEM pre -provisioning is most useful
when an vPro PC is delivered directly to the end user from the manufacturer.

You can provide t he security keys to the OEM for integration into MEBXx , or the
OEM could provide you with a list of keys they generated when doing the initial

MEBXx setup . The keys mu st match between the Intel vPro PCs and the Altiris

console. Altiris includes an opti on to import and export keys for this task .

www.altiris.com The Process of Provisioning > 11



PROVISIONING FLOW

During provisioning  (whether automated or manual) , Intel AMT goes through
three stages: factory -default stat e, setup state, and configured state , as shown
in Figure 1.

e Factory state:

e AMT disabled
e No network configuration
e Setup state:

e AMT enabled

e Basic network configured

e Admin credentials loaded
e Configured state:

e AMT fully configured (for example, power policies are set)
e Security credentials fully loaded
e Ready for remote management by the Altiris console

Once AMT is configured, the AMT
Altiris console.

-enabled PC is ready to be integrated with your

Provisioning Process for Intel® AMT and Altiris Management Console

to each other.
3. Initial security,

initiates loading of
provisioning profile.

networking, and 6. New PID / PPS
operational are generated.
parameters are

loaded.

Figure 1: Provisioning

Stage 1: Factory

- Default State

Stages and Ste

In the first stage , Intel AMT is in its factory default state
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e The PC has not been provisioned . Networking and operational parameters
are still set to their OEM factory defaults.

In factory -default state, Intel AMT is ready to be set up.

In order to proceed, you must: set up the initial security crede  ntials and

initial networking and operational parameters for communication with the Intel

Management Engine on the target PC. This can be done as a fully automated,

remote procedure (advanced configuration), or as
manual (basi c) procedure.

Setting up  Initial  Security Credentials

Security credentials (authentication data) must be made available tothe PC and
to the setup and configuration service  (SCS) before access to the Intel
Management Engine is granted. The security credent ials allow authentication or

trust of the client to the SCS. Authentication and trust must be established
before the Intel AMT configuration profile can be loaded (in the configuration
steps). Establishing security credentials is the setup process

Advance d configuration uses certificate s to establish authentication and trust
between the SCS and Intel AMT on the target PC. In basic and standard
configuration, s ecurity credentials consist of an admin password, provisioning ID
(PID), and pro visioning passphra se (PPS).

Note that the SCS can be configured to locate Intel AMT -based PCs either from
within the SCS database or via a script.

Automated  Setup Process

1. The SCS is installed and its da  tabase loaded with initial data. The SCS then
waits for a request from an Intel AMT device. Basic information required by
the SCS server database includes:

e SCS configuration parameters.

e Profiles that define the setup parameters for the Intel vPro PCs to be
configured.
e Entries identifying each Intel vPro PC to be configured, with a link to

an appropriate profile.

e Alist of valid TLS -PSK keys that match what is installed on the Intel
vPro PCs awaiting configuration.

2. As soon as the PC is plugged into the network, Intel AMT tries to locate the
SCS. This is done by requesting the IP address of the client (the SCS, via a
DHCP server).

3. Intel AMT performs a DNS lookup, with the default SCS server name
ProvisionServe r to determine the IP address of the SCS

4. Intel AMT sends a TCP/IP ihel | o0 packet to the SCS.

Note:
At this stage, Intel AMT will not respond to management requests
from the Altiris console. Trust has not yet been established, and
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Intel AMT has not yet been configured for your management
environment.

5. SCS looks in the SCS database for a configuration entry matching the UUID
in the hello message. (If there is no match and no script, SCS revisits the
gueued hello message periodically to see if an entry was added to the
database. ) Based on the UUID in the hello message, the SCS searches the
database to locate the profile and host name to be used to setup and
configure the PC. If the SCS is configured to do so, it may execute a script
to acquire the necessary parameters from sources outside the database, and
then store the information in the database.

6. Once a configuration match is determined, SCS requests a certificate for the
PC from a Certificate Authority server. This step is optional for deployments
that do not use TLS. This step is required for deployments using TLS and
mutual authentication.

7. If Active Directory integration is enabled, the SCS defines the Intel vPro PC
as an AMT object in the Active Directory domain controller

8. The SCS sends to the Intel Management Engine the following information:

e Certificates from a public Key Infrastructure (PKI).
e Access Control Lists (ACLS).

e Other setup parameters, as defined in the profile setup and
configuration information, specific to that PC or to a group of PCs.

As soon as security credentials are established and trust validated, Intel AMT is
ready to be configured. T he SCS can now load the profile into the target PC and
complete configuration using SOAP commands

Stage 2: Setup and Ready to Be Configured

Once Intel AMT is setup, it is ready to be configured for your networking and

operational environment. In this stage, the Intel Managem ent Engine is ready to
be loaded with the security, networking, and operational parameters that allow

the Altiris console to communicate with Intel AMT and manage the PC through

Intel AMT capabilities.

After the provisioning profile is loaded, Intel AMT is configured for your
operational environment, and you can access the Intel AMT capabilities through
your Altiris management console.

Load ing the Configuration Profile

This is typically a self -initiated, fully automated process for Intel AMT. On the
SCS sid e, this step is often handled by a provisioning script.

Automated  Configur ation Process

e Once Intel AMT and the SCS have authenticated communication and
established trust, Intel AMT indicates that it is ready to receive the
configuration profile.

e The SCS | oads the configuration profile into MEBXx
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e Compl etion of the process includes mapping the
specific identifier) to itds FQDN (the OS/soft
passing the configuration parameters that enable Intel AMT to recei ve and
respond to the management requests.

e A new PID/PPS key is generated and can be used forre -provisioning the
system.

When configuration is complete, I nt el AMT i s enal
configuration, and available for remote management. You are then ready to

discover the Intel AMT -enabled PC and integrate the system into the
management domain.

Note that, if the PC was previously discovered and integrated as a typical, non -
vPro PC, you must use Altiris to rediscover the PC as an Intel vPro PC in order to
access Intel AMT capabilities through the Altiris console.

Stage 3: Configured and Ready for Integration

In this stage, Intel AMT is fully configured and is now ready to be integrated
with the management console. This is typically done through the use of scripts.

Il ntegration consists of d,dntegrati mgghe P® with 8csivies F QDN
Directory, and integrating the PC with the management console.

Integration with the management domain follows this general flow:

e First, t he F QD NOSimust behdefineel @nid she system must be
integrated with Active Directory. SCS uses identification information, found
in the platform UUID for each Intel vPro PC, to determine the FDQN of the
OS, which profile to use  for the OS , and where to place the In  tel vPro PC in
the Active Directory.

o After the OS is provisioned and joined to the Active Directory, scripted
actions are performed to integrate the OS and Intel AMT with the Altiris
console. This activity enables proper management behavior of Intel AMT
capabilities with Altiris.

e Note that failure to properly coordinate the FDQN between Intel AMT and the
OS does not affect normal OS management activities, but does greatly
degrade Intel AMT capabilities for PC management.

Once Intel AMT is successfully prov isioning and the system integrated with the
Altiris console, you are ready to begin remotely managing the system via Intel
AMT.

Un provisioning and Re - provisioning

Refer to the discussion on unprovision ing and re -provisioning, later in this
document, follow ing the description of the different methods of provisioning.
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PROVISIONING CONSIDERATIONS

Remember that Intel AMT supports three types of provisioning:

e Advanced configuration , a one -to-many deployment process which allows
you to use Active Directory (Kerbe ros), Certificate Authority, digital
certificates, TLS and mutual TLS, and configure the PC for network security
protocols such as 802.1x, Cisco SDN, and Microsoft NAP.

e Standard configuration , a one -to-many deployment process that uses HTTP
digest for auth entication.

e Basic configuration , a one -to-one deployment process  which is useful for
small deployments, such as for SMB environments

Intel AMT supports three setup processes:

e Remote configuration, based on certificates and keys, and which is fully
automat ed.

e USB - key configuration, with initial security established via preshared
keys .

e Manual configuration, with initial security established via an administrator
password .

Each setup process has considerations, depending on your provisioning process
and networ k environment.

Note these key points about provisioning:

e Once an Intel vPro PC is configured, proper authentication and authorization
are required to access the management engine.

e Core tables in Altiris CMDB in reference to provisioning Intel AMT include
Inv_OOB_Capability, Inv_AeX_AC_Location, and Inv_AeX_AC_Identification.

e The provisioning service and related provisioning events are very dependent
on correct DNS mappings. Dynamic DNS updates of the client FQDN are
critical to appropriately resolve the IP address. If you are changing
configurations frequently for testing purposes, or you need to troubleshoot
DNS mappings, use the /flushdns and /registerDNS options of the Microsoft
Windows ipconfig command. Use /flushdns to clear both the management
server a nd client DNS cache. Use /registerDNS to make sure the Intel vPro
PC is registered in DNS.
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Remote Setup

Remote configuration is the preferred method of provisioning , since it allows  you
to deliver the PC to the user, then provision the system as needed wit hout a
deskside visit . Remote configuration is useful for:

e One-to-many provisioning for large deployments.

e Remote Intel AMT provisioning for PCs that have already been deployed to
users and have been in use for some time as typical (non -Intel vPro PCs).
Thisoption al | ows | T to stabilize the PCb6s OS and a
network, and the management application before enabling remote -
management technology in the PC.

e Reprovisioning of a  PC that has been moved to a new location or which
requires reconfig uration for a different use.

Remote configuration is support ed by Intel AMT version 2.0 or later.

Microsoft Certificate Authority is Required

In order to use the remote configuration feature, Microsoft Certificate Authority
must be installed on the PC. Th e Microsoft Certificate Authority configures the
configuration server to establish a secure connection between the configuration
server and Intel AMT in the client PC.

Remote Configuration Process

In remote configuration, the Intel Management Engine in the Intel vPro PC sends
provisioning requests  over the network to SCS. SCS has vPro configuration data,
which is used to provision Intel AMT on the client. The P Cd& s [IMahagement
Engine and SCS establish trust and securely transfer configuration data to th e
Intel vPro PC.

Remote configuration has the following capabilities:

e Remotely initiates client provisioning. The IT department controls when Intel
vPro PCs are provisioned and can re  -initiate provisioning, if failure occurs.

e Populates the p rovision ing server with Intel vPro PC configuration data and
supports automated provisioning.

e Supports digital certificates for secure provisioning process using PKI -CH.

Scripting for Remote Configuration

Provisioning in  remote configuration can be automated, by using scripting to
load the provision server database with t h e PpCo¥isioning information:

e The RCT (remote configuration tool ) reads the UUID and FQDN of the PC and
loads that data into the provision server database . The RCT uses the SOAP
API to send the infor mation to the database

e The provision server script runs upon receipt of the P C éhello packet, and
uses WMI protocol to talk back to the PC and read the sent UUID and FQDN
data.
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e Client -side scripts consist of two scripts. The first script runs on the PC after
the OS6 QDN is set. This script reads and sends the O S 6 BQDN and UUID
data to the intermediate database. The second script runs on the provision
server upon receipt of the P C dhello packet . It reads the Intel AMT
configuration data from the inter mediate database and loads that
information into the provision server database.

To learn more about Remote Configuration, refer to the Altiris Out of Band
Management Solution 6.2 Administratorés Gui de.

Delayed Provisioning and Reinitializing the Hello Pack ets

The first time an Intel vPro PC is connected to a power source and plugged into

the network, the Intel Management Engine starts sending configuration requests

(the fAihell oo packet) to the configuration server
not conf igured within the first 24 hours, the interval at which the hello packet is

sent is lengthened. Over time, the interval can be long enough that the process

seems to be inactive.

You can use the Altiris Agent interface to remotely restart the provisioning

request for Intel AMT. This is the delayed configuration feature in the Altiris

Agent. Delayed configuration tells Intel AMT to send hello packets for the next 6
hours, using the Altiris Agent interface. Delayed configuration is an in -band
function and requ ires the Windows OS to be running and the Altiris Agent to be
installed on the PC. Delayed configuration also requires DHCP.

USB - Key Setup

USB key configuration is a one -to-one method of provisioning. The administrator
password and PID/PPS keys are generat ed by Altiris and exported into the USB
key. The USB storage device is taken to the physical location of the Intel vPro
PC which needs to be provisioned and is used to upload provisioning information
into the system.

To use the USB setup method, the Intel Management Engine settings must be in
the factory -default state (AMT must not be set up or configured)

USB Key Requirements

USB key requirements vary from hardware vendor to vendor. The following USB
requirements work for most PCs:

e Format the USB key as  FAT 16. Some USB keys come formatted as FAT 32.
Do not use USB keys larger than 2 GB.

e Have only the setup.bin file created during the security key export process
on the USB.

For instructions on how to provision an Intel vPro system using information
down loaded into a USB key, refer to the lab exercise in this document.
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Re - Provisioning via USB Key

If the Intel Management Engine has already been accessed and the factory -
default password changed, the USB key must be prepared appropriately:

e AMT must be fully unprovision ed on the PC.

e PC must be rebooted after the security keys are offloaded (full
unprovision ing) in order to help reset AMT to factory defaults.

e MEBX password must be resetto admin (or to the username/password pair
you specify in the database for that PC).

e Security keys generated must match the administrator password (default is
admin ; but this can be the username/password pair you specify in the
database for that PC).

e Security keys must be successfully exported to the USB key.

e The BIOS of the OEM must support USB -key provisioning.

Manual Setup

Manual provisioning is a one  -to-one method of provisioning an Intel vPro PC by
typing the PID/PPS keys into the BIOS and/or MEBx . The PID/PPS keys are
generated by Altiris.

Manual provisioning  requires that you go physically to the PC to enter the
provisioning parameters (initial security credentials, networking parameters, and
operational parameters) in the system

This method is done  only when other provisioning methods have not worked Lt
is a time -consu ming methods, and because it is manual, can introduce errors

into the setup and configuration process (with the result that provisioning is

more likely to fail). Manual provisioning s hould only be used as a last resort
backup measure.

For instructions on  how to manually provision Intel AMT using Altiris, refer to the
Al'tiris Out of Band Management Solution 6.2 Admi |

MEBXx Parameters and Settings

The OEM sets some BIOS and MEBx parameters at the factory. This can include
setup of initial sec urity credentials (default administrator password, PID, and
PPS).

The advantage of having PCs provisioned by the OEM is it can simplify

deployment. It eliminates the light -touch provisioning required by USB

provisioning method, and eliminates the need for manual provisioning in other
deployment scenarios. However, in environments in which security is a key

concern, security credentials for Intel AMT can be established in -house, through
the automated remote deployment process, through light -touch USB

provisi oning, or manually.

OEM setup and configuration assumes that BIOS and MEBx parameters are set to
typical defaults (See table below).
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BIOS or MEBX setting Typical Default Value after Setup

In tel Management Engine Disabled Enabled *

Sleep - state power policies for Intel Off for S1 -S5 On for S1 -S52

Management Engine

Intel AMT 2.1 Disabled Enabled

Provisioning Mode Enterprise Enterprise

TLS Enabled Enabled

DHCP Enabled Enabled

The hardware v endor uses a factory firmware tool or an in -circuit test (ICT) tool

to generate and configure PID and PPS values into a flash device. The tool keeps
a database of values (UUID, Macs, PID, and PPS) that are burned into the flash
device.

Factory -automated se tup, which loads the initial security -credentials into Intel
AMT for networking and TLS, follows several general steps:

1. The OEM enables the Intel Management Engine throughout BIOS, sets the
power policies for the management engine, and enables Intel AMT in MEBX.

2. A factory firmware image tool (or ICT tool) generates and configures PID
and PPS values into the Intel AMT persistent memory (memory not located
on the hard drive).

3. The OEM |l oads the PC6s UUI D and MAC address(es
persistent memor y. The OEM may also choose to customize other setup
parameters during this procedure.

4. At the end of a production run (or at appropriate intervals), the tool uploads
its database of values onto a CD/DVD -ROM or other convenient storage
device.

5. The factory sh ipsthe CD/DVD -ROM to the IT department.

! The Intel Management Engine and Intel AMT must be enabled in order to set -
up, con figure, and use Intel AMT.

2 setting power policies for the management engine to s1 -s5 allows Intel AMT to
initiate configuration in any power state, as soon as the pc is connected to
power and plugged into the network.
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6. The IT department loads the database from the CD/DVDROM into the Intel
SCS being used to configure Intel AMT.

As with advanced (fully automated) provisioning, these PCs can be delivered

directly

t o

with appropriate keys and certificates, it is ready to go through its self
automatic configuration. Once the user connects the PC to a power source and

plugs the system into the network, Intel AM

configuration process.

Note that an OEM might provision multiple PCs with the same same PID/PPS
key. In this case, IT must reprovision the systems in
PID/PPS key for each PC..

For further infor

t h eBeansse IntélAMTis alrkady set up (by the OEM)

-initiated,

T initiates and completes its own

-house to establish a unique

mation about the OEM provisioning process, refer to the Altiris

Out of Band Management Solution 6.2 Admini
Un provisioning and Re - provisioning
Intel AMT can be unprovision ed or re -provisioned (see Figure 2)
Un-Provisioning and Re-provisioning Intel® AMT
[ 4 / N\
Stage 1: Stage 2: Stage 3:
Factory default Setup Configured
(Intel AMT is Initial Intel AMT Intel AMT is fully
unprovisioned). > parameters are g configured and
set up and Intel ready to be
AMT is ready to integrated with
be configured. management
| console.
\ J \ J
Partial unprovisioning
Full unprovisioning
Figure 2: Un - provisioning and re - provisioning Intel AMT
Re-provisioning is typically used when a PC is relocated in an enterprise or

needs enforcement of

its approved

configuration

(or previous) configuration profile is loaded into the PC to reset or chan

AMT parameters.
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Unp rovisioning Intel AMT

Unp rovisioning is typically done when the PC is reconfigured for use in a
different environment, or is decommissioned from the enterprise

e You can partially unprovision the PC. A partial unprovisioning retu s
Intel AMT to setup state. Partial unprovisioning erases the configuration
profile, but retains the security credentials established (PID and PPS) after
Intel AMT was fully provisioned . These credentials are  a unique PID/PPS
security key generated as a result of the original provisioning process. With
those security credentials, Intel AMT and the SCS can still authenticate
communication and establish trust. This means Intel AMT can self  -initiate
remote configuration again as soon as the PC is plugged back into the
network.

e You can fully unprovision the PC. This erases both the configuration
profile and the security credentials. A full unprovisioning returns Intel AMT
to factory default state. A full unprovisioning is typically done in order to:

e Remove th e configuration profile.
e Remap the FQD N and UUID
e Prepare the system for permanent removal from the enterprise

Re-provision ing Intel AMT

You can re -provisiong an Intel vPro PC either by using the enterprise remote
configur ation (fully automated) process , or by physically access ing the PC and
re-enter ing the security credentials and other settings

e Re-provisioning using remote setup : Once the PC is fully unprovisioned,
you can remotely re -establish security credentials and MEBx settings using
the enterprise r emote -setup feature, with security established via
certificates and keys (zero touch process).

Note
Agent -initiated remote configuration systems will wait until an
agent requests that provisioning begin before it will allow the Intel
vPro PC to reinitiate  the hello packets.

e Re-provisioning using manual or USB -key provisioning: Once the PC is
fully unprovisioned, you must physically access the PC to re - enter security
credentials and initial MEBx settings.

As soon as the initial security credentials and MEB X settings are established,
Intel AMT can then continue with its self-initiated, fully automated, remote

configuration as usual.
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DEPENDENCIES FOR PROVISIONING

This discussion explains

Dependencies and criteria required for successful provisioning

Optimal conditions for provisioning in an Altiris managed environment.

Criteria Needed for Successful Provisioning
The criteria needed to successfully provision Intel AMT are:

Authenticate the Intel vPro firmware to the provisioning service.
Authentication must be done out of band.  This establishes trust between the
provisioning service and the PC being provisioned.

Define a configuration profile for the Intel vPro PC.  The profile includes
both required and optional settings for network, security, and operational
parameters in the c¢clientds management fi
Map unique identifiers. There are two key unique identifiers for every PC.

The first is the universally unique identifier (UUID) , which is assighed to
every computer system board at time of manufactur ing. The second is the
fully qualified domain name (FQDN) , which is used to locate the PC using

DNS and allow provisioning and remote management. The FQDN can be

changed, but it cannot be duplicated within any given network  environment.
The UUID and FQDN a re also used in environments that take advantage of

TLS, Kerberos, and other advanced provisioning options.

Typically, mapping of the UUID and FQDN is automated as part of the
provisioning script that loads the provisioning profile. You can manually

enter the FQDN and AD OU, but this is a tedious and more likely to introduce
errors in the provisioning process.

The PCb6s FQDN must map accurately to the
final handshake, which confirms the provisioning process.

Optimal Conditio ns for Provisioning

In an Altiris managed environment, the optimal conditions for provisioning the
Intel vPro technology include:

The OS6s FQDN has been Thssmawificludesnbegrdting the PC
into an enterprise directory infrastructure.

A dynamic  DNS record for the PC has been created. Once provisioning
is successfully completed, subsequent PC management requests work best

when the PC0s | P address is resolved via
The Altiris Notification Server Client agent is installed and has

registered wit h the associated Altiris Notification Server which has the role
of ProvisionServer in the context of Intel vPro configuration.
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e The Altiris OOB Discovery has been enabled, instructing the Altiris agent
to query the local PC for OOBM capabilities

e Resource sy nchronization within the Altiris provisioning interface has
been enabled with a default provisioning profile.

Infrastructure Dependencies for Provisioning
The infrastructure  for provisioning must have certain elements:

e DNS

e |P Address (DHCP)

e SCS, including integration with the provisioning database
e Management console (  Altiris console)

The infrastructure for provisioning can also include optional elements to improve
security or support wireless devices

e Certificate Authority (CA)
e Active Directory (AD)
e 802.1X security

o Wireless profile (See the wireless module for more information)

DHCP/DNS/IP (Required)

The network and management infrastructure must support DHCP services so that
the vPro PC can be properly registered within the enterprise. DHCP allows Intel
AMT to receive the proper parameters for DNS, including the DNS suffix, which
is used in the provisioning process.

DHCP Server

When an vPro PC enters setup mode, the default for IP addressing is for AMT to
obtain an IP address from a DHCP server. The Intel Management Engine also

uses the DHCP server to help dynamically update the DNS server with its

network address information.

The DHCP server registers the FQDN with DNS, in order to generate the PKI
(public key infrastructure) certificate. Standard DHCP opt ion 81 is used to
register the vPro PCsin DNS. T he DHCP server must support Option 81 to
register network address information into the DNS server on behalf of the ME.
The DNS is queried by the configuration server in order to compare the value of
that reg istration information against the received certificate. This enables the
server to accept TLS encryption.

DNS Server

The DNS Server is used by network devices such as the Altiris console to locate
address information for vPro PCs in order to contact the de vices and manage
them. The vPro PCs may also use the DNS server during the configuration phase

to locate the pr ovision server and request the information needed to configure
AMT in that environment.
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Specifically, DNS is used to supply the host name for the vPro PC in order to
resolve the IP address and resolve the setup and configuration server IP address
during provisioning. Each host name and IP address for the Intel AMT -enabled
PC is automatically registered in the DNS by the DHCP. During the initial

activation process, the static IP name is resolved and registered in the DNS and
mapped to the SCS IP address.

If the provision server IP address was not manually entered during the Intel AMT
MEBX setup process, then MEBx makes a DNS request for the name
"ProvisionServer." If the requested name cannot be resolved by the DNS server,
then a second request is made for "ProvisionServer.DomainName." Intel AMT
expects to find the IP address of the provision server in this way, or by having it
set explicitly in the M EBx configuration process.

Youmust manually register the Aprovision servero en

During Intel AMT provisioning, scripts utilizing ProvisionServerDB are executed
on the client OS. These scripts link the Intel AMT UUID with the clien t OS6s host
name and FQDN.

Firewall/Router Ports

I nt el AMT requires certain ports to be fAopend in
traffic to go through them. The Intel AMT ports are 16992 (non -TLS), 16993

(TLS), 16994 (non -TLS redirection), 16995 (TLS redirectio n) i these are IANA -

assigned ports which Intel purchased. They cannot be changed. Port 9971 is

used in enterprise mode to listen for h ello packets. This port is configurable at

both the SCS console and the Intel AMT client.

Database Server Integration

When you set up the Altiris console a new database is created that corresponds

with the SCS. The Altiris connection to this database can be secured or
unsecured. After the database is integrated with the SCS, make sure the proper
access method is selected.

SCS (Required)

SCS is a window s-style web service, accessed via a web interface. It is used to
perform steps necessary for setting up Intel AMT and configuring it for your
networking and operational environment. SCS also manages the configuration of
the Inte | Management Engine.  SCS stores settings and option choices for
certificates and security settings, while also verifying trust to the Intel

Management Engine. SCS acts as a proxy to Active Directory and the Certificate
Authorities.
The SCS server is requi red for enterprise provisioning and for remote

configuration (fully automated provisioning ) of Intel AMT

SCS also performs maintenance tasks, including reissuing digital certificates
before they expire, updating passwords, updating random number generato r
seeds, and synchronizing the system clock.

SCS also facilitate life cycle management:
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e Generates a dataset of PID/PPS/password data for export to a USB key
e Imports TLS -PSK lists from an OEM.

e Handles certificate expirations, renewals, and delivery of certificate
revocation lists.

e Checks logs.
e Performs ad -hoc configuration operations

e Performs unprovision ing and re -provisioning.
SCS and Active Directory ( Kerberos )

If Kerberos authentication is enabled in OOB management, and the AD schema
has been extended, SCS registers Intel AMT in AD and in its own secure
database .

When Kerberos authentication is not activated, SCS is used for various
maintenance functions, such as updating passwords, and ACLs, and keeping logs
of all performed transactions.

Key Elements of SCS
The major elements of SCS are:

e Windows service (the SCS main service)
e Secure database
e SOAP API

e Console application (the Intel SCS console)

SCS requires a manual DNS registration entry that references it as
AProvisionServer o withi shierareny. Mpmual egistratiarties D N
done so that the Intel Management Engine can use the name to locate SCS

during the Intel AMT self -initiation phase of provisioning

SCS keeps profiles, keys, and passwords securely within the SQL server
database. Request s for activation by the Intel AMT hosts are made to SCS, which
applies policies to the host and delivers certificates and/or passwords from the
certificate authority. SCS also accepts commands from Altiris. SCS provides
appropriate policy information in th e form of ACLs, passwords (if not integrated
with AD), and appropriate meta  -data to describe the Intel AMT host to Altiris, so
the Intel AMT -enabled PC can be managed.

Adding Device Information to the SCS Database
There are three ways to add d evice informa tion to the SCS database:

e Manually : The UUID and other parameters are entered into the new Intel
AMT configuration parameters.

e SOAP API: AddServiceNewAMTProperties adds an entry to the SCS
database. An external management console can acquire the P C bisfo rmation
using scripts, its own database, or a local agent and pass the information to
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SCS either before or after the Intel Management Engine starts sending

hello packet

Scripting:

the required parameters are not in the

its

This method acquires configuration information using a script, if

new Intel AMT database table. SCS

runs a script that retrieves the parameters from an external source.

Scripting is the recommended enterprise solution for provision
he Intel vPro PC after the system has joined
load an interim database

with Intel AMT
the appropriate

part of the

. The scriptisrunont

AD domain. The script is executed to
with the Intel AMT UUID and FQDN. The script can be executed manually, as

delivery mechanism (

see Figure 3).

AD logon script, or delivered as part of the st

Scripting process for provisioning

Certificate Authority (Optional)

Certificates offer several benefits:
configuration, they support 802.1x security, they secu
provisioning service (SCS), and they enable TLS to secure management traffic to
the Intel AMT capabilities on the PC.
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Certificate hashes are loaded into PCs by either being burned into the
management engine by the OEM. Hashes designed into the hardware/firmware of
the I ntel vPro PC6ébs management engine include:

e VeriSign Class Primary CA -G1

e VeriSign Class 3 Primary CA -G# -
e Go Daddy Class 2 CA

e Como AAA CA

e Starfield Class 2 CA

CA integration is a complicated subject. To learn more about certificates and
how to prepare a certificate template and request, refer to the Altiris Out of
Band ManagementS ol uti on 6.2 Administratords Gui de.

Remote Configuration Certificates
Remote configuration uses different certificates for different security purposes:

e Server Authentication Certificates for server authentication and PKI -CH
delivery

e Client Authentication Ce rtificates, which authenticates remote configuration
certificates

e Wildcard Certificates, which can support multiple domains

e Default HP Certificate Hashes, which can be used in some circumstances to
simplify certificate generation

Server Authentication Cert ificates

The X.509 digital certificate is used in remote configuration for server
authentication and PKI -CH delivery. The maximum encryption key size for these
certificates is 2048 bits.

Client Authentication Certificates

The client authenticates remote ¢ onfiguration certificates using one of two
methods, depending on the Intel AMT version:

Un-secure DNS (Intel AMT 2.2 and 2.6) checks the server authentication
certificate and the OU or object ID (OID) information set for Intel AMT. It also
checks that the domain name of the RCFG certificate CN (Intel client setup
certificate) field equals the domain name received from the DHCP server and
that the certificate is traceable to trusted root certificate hashes.

Secure DNS (Intel AMT 3.0) checks the server authen tication certificate and the
OU or OID information set for Intel AMT. It also checks that the domain name of
the RCFG certificate CN field equals the MEBx PKI Domain or RCFG certificate CN

field equals the MEBX SCS FQDN option. The certificate is also trac ed to
determine if it originates from a trusted root certificate hash.
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Wildcard Certificates

Another type of Remote Configuration certificate is the Wildcard certificates,
which are available in Intel AMT 2.6 and 3.2 with the capability of supporting
multi ple DNS domains. The PC authenticates wildcard certificates by checking
the server authentication certificate and checking that OU and OID information

is set for Intel AMT. It also checks if the domain name of the RCFG certificate CN
field equals overlappi ng fields of the domain name received from the DHCP
server. The certificate is also traced to verify that it comes from a trusted root
certificate has.

Default HP Certificate Hashes

The HP Intel Centrino PCs with vPro technology come with five default cer tificate
hashes. The present interface/setup for these units does not allow these

certificate hashes to be amended. If a certificate can be generated internally and

applied to installed hashes without altering the installed hashes, then use those

certifica tes. If not, you will have to purchase an external certificate. The OID
can be used to create certificates for the remote configuration certificate T yetit
may be easier to use an Intel client setup certificate (CN)

Each ProvisionServer instance needs ar emote configuration provisioning
certificate. The certificate is issued for a specific DNS context T which the PCs
need to match via DHCP option 15.

Active Directory (Optional)

lintegration with Active Directory allows the Altiris console to use Kerberos
authentication to securely manage Intel AMT credentials . Kerberos simplifies
single logon and administration.

Active Directory (AD) offers several key be nefits: Kerberos authentication,
suppo rt for 802.1x security, centralized account management, a single user
account, and a single account database. Note that AD integration is required for
802.1x security features.

One issue with AD is that AD integration requires AD schema extensions and a
separate organizational unit to contain Intel ME objects.

Support for Kerberos Authentication and 802.1x

Kerberos authentication and/or 802.1x security is enabled by the data, which is
stored in the Active directory object id system. The AD e xtension is needed for
authentication of the client in order to connect the clie nt to the network.

Active Directory Provisioning

In the context of provisioning, SCS is a domain -local security group created in
each AD domain which contains managed Intel AMT -enabled PCs. The AD is
necessary for configuring the Certificate authority to secure the environment. By
extending the AD schema, the SCS console can group machines and provide

security rights to AD groups. AD schema extensions allow Intel AMT -enabled PC
to be members of the AD.
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SCS and Active Directory Tasks and Permissions

When using AD, interaction between Management Console applications and the
Intel AMT API is authenticated with the Integrated Windows Authentication mode
via the API authentication mechanisms.

The AD service is used to authenticate between the Altiris console and Intel vPro
PCs. To enable use of AD, you must create instances of Intel -Management -
Engine, which is the special class added to the AD schema each time the SCS

completes setup and configuration of an Intel AMT device. These instances are
called nARTsobj

Best practices also require that you:

e Periodically change the password of these objects automatically.
e Delete an AMT object when it is no longer needed.

To enable Intel AMT to use of AD, the following permissions must be granted to
user accounts a ssociated with the SCS ( these are the user account s entered
when the SCS is started):

e iCreat e/ Del-&Management €ElIngi ne obj ectsd permission i
Organization Unit (OU) where objects are created.

e Full Control over Intel -Management -Engine o bjects

One way to do this is by usi AfDel egate Con:

ng
Directory Users and Computerso

t he
MMC.
Extending the Active Directory Schema

Active Directory schema extensions are not required for AMT OOB management,
but Microsoft recommend s applying the schema extensions for other nonrelated
vPro capabilities. Refer to Microsoft documentation for t hese additional
capabilities. However, the Active Directory must have two items configured for
Altiris to manage AMT-enabled PCs .

e Create the Acti  ve Directory OU container in the domain for each AMT -
enabled PC.

e Configure security permissions on the container for Altiris to generate
an object for each AMT device . Altiris will publish an AMT object into a

specific OU for each vPro PC that is provision ed by the OOB Management
Service Point. This is a different object than the computer object that hosts
the computer account in the domain.

The Intel SCS installation contains an .LDF AD schema extension definition and a
script that is used to extend the Ac tive Directory schema for Intel AMT. The AD
administrator must run the script and schema definition (provided with SCS) to

extend the AD schema for Intel AMT.

The following schemas are used to extend the AD schema

e BuildSchema.VBS T script run by the a dmin istrator on the AD to extend
the schema.
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e CheckSchemaExists.VBS T script run on the AD to validate the schema has

been extended in support of Intel AMT.
e ExportSchema.VBS I script to export AD schema to a n .ldf file.
e Intel AMT.LDF I schema definition file cal led by BuildSchema.vbs that adds
the necessary classes and objects to the AD.
e Ldf.log 71 log file thatis generated after the schema extension files have
executed.
Integrating SCS with Active Directory
Intel SCS integrates the Intel AMT device with AD by cr eating a directory entry

based on a new class: Intel -Management -Engine . The SCS installation includes
scripts used by the administrator to:

e Extend the A D schema to support the Intel -Management -Engine class . The
new class has these attributes:

¢ Intel -Manage ment -Engine-Ver si on ( Received in the OHel
from the Intel vPro PC)

Intel -Management -Engine -Host-PC (a link to the platform PC object
created when the host joins the domain)

Intel -Management -Engine -Platform -UUI D ( Recei ved in the OH
message)

Intel -Management -Engine -Host-PC-BL (added to the PC object class as
a back line to an Intel AMT object)

i | n tMahagement -Engine-Host-PC-BLO (added to the top PC
class)

e Populate the Intel -Management -Engine attributes.

During setup , Intel SCS:

o Create s an Active Directory object representing the Intel AMT device: (Note:
This requires an SCS service account to have appropriate permissions to the
AMT Object Organizational Unit.)

e Creates an attribute for connecting the AD computer object to the AMT
object .

For more information about AD, refer to the security discussion.
Active Directory Hotfixes

For proper operation, Microsoft hotfixes 899900 and 908209 are required for
Kerberos to work with Intel AMT. The fixes can be downloaded from the

Microsoft websit e and need to applied to all servers and consoles that will be
communicating with Intel AMT devices. Windows Server 2003 Service Pack 2

(SP2) includes these fixes and do not require them to be applied. Windows

Server XP requires the hotfixes. Investigation into the status of these with Vista
remains open at date of printing.
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SECURITY

Because the Intel AMT capabilities offer powerful ways to manage the PC out of
band, they require certain security measures.

Intel vPro technology uses a variety of security methodologies and technologies
to protect the provisioning process, secure the out -of-band communication
channel, protect access to Intel AMT capabilities , and authenticate the
management console.

Intel vPro technology also allows you to choose the operati onal security level
appropriate for your client environment. Choosing the right security level for the
environment is important. Too much security can leave customers confused and
frustrated. Insufficient security can expose customer data or open vulnerabi lities
to viruses, worms, and other threats

Key Questions to Consider

Before deciding what security measures to establish or enable for Intel AMT,
answer these questions:

e Does the customer currently have Microsoft Active Directory
deployed? AD is required for Kerberos authentication and Microsoft
enterprise certificate authority.

e Does the customerds security policy rmsquire en
management communications? Encryption requires TLS.

e Do you need to ensure authenticated identity of the notificat ion
server when connecting to Intel AMT? This would re quire TLS server

authentication.

e Does the server need to verify the authenticity of the client while
connecting to Intel AMT? This requ ires TLS mutual authentication.

e Is an enterprise Microsoft certific ate authority deployed in the
environment? This is not requi red if not using TLS or 802.1x.

e Does the customer currently use a RADIUS Server? If so, are 802.1x
profiles used on the wired / wireless network?

Security during Provisioning

Security during provi  sioning consists of authentication and establishing trust
between the Intel Management Engine and the SCS.

During provisioning, the Intel vPro PC establishes a secure communication
channel to the Intel Setup and Configuration Service (SCS) via certificates
and/or a public key.

Trust for communication with the SCS is established via the Intel Embedded
Trust Agent, Intel Trusted Execution Technology (Intel TXT), and other security
methodologies and technologies built into Intel vPro technology. These security
technologies help make sure that passwords, access control lists, and other
sensitive data remain protected during remote provisioning.
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Security in Enterprise Mode vs. SMB M ode

Security is one of the key difference s between using Intel vPro in SMB mode
versus enterprise mode.

e Enterprise mode requires TLS and supports Active Directory (Kerberos) , as
well as other advanced security methodologies and technologies

e SMB mode does not support TLS or Active Directory . SMB mode relies on an
administrator password and HTTP to prevent unauthorized access to the
Intel AMT capabilities.

Security Methodologies and Technologies

Intel vPro technology includes or supports a variety of security methodologies
and technologies:

e Admin u sername and passwords

PID -PPS security ke y pairs help ensure a secure connection between Intel
AMT and the provisioning server. After Intel AMT is configured, these keys are
no longer used and are deleted from the Intel SCS database.

e TLS encryption

e Mutual authentication (MTLS )
e HTTP digest authent ication

e Active Directory (Kerberos)

Pseudo -random number generator in the firmware of the Intel AMT system,
which generates high -quality session keys for secure communication.

Only digitally signed firmware images (signed by Intel) are permitted to load
and execute.

Tamper -resistant and access -controlled storage of critical management
data, via a nonvolatile data store in the Intel AMT hardware.

Access ¢ ontrol list s (ACL s) for Intel AMT realms and other management
functions.

The rest of this discussion prov ides more description for some of the security
methodologies and technologies you might need or want to set up or customize

Admin Username and Password

Basic security for access to Intel AMT features can be established by using an
admin username and passw ord. A digest user is not linked to the AD or LDAP
user account and is essentially an additional username and pas sword for the

user to remember. Security via an admin password is typically used in SMB
environments, not in enterprise environments

An admin password allows users to access and change Intel AMT features, as
well as set some security settings. T 0 minimize vulnerability, only strong
passwords are accepted. Strong passwords must be at least 8 characters long
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and contain at least one numeric al valu e, one non alphanumeric character, and a

combination of upper and lower case letters. For e xample: P@sswOrd

You can also change or randomize the default admin password that allows access

to Intel AMT features. If you randomize the password , authenticating  to Intel
AMT with the default admin account will only be possible through the notification
server console.

In Altiris, you can e nable password randomiz  ation of the default admin user on
the General tab of each provision ing profile.

TLS Encryption

Transport Layer Security (TLS) encrypts communication in order to secure traffic
to/from various elements of a network. TLS helps prevent snooping, altering,
and forged impersonation. TLS offers several benefits

o Greater security
e Ensured authentic communication be tween Intel AMT and the server
e Data integrity

e Data theft prevention
TLS Requirements

TLS requires that Intel AMT have a self -signed certificate that is traceable to a
certificate authority. To use TLS for Intel vPro PCs in an Altiris environment, you
mu st install a Microsoft Windows 2003 Certificate Authority in the environment
and configure it  to issue certificates automatically. The CA must be accessible
and associated to the Altiris provisioning service.

How It Works
TLS involves three general phases:

e Peer negotiation
e Public key exchange with certificate -based authentication  (TLS-PSK)
e Symmetric code encryption

TLS places a server authenti cation certificate on the Intel vPro PC during the
provisioning process. The certificate is used to authenticate an endpoint of a
network communication connection, which ensures trust between the endpoints.

The data passed through the connection is encrypted by the certificate, which
prevents modification of that data.

During provisioning of an Intel vPro PC, TLS encryption secures communication
over the network between Intel AMT and the provision server (and later, to the
management console). The TLS server authentication certificate is matched to

the TLS root, which validates the TLS certificate.

Because of the way handshaking occurs during authentication, the PC actually
acts as the server and the Altiris console acts as client in the TLS security
model.
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Once Intel AMT is provisioned on the target PC , subsequent authenticated
sessions to Intel AMT on the PC are encr ypted using TLS

TLS Encryption and Mutual Authentication

TLS typically verifies and authenticates only the server , which means that Intel
AMT can be sure of the s erver's authenticity . Authentication is established by
TLS pre -shared key (TLS -PSK). The endpoint (the Intel AMT -enabled PC)
remains unauthenticated

TLS can also optionally authenticate the client -side of the communication tunnel.
This is called mutual authentication. Mutual authentication requires that Intel
AMT have a self-signed certificate that is traceable to a certificate authority

Note
Do not confuse the TLS security keys that are part of Altiris

interaction with the vPro PC, with the TLS -PSK keys that are used
during setup and configuration. These are separate keys. On ce the
TLS-PSK key s are used during the setup and configuration stage,

they are not used again unless an vPro PC is re -provisioned . The
other TLS keys are used for remote -management communications

from Altiris to the Intel vPro PC.

For additional information about TLS, see the Altiris OOBM solution reference
guide, page 59.

TLS, Altiris, and Redirection Traffic

With PCs provisioned for TLS, a majority of the Intel AMT management traffic

functions will be handled normally via the Altiris console without further

changes. The o ne exception is redirection traffic. Redirection traffic includes

integrated device electronics redirection (IDE -R), which is used to remote boot

an Intel vPro PC, and serial -over -LAN (SOL), which is used for console

redirection of an Intel vPro PC. IDE -R and SOL are not based on HTTP protocols,
thus the default TLS negotiations within HTTP are not available. The Altiris Real -
Time Console Infrastructure will need to know the certificate path, which is

defined via a Privacy Enhanced Mail -format (PEM) file.

For information about configuring Altiris for redirection sessions when TLS is
enabled, refer to the provisioning guide: Intel E vProE St aAuvhmcedd and
Provisioning in an Altiris Environment

Mutual Authentication

In mutual authentication, the client a nd server authenticate each other by
requesting certificates from each other , S0 both client and server can be assured
of the other's identity . Mutual authentication lets you establish g reater security
for network communications. Mutual authentication requ ires public key
infrastructure (PKI) deployment or TLS -PKI. Remote configuration (fully
automated setup and configuration of Intel AMT) requires mutual authentication.

Mutual authentication in an Altiris managed environment requires that a list of
trusted root certificates be installed in the certificate store of the provision
server (in other words, imported into the database). The provisioning server
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must have an Intel® Client Setup Certificate, and the PC must have a self

signed certificate. Both certifi
The Intel

approved certificate authorities.

Active Directory (Kerberos Authentication)

AD service is optional. It is used to provide Kerberos
Altiris Agent and Intel AMT. Kerberos authentication lets you use the existing AD
users and groups when configuring the ACLs. Kerberos offers several benefits:

Kerberos requires Microsoft Active Directory. Integration with Active Directory

cates must be traceable to a certificate authority.
AMT-based PC has a series of certificate hashes which identify

authentication between the

It provides a standards based authentication protocol

Integrated aut hentication to Intel AMT devices without maintaining separate

usernames and passwords

Strong authentication through the use of secret

-key cryptology

Single login per session and credentials passed between resources.

Intel AMT devices defined and managed in

the Active Directory.

requires extension of the Active Directory schema to support the Intel
Management -Engine class.

Enabling AD follows these general steps:

Create instance s of Intel Management Engine, which is the special class added to

the Active Directory schema each time the SCS completes setup and
configuration of I nt el AMT capabildi

Periodically change the password of these

Delete an AMT Object when it is no longer needed.

802.1X authentication profiles

802.1x is typically used for increased security in a Wi

can also be used on a wired network.

802.1x authentication requires a RA  DIUS server like Microsoft ISA server.
The supported protocols are EAP  -TLS, EAP-TTLS (MSCHAPV2), EAP -PEAP,

objects automatically.

-Fi environment

EAP-(GTC), EAP -FAST (MSCHAPV2), EAP -FAST (GTC).

Access Control Lists (ACLS)
Not all users require access to all features of Intel AMT in order to do

In enterprise mode, you can use access control lists to specify which users will
have permission to access which Intel AMT features.

You can grant/ restrict

management permissions to four categories of features

Hardware Information
Event Log
Remote Control

Update Firmware
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An ACL entry has a user ID and a list of realms to which a user has access. ACL

access is required to use the functionality within a realm. The ACL(s) is part of
the configuration profile, which is loaded into the system during provisioning.
There are two kinds of ACL entries: Kerberos and non -Kerberos. Kerberos

entries have an Active Directory SID to identify a user or groups of users. Non -
Kerberos entries have a username and password for user identification.

Remember the se points when establishing access control lists

e Identify which users really requires access to Intel AMT
Determine which users or groups will need access to Intel AMT. Typical users
include administrators, systems analysts, systems engineers and support
technicians. If the customer will integrate with AD, work with the customer
to determine which AD groups these users are a member of. If the customer
does not plan to integrate with AD, digest users will either be created for
each user or a shared digest u ser will be created for users with a common
role.

o |dentify the specific tools or realms to which users need access
Identify the Intel AMT capabilities and level of access each user group or
business unit requires in order to support their job function. Best practice s
recommend that you enable access to only those Intel AMT features thata
user requires.

There are several realms to choose from when configuring the ACLs , and
realms are often vague in their descriptions as to exactly what features they
enable . For a definition of each realm and additional information on planning

the ACLs, revie w the following article on juice.altiris.com
http://juice.altiris.com/arti cle/2040/passwords __-permissions -and -access-
control .

e Kerberos authentication
If using Kerberos authentication, determine whether the Intel AMT user(s)
are members of an Active Directory group

e Determine whether you need a consistent approach throughout the
organization
If the ACL for all users or groups will remain consistent throughout the
organization, you will probably be able to create a single provisioning
profile. Managing multiple profiles can be difficult, so whenever possible,
consolidate profiles

If a user or group will require more or less access to realms on certain PCs, you
will have to create  alternate provisioning profile s for those systems.

Securing the Management Console

SCS console security is managed by the Intel SCS database. An admin using the
Altiris console is not necessarily an admin for the Altiris OOBM solution. The
permissions and access for various types of admins are controlled by the "Users"
attribute under Configuration Service Settings. At installation, a default entry of

the A ltiris administrator is added. You might have to change the Users service
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settings to customize and grant/restrict privileges for specific users (see Figure

4).
O altiris console
Home VY¥iew vPro M™anage Configure
| %
= [ oot of Band Management
1 Advanced Settings
[C1 Default Settings
1 Out of Band Discovery
[C1 Qut of Band Task &gent Rollout
[C1 Ok of Band Task Agent Uninstall
= 1 Provisioning
= [ Configuration Service Settings
%. DS Configuration
%. General
#f Maintenance
4T Profiles
@i’ Security Kews
o Service Location
FE Users
= 1 Inkel® AMT Systems
Figure 4: Select Users
Admin users of t he provisioning console can be selected from the local system or
from Windows domain user lists. Each user can be assigned one of four roles:

e Enterprise Administrator -- full control of configuration and setting,
including adding or changing Users list and settings.

e Administrator -- full control of configura tion and setting, yet unable to
change Users list and settings.

e Operator -- able to create or modify Profiles, review logs, and related
operations. Not able to change properties of Intel AMT settings, general
settings (worker threads, polling interval, et ).

e Log Viewer -- able to review log messages only.

Altiris console permissions can  also be used to remove read access from the
provisioning console objects and hide certain functions from specific users if
necessary.

Your network policies and operationa | modes will determine how you set up your

user lists and their  associated roles. From a console and provisioning security
perspective, it may be best to give only a few (perhaps only one) user s full
enterprise administrator access. The majority of users r equiring access might be
only o perators and log viewers.
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SAMPLE INTEGRATION P ROCEDURES

The procedures in the rest of this document will help you understand how to
setup, configure, and integrate and Intel vPro PC into your management domain

Procedure 1
Provisioning Using a USB Key

1. In the Altiris Console 6.5, select View > Solutions > Out of Band
Management

2. In the left pane, select Out of Band Management > Configuration >
Provisioning > Configuration Service Settings (see Figure 5).

<t altiris' console . lotalhost = VPRODEMOYadministiator
Home View Manage Tools Reports Configure Help =
= &1 Out of Band Management :;F” 3
=[] Configuration & =
i {51 Outof Band Discovery General Service Settings
& Out of Band Task Agent Rollout
¥ (71 Outof Band Task Agent Uninstall General
= F] Provisioning Listen port: |99?1
= [ Configuration Service Settings
® [ Ausiliary Profies " Integrate with Active Directory Extend Active Dirsctor)
%1 DNS Configuration " Intel® AMT requires authorization before provisioning
% ie¢t:I V¥ Allow Remote Configuration
am_ _nance Before you select this check box, you must run the loadoert.exe utili
g Provision Profiles fileshInte\AMTConfServer\Tools', and load the certificate that suppo
g Security Keys 2 =
- Service ocalion " One time password required
R Users First Common Name (CN) in certificate subject name:
1 Delayed Provisioning & Fully qualified domain name
= S Intel® AMT Systems " Host name
& Logs
o
H [ Reports SAM account name
& [ Tasks Log level: Debug verbose 'I
B ] Collections
Service Maintenance
Favorites hd

Figure 5: General service settings

3. Setthe General provisioning settings to enable Remote Configuration, with
logging setto Debug Verbose

4. Apply the setting.

5. Navigate to Out of Band Management > Configuration > Provisioning >
Configuration Service Settings > Security Keys

6. In the right pane, select the Export Security Keys icon Qﬂ The Export
Security Keys to USB Key window will then be displayed From this
interface an administrator can determine the number of keys to generate,
the old and new MEBx password, and download the resulting setup.bin  file
to a preferred location.
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7. If there are security keys that are already generated and have not been
used, select All, select Generate , and then select Download USB Key f
there are no security keys generated, select Generate keys be fore export
and choose the numbers of keys to export as well as entering the default
and current Intel Management Engine Password.

8. Select Generate and Download US key file (see Figure 6).

Figure 6: Generate and download USB key file

40 < The Process of Provisioning www.altiris.com



