Obtaining a Provisioning Certificate for Intel® vPro™
Platforms using OpenSSL Tools

Abstract

Deploying Intel vPro platforms using Remote Configuration (sometimes known as PK I -
CH or Zero Touch Configuration) requires adigital provisioning certificate to be
procured. For those unfamiliar with procuring digital certificates, the process and tools
can appear complicated. This document provides step-by-step procedures for using
OpenSSL tools to generate a certificate signing request, submitting the request, receiving
the signed certificate from acommercial Certificate Authority and verifying the
suitability of the certificate for provisioning Intel vPro platforms

Step-by-Step Procedures

Preparation

o Allow at least 5-working days from submitting the certificate signing request
(CSR) to receipt of the signed certificate from the Certificate Authority (CA).
During this period, the certificate requestor needs to be available to respond to CA
verification checks viaeMail and telephone

e Determinethe fully qualified domain name (FQDN) of the provisioning server(s)
referenced by the provisioning certificate

e Notify the administrator of the DNS domain containing provisioning server(s) to
expect verification checking eMail from the CA during the certificate signing
process. Ensure the administrator will respond to this verification eMail granting
permission to issue a certificate using the DNS domain name. The administrative
owner of publicly registered DNS domains can be obtained using the Internet
WHOI S tool

e Determine the full name and location of the organisation requesting the certificate.
These details must exactly match the publicly registered business details of the
certificate requestor. For requests from non-registered organisations or individuals,
sufficient documentation must be available for submission to the CA to prove the
certificate requestor is entitled to the certificate

o Select the CA that will sign the certificate. By default, Intel vPro platforms trust
certificates signed by Verisign, GoDaddy, Comodo and Starfield (see Appendix B
— Default Trusted Certificate Authorities). Certificates can be signed by other
CA’s, but this requires modification to the Intel vPro platform default settings to
add additional thumbprints. This process is outside the scope of this document



Install OpenSSL Tools

e Obtain and install the OpenSSL tool binaries for Windows. These tools can be
downloaded free of charge from SourceForge at

http://gnuwin32.sourcef orge.net/packages/openss .htm

e Unzip orinstall the OpenSSL tool binaries. Cd into the directory where the
OpenSSL binaries were unzipped or installed and cd into the ‘bin’ directory
containing the OPENSSL .EXE executable

Configure Provisioning Certificate Generation Files

o Useatext editor to create a batch file called MAKECSR.BAT containing the
single command line shown in Figure 1

openssl req -new -config ztc.cfg -out ztccsr.pem -keyout ztckey.pem

Figure1— CSR Generation Batch File

o Useatext editor to create a batch file called MAKEPFX.BAT containing the
single command line shown in Figure 2

openssl pkcsl2 -export -in ztccert.pem-out ztccert.pfx -inkey ztckey.pem -nane

"Intel (R RCFG Certificate" -password "pass: P@sword"

Figure 2 - PFX Format Certificate Generation Batch File

e Useatext editor to create a configuration file called ZTC.CFG containing the
information shown in Figure 3

# Sanpl e OpenSSL configuration for Intel (R) AMI(tn) Provisioning Certificate

RANDFI LE = ./.rnd

# None of the fields in [ req ] section should be changed, except
# 'defaul t _bits' which can be set to 1024, 1536 or 2048 dependi ng
# on the key size required. Key sizes above 2048 are unsupported

[ req]

default_bits = 1024

default _keyfile = keyfil e. pem

encrypt _rsa_key = no

defaul t _nd = shal

req_extensions = req_extensi ons_section
pr onpt = no

di sti ngui shed_nane req_di sti ngui shed_nanme_section



http://gnuwin32.sourceforge.net/packages/openssl.htm

The C, ST, L, Ofields below are mandatory and nust exactly
mat ch the business registration details of the organisation
requesting the certificate

The QU field is mandatory and shoul d not be changed

The CN field is mandatory and should match the FQDN of the
provi sioni ng server. The DNS domain portion of the CN field
nmust be owned by the organisation requesting the certificate

The 'email Address' field is optional and can be deleted if
not required

HHFHEFHFFHHFEHERHFR

[ reqg_distingui shed_nane_section ]

C = US

ST = California

L = San Francisco

O] = My Company Inc

U = Intel (R) Cient Setup Certificate
CN = provisionserver. mydonai n. com

emai | Addr ess admi ni st rat or @ydomai n. com

# None of the fields in [ reqg_extensions_section ] section should
# be changed unl ess requesting a Unified Comunication Certificate
# (UCC). When requesting a UCC uncomment the 'subjectAl tNanme'

# field

[ req_extensions_section ]

basi cConstraints CA: FALSE

keyUsage digital Signature

ext endedKeyUsage critical,serverAuth, 2.16.840.1.113741.1.2.3
subj ect Keyl dentifier hash

# subj ect Al t Nane = @l t_nanme_section

# When applying for a Unified Comunication Certificate (UCC)

# unconmment the entire [ alt_name_section ] section and set DNS. x
# entries to match additional domains. DNS.x entries can be added
# or renmoved. The DNS domain portion of DNS.x entries nmust be

# owned by the organisation requesting the certificate

# [ alt_nane_section ]

# DNS.1 = provisionserver. mydonai n. co. uk

# DNS. 2 = provisionserver. mydonai n. co. fr

# DNS. 3 = provisi onserver. mydonai n. co. de

Figure 3— OpenSSL Certificate Configuration File

e Modify the C, ST, L and O entries of the [ req_distinguished _name_section ]
section of the file ZTC.CFG to match the Country, State or Province, Locality or
City and Organization details of the organization. The Country entry is
represented by atwo-character abbreviation (see reference 1), the remaining ST,
L and O entries must be specified in full. During the certificate signing process,
the CA will verify these details match the business registration of the organization
requesting the certificate




¢ Modify the CN entry of the[ req_distinguished_name_section ] section of thefile
ZTC.CFG to match the provisioning server FQDN (e.g.
provisionserver.mydomain.com). If requesting awildcard certificate, usea ‘*’
character instead of the provisioning server hostname (e.g. *.mydomain.ca.us).
During the certificate signing process, the CA will verify the certificate requestor
has permission to use the domain name specified in the CN entry

e If requesting a Unified Communication Certificate (UCC), uncomment the
subjectAltName entry of the [ req_extensions_section | section of thefile
ZTC.CFG, uncomment the[ alt_name_section ] section and modify the DNS.x
entries to match the FQDN of provisioning servers located in additional domains.
DNS.x entries can be added or removed from the [ at_name_section ] section as
required to represent all required provisioning servers. During the certificate
signing process, the CA will verify the certificate requestor has permission to use
the domain names specified in all DNS.x entries

o If requesting a certificate with an encryption key size greater than 1024 bits,
modify the default_bits entry of the [ req ] section of the file ZTC.CFG to match
the required key size. Key sizes of 1024, 1536 or 2048 are supported by Intel vPro
platforms

Do not modify the OU entry of the[ req_distinguished _name_section ] section of the
fileZTC.CFG. The OU entry must contain the string ‘Intel(R) Client Setup
Certificate’

Generate Provisioning Certificate Signing Request (CSR)
o Executethe MAKECSR.BAT batch file to generate a public private key pair and
certificate signing request (CSR). The private key iswritten to file
ZTCKEY .PEM and the CSR iswritten in PKCS#10 format to file ZTCCSR.PEM

ThefileZTCKEY.PEM containing the private key must not be deleted until it has
been integrated into the signed certificate received from the Certificate Authority.
Thisintegration processiscompleted in alater step. The private key must be kept
secure—if the private key becomes public then the security of the certificateis
compromised and a new certificate will berequired




ommand Prompt

C:\OpenSSL~bin>makecsyr

C:~0penSSLxbin>openss]l req —new —config ztc.cfg —owt ztcesr.pem —keyout =tckey.p
=

Loading ’‘screen’ into random state — done

Generating a 1824 bhit REA private key

IS
ng new private key to ‘ztckey.pem’

C=\OpenSSLabin>

Figure 4 — Generating Certificate Signing Request

Submit Provisioning Certificate Signing Request (CSR)

e Contact the CA and initiate the process to obtain a Server Authentication
certificate. The exact process will vary depending on the CA, but typically
involves creating a user account to manage the certificate request and providing
some form of payment

¢ When requested by the CA to submit a CSR, supply the entire contents of file
ZTCCSR.PEM (including - - - - - BEG N CERTI FI CATE REQUEST- - - - - and----- END
CERTI FI CATE REQUEST- - - - - ). Typically the contents of thisfile are pasted into a
website form provided by the CA. If achoice of format for the CSR is provided,
choose PKCS#10. If achoice of web server with which the certificate will be used
is provided, choose ‘Other’

----- BEG N CERTI FI CATE REQUEST- - - - -

M | Cf j CCAec CAQAWgdEx Cz AJBgNVBAYTAl VTVRMVEQYDVQQ EwpDYWkpZBybnd h
MRYWFAYDVQRHEWL TYWIgRnJhbmiNpc 2 Nv MRe w-QYDVQQKEWS Ne SBDb 2 1wYWE51 El u
Yz EqMCg GALUECX M SVB0ZWo Ui kgQ@xpZW01 FNI dHVW ENI chRpZm j YXRI MSUw
| wYDVQRDEXxwe mB2aXNpb25z22XJ32ZXI ubXl kb21haWluY29t MskwlwYJKoZI hveN
AQKBFhphZGlpbm zdHIhd®yQGL5Z&0t YW uLm\vbTCBnz ANBgkghki GOWOBAQEF
AAOBj QAwg Yk Cg YEAWNASQLVasi nweW bek+NI P21 9PeoYOHWK6! qNR4UdCr MGR+W
VZMa4gnvVnf 8X54Ebc EKGENDk3nd8Qmxw2i +PF+nesYl t b1A2JEB/ Es/ PKe753W

ATeFP4vCeUWHz XTct gh1z3/ nFROq2hXFwL6f DZVr UYWFHVI WDzws Tt D/ Op UCAWEA
AaBs ME0GCSqGS| b3DQEIDj FdMFswCQYDVRO TBAI wADAL Bg NVHQBEBAMCBAAW gYD
VROl AQH BBgwig Yl KwYBBQUHAWEGCNTCGSAGGHEOBAg MMHQYDVROOBBYEFAyY P/ hkg

2XL5qyGu8VknAj pelcBUMAOGCSqGS| b3DQEBBQUAA4GBACKOHMXLhVS/ MTKw nfFz

sDHf yT3F5VHgm 5Kdi / HEXK9c73i 1hgg2f YPLr Z9i Xh94nlXxJYpf r cPni Uh7nQY

E9y BWwhFRNK8/ yt 71 qSf 26@XE7Ryhx| s+BPuChyaG obU+GeqWKEpWG 31 22090R
ZL65Rk3i YVQMUn1zY39j tdb




Figure 5— Example Certificate Signing Request

Retrieve Signed Provisioning Certificate

e Oncethe CA has completed the necessary authentication checks and signed the
certificate, the signed certificate will be returned by eMail or made available for
download from a website provided by the CA. When downloading the signed
certificate, if a choice of web server with which the certificate will be used is
provided, choose ‘Other’

e Copy the entire contents of the signed certificate from the CA (including - - - - -
BEG N CERTI FI CATE- - - - - and----- END CERTI FI CATE- - - - - ) into afile named
ZTCCERT.PEM

Integrate Signed Provisioning Certificate with Corresponding Private
Key

e Executethe MAKEPFX batch file to merge the signed certificate from file
ZTCCERT.PEM and the private key from file ZTCKEY .PEM to create a
PKCS#12 format file ZTCCERT.PFX containing the provisioning certificate. The
private key contained in file ZTCCERT.PFX is protected with the password
‘P@sswOrd’

¢+ Command Prompt

C:\OpenSSLsbin>make pf x

C:~0penSSLxbin>openss] pkesl? —export —in ztccert.pem —out 2tccert._pfx —inkey =t
ckey.pem —name "Intel{R> RCFG Certificate'" —password "pass:PEssudrd"

Loading ’‘screen’ into random state — done

C=~OpenSEL~bin>

Figure 6 — Generating PFX Certificate File




ZTCCERT.PFX containsthe signed provisioning certificate with the associated
private key. Suitable I T procedures should be adopted to ensurethisfileis backed
up to prevent loss and secured to prevent possible compromise of the private key

Obtain Certificate Authority Signing Chain Certificates

o After downloading the signed provisioning certificate, download certificates from
the CA that are included in the provisioning certificate signing chain. This step
typically involves downloading a CA root certificate and a CA issuing certificate.
Follow the instructions provided by the CA to download all certificatesin the
signing chain and save them in the same directory asfile ZTCCFG.PFX

Validate Provisioning Certificate using MMC Certificates Snap-in

e At the Windows desktop, Click Start > Run. Type MM C and click OK to start
the Microsoft Management Console

e Atthe MMC console, click File > Add/Remove Snap-In... to add aMMC snap-
in. At the Add/Remove Snap-In dialog, click Add... to choose the MM C snap-in.
At the Add Standalone Snap-In dialog, select Certificates and click Add to add
the certificates snap-in. At the Certificates Snap-In dialog, select My User
Account to select the certificates repository and click Finish. At the Add
Standalone Snap-In dialog, click Close. At the Add/Remove Snap-In dialog, click

OK
Beotncates o
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= ':-I E?rsonal 4 [E]* vprolab.com Go Daddy Secu...  05/11/2008
-_ﬂ el e [Eprovisionserver vprolab.com Go Daddy Secu...  05/09/2009

DI:‘:“ Trusted. oot Certficationi it [Eprovisionserver vprolab.com Verigign Class 3...  11/09/2008

E]'i:J Enterprlsg st s [Escs0.vprolab.com Go Daddy Secu...  18/09/2005
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Figure 7—MMC Certificates Snap-In




At the MMC console, expand Console Root > Certificates— Current User

At the MMC console, Select and right-click the Personal folder and click All
Tasks> Import... to invoke the Certificate Import Wizard

At the Certificate Import Wizard, click Next

At the Certificate Import Wizard File to Import dialog, click Browse... and select
the ZTCCERT.PFX file. Click Next

At the Certificate Import Wizard Password dialog, enter the password used to
protect the private key. For this procedure the password is P@sswOr d. Click Next

At the Certificate Import Wizard Certificate Store dialog, check Place all
certificatesin the following store and use the Browse... button to select the
Personal store. Click Next

At the Certificate Import Wizard Completion dialog, review the settings and click
Finish to import the provisioning certificate into the personal certificate store of
the current user

At the MMC console, expand Console Root > Certificates— Current User

At the MMC console, Select and right-click the Trusted Root Certificate
Authoritiesfolder and click All Tasks > Import... to invoke the Certificate
Import Wizard

At the Certificate Import Wizard, click Next

At the Certificate Import Wizard File to Import dialog, click Browse... and select
the CA root certificate file downloaded as part of the provisioning certificate
signing chain. Click Next

At the Certificate Import Wizard Certificate Store dialog, check Place all
certificatesin the following stor e and use the Browse... button to select the
Trusted Root Certificate Authorities store. Click Next

At the Certificate Import Wizard Completion dialog, review the settings and click
Finish to import the provisioning certificate into the trusted root certificate
authorities certificate store of the current user

At the MMC console, expand Console Root > Certificates— Current User



At the MMC console, Select and right-click the I ntermediate Certificate
Authoritiesfolder and click All Tasks > Import... to invoke the Certificate
Import Wizard

At the Certificate Import Wizard, click Next

At the Certificate Import Wizard File to Import dialog, click Browse... and select
the CA intermediate certificate file downloaded as part of the provisioning
certificate signing chain. Click Next

At the Certificate Import Wizard Certificate Store dialog, check Place all
certificatesin the following stor e and use the Browse... button to select the
Intermediate Certificate Authorities store. Click Next

At the Certificate Import Wizard Completion dialog, review the settings and click
Finish to import the provisioning certificate into the intermediate certificate
authorities certificate store of the current user

At the MMC console, expand Console Root > Certificates— Current User >
Personal > Certificates

At the MMC console, review thelist of certificates contained in the Personal
folder and locate the provisioning certificate. Double-click the provisioning
certificate

At the Certificate dialog, click the General tab and verify the certificate has a
corresponding private key



General | petails | Certfication Path |

e
Certificate Information

This certificate is intended for the following purpose(s):

+ Ensures the identity of a remote computer
* Proves vour identity to a remoke computer
+2,16.840.1.114413.1.7.23.2

* Refer to the certification authority's statement For dekails,

Issued to: provisionserver, mydomain.com
Issued by: Go Daddy Secure Certification Authority

valid from 05/09/2008 to 05/09/2009

@ You hawe a private key that corresponds ko this certificate.

Figure 8 — Provisioning Certificate with Private Key

At the Certificate dialog, click the Details tab and verify the Subject field contains
aCN entry that matches the FQDN of the provisioning server

At the Certificate dialog, click the Details tab and verify the Subject field contains
an ‘OU = Intel(R) Client Setup Certificate’ entry. If the Subject field does not
contain an ‘OU = Intel(R) Client Setup Certificate’ entry then the Enhanced Key
Usage (EKU) field must contain a2.16.840.1.113741.1.2.3 entry (see next step)



EITTEE 2]

General  Detalls |Certificati0n Path I

Shaow: I:P.II> j

| Field | value =
E Version V3
ESeriaI number 46 f1 0a
E Signature algorithr shalRSA L
Elssuer 07969287, Go Daddy Secure ...
E\n‘alid from 05 September 2008 15:26:04
E\n‘alid to 05 September 2009 15:26:04

= subject adrministrakor@rmydomain. o, ..

Elpublic key RSA (1024 Bits) =l

E = administrator@mydomain, com
M = provisionserver . mydomain.com
Ol = InkeliR} Client Setup Certificate
(0 = My Company Inc

L = San Francisco

S = Califarnia

C =15

Edit F‘roperties...l Copy ko File, .. |

Figure 9 — Provisioning Certificate Subject Field

e Atthe Certificate dialog, click the Details tab and verify the EKU field contains
2.16.840.1.113741.1.2.3 entry. If the EKU field does not contain a
2.16.840.1.113741.1.2.3 entry the Subject field must contain an ‘OU = Intel(R)

Client Setup Certificate’ entry (see previous step)

e Atthe Certificate dialog, click the Details tab and verify the EKU field contains a
Server Authentication entry



General  Detalls |Certificati0n Path I

Show: |<P.II:= j
Field | Walue | il
@Basic Constraints Subject Type=End Entity, Pat...
@Key Usage Digital Signature, Key Encipher, ..

CRL Distribution Paints [1]CRL Distribution Paink
Certificate Palicies [1]Certificate Policy:Policy Ide...
@nuthority Information Access  [1]authority Info Access: Acc...
@Suhject Key Identifier b3d7e7 e28d 0c0d 135C 37...
nuthority Key Identifier KevID=Ffd ac 61 32 93 6c45d... LI

Serwver Authentication (1.3.6.1.5.5.7.3.1)
Clienk Aukhentication (1.3.6,1,5.5.7.3.2)
Unknown Key Usage (2.16.540.1.113741.1.2.3)

Edit F‘roperties...l Copy ko File, .. |

Figure 10 - Provisioning Certificate Enhanced Key Usage Field

If requesting a Unified Communication Certificate (UCC), at the Certificate
dialog, click the Details tab and verify the Subject Alternative Name field
contains DNS entries that match the FQDN of provisioning servers

General  Detalls |Certificati0n Path I

Shaow: I:P.II> j
Field | Walue | LI
@Basic Conskraints Subject Type=End Entity, Pat...
@ Key Usage Digital Signature (80)
ubject Key Identifier S3edeSs f7 91 16 07 65 aa 26...

ubject Alter
Enhanced Key Usage Server Authentication (1.3.6....
Thurnbprint algorithm shal
EThumbprint 387e23e097 622028 a4 F4..,
Friendly name InteliR) RCFG Certificate -

DS Mame=provisionserver .mydomain. co. uk
DS Mame=provisionserver .mydomain.co. fr
NS Mame=provisionserver .mydomain.co.de

Edit F‘roperties...l Copy ko File, .. |

Figure 11 — Provisioning Certificate Subject Alter native Name



o At the Certificate diaog, click the Certification Path tab and double-click the
certificate at the top of the Certification path to display the root certificate

General | Details Cettification Path |

r— Certification path

: Go Daddy Secure Certification Authority
Inkel(R) RCFG Certificate

Views Certificate |

Certificate status:

This certificate is K,

Figure 12 — Provisioning Certificate Certification Path

General | patails | Certification Path |

.
Certificate Information

This cettificate is intended for the following purpose{s):

+ Ensures the identity of a remote campuker

* Proves vour identity ko a remote computer

* Protects e-mail messages

+ Ensures software came from software publisher

* Protects software From alteration after publication
+ All issuance palicies

Issued to: Go Daddy Class 2 Certification Authority

Issued by: Go Daddy Class 2 Certification Authority

valid from 29(06/2004 to 29(06/2034

Tssuer Statement |

Figure 13 - Certification Path Root Certificate



¢ At the Certificate dialog, click the Details tab and verify ribet certificate hash
contained irthethumbprint field mé&ches one of the root certificate hashes trusted
by Intel vPro platformgseeAppendix B— Default Trusted Certificate

Authoritieg. In theexample shown ifigure14 the hash value = 96 BA E6 3F
180 1E27726 1BA0 D7 77 70 02 8F 20 EE E4



