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l ntel E VProE Technol o

Introduction

Welcome to the Intel® lab manual for provisioning desktop and notebook
PCs with I ntel E v PrThigguitedsappropribtefgry .

e Desktop PCs with IntelE CoreE2 processor w
Activ e Management Technology (AMT) release version 3.0

e Notebooks with IntelE CentrinoE with vProkE
Active Management Technology (AMT) release version 2.2 or 2.6

Three Provisioning Models

This guide follows the three models of provisioning: Basic, Standard, and
Advanced.

This three -part, self-paced lab manual helps you explorethe Basic and
Standard Provisioning M odel s for Microsoft® System Management Server
2003 (SMS), with an emphasis on  remote configuration.

Table 1 briefly describes the differe nces between provisioning models.

Table 1 - Three provisioning models

Capability Basic Standard Advanced
Client All All All
m anageability
features
Client Manual Automated or Automated or manual
provisioning manual multiple methods
multiple
methods
Required DNS and DNS and DHCP DNS and DHCP
enterprise DHCP provisioning provisioning service
infrastructure typical service Active Directory integration
(optional)
Certificate authority
(optional)
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Table 1 - Three provisioning models - continued
Capability Ba sic Standard Advanced
Client security HTTP HTTP Digest HTTP Digest
Digest Kerberos (optional)

Management None None Digital certificates (optional)
traffic encryption
Secure network None None 802.1X, NAC, NAP (optional)
connectivity
Client One-to-one | One-to-many One-to-many
configuration
maintenance
Upgrade path None Remotely N/A

re - provision to

advanced

Scope
This self - paced guide shows you how to:

e Perform manual (sometimes referredt o assmall - and medium -
business mode or SMB mode ) provisioningofa v Pr ockent, as per
the Basic Provisioning M odel with SMS 2003

e Generate and manually input a pre -shared key to perform TLS  -PSK

(sometimes referred to as enterprise mode) provisioningofa v Pr o E

client , as per the Standard Provisioning M  odel with SMS 200 3

e Perform remote configuration provisioning of a v P r ockent , as per the

Standard Provisioning Model with SMS 2003

The optional topics and concepts of the Advanced Provisioning M odel are not

included in this lab manual , and can be found in other referen ce material.

Lab M aterials
You will need these materials to complete the lab:
e Step-by-step lab instruction guide (this document)

e Anotebook ordesktop PC with Intel® v Pr otéchnology with the
Microsoft® Windows® Vista E operating system and AMT version 2.2,
2.6, or 3.0 with the Activator utility and batch file (see Page 40.)
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e Desktop or notebook PC hosting the Intel® DemoKit * v3.6 orv3.6.1
virtual machine (VM) environment with Demo Kitv3.6 orv3.6.1
preconfigured virtual machines

e Wired network connectivit  y between the machines, using either a
networking device such as a unmanaged hub or switch or a simple
Et hernet cabl etlfrrodighadod ac ghlte will suffice,
cable should not henecessaryo)

Reference M aterials

For details and explanations o f the procedures and concepts in this lab
guide , refer to these manuals:

¢ Intel® Active Management Technology Setup and Configuration
Service Installation and User Manual , Version 3.3

e Intel® Active Management Technology Add -on for Microsoft® SMS
2003,Inst al | ati on and ,Wergon8& Gui de

Virtualized machine environment

= s
= =
S S
SMS / SCS Domain Controller,
Intel AMT desktop and Management Virtual Machine,
notebook clients Console Server, vprodemodc.vprodemo.com,
vproclient.vprodemo.com Virtual Machine, 192.168.0.13
dynamic IP mssms2003.vprodemo.com,
192.168.0.20

Standard SCS / SMS lab schematic

Variations in  Steps and Figures

! The Intel® Demo Kit runs virtual images of  two or more servers that simulate a typical
enterprise infrastructure and management console. To recreate a similar enviro nment, you
will need a virtual ~ environment that includes Windows2003 Server i1 Enterprise Edition ,
Active Directory Domain Controller, DNS, DHCP, a stand -alone Certificate Authority  , 11S 6.0,
SQL 2005, and SMS 2003 SP1 installed and configured in accordance with the

documentation provided with SCS and the Intel SMS Add -On. For more help, please visit

the Intel ® vProE Expert Center at www.intel.com/go/vproexpert



http://www.intel.com/go/vproexpert

Basic and Standard Provisioning Model s for Microsoft SMS 2003

This guide features steps and screen shots from v P r ockents to illustrate
steps that are dependent on a number of variables, such as the version of
the AMT firmware, the platform (desktop or client), etc.

Most s teps and s creen s are the same for both notebook and desktop PCs ,
and across different vers  ions of AMT firmware . However, some s teps and
screen s, including those from the Management Engine BIOS Extension

(MEBX) user interface , could be slightly differenttoyou depending on
firmware versions and whether you are provisioning a notebook versus a
desktop . For example, there may be slight variations in the names of some

fields or the locations of some parameters. These variations are not
mistakes.

The next two screens show how the information on a notebook screen could
be slightly different than the information on  a desktop PC.

Intel(R) Management Engine BIOS Extension v3.8.2.088084
Copyright(C) 2883-87 Intel Corporation. All Rights Reserved.
L ]

TCP/1IP

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R
Secure Firmuare Update

[ESCI1=Exit [T4]1=Select [ENTER1=Access

Sample MEBXx screen shot for an AMT 3.0 desktop PC

g i xtension vZ.5.18. HUUHY
Copyright(C) 2883-87 Intel Corporation. All Rights Reserved.
L

]

TCP/1IP

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

SOL/IDE-R

Secure Firmuware Update

[ESCI=Exit [T¢{]1=Select [ENTERI1=Access

Sample MEBXx screen shot for an AMT 2. 6 notebook
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Networking and  Security P arameters

This guide has been written for use with the | nt el E v&hnoldgy Demo
Kit v3.6 and v3.6.1 . The specific n etworking parameters and security
credentials used in these labs are designedto setup your management
console and the Intel® v Pr oFEs for use with the demo kit only . For
example, in the labs, the FQDN of the target host is

vpro client .vprodemo .com . This is not the FQDN you would use in your
production environment.

In an actual deployment, you would configure the SCS and/or enter the

domain names, host names, IP addresses, and other networking and
security parameters as appropri  ate for your production environment. For
example, the FQDN of a target host in a business network might be
vproclientXYZ.bigcompany.com

Common acronyms used in this guide

ACL Access control list
AMT Active Management Technology

DHCP Dynamic host co nfiguration protocol

DNS Domain name service

FQDN Fully Qualified Domain Name

IDER I ntegrated device electronics redirect (redi
ME Management Engine

MEBx Management Engine BIOS Extension, the user interface to the ME

PID Provisioning ID

PKI-CH  Public Key Infrastructure I Certificate Hash

POST Power -on self -test

PPS Provisioning passphrase

SCS Setup and configuration service

SOL Serial over LAN (console redirection)

TLS-PSK Transport layer security - pre -shared key

VM Virtual machine

Definitions

Management console: The third - party software management application from

which you will remotely maintain and manage the Intel® v P r ockent.

v P r ockent: The notebook or desktop PC with Intel® v P r otéchnology.
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Part 1 : Basic Provisioning M odel

Objective: Set up lab environment, then perform manual
provisioning and SMS discovery ofa v P r ockent

Expected time to complete: 45 minutes

Lab overview

In Part 1 , to learn more about the Basic Provisioning Model, you will per form
the following exercises  after starting up the Lab

Step 1: Infrastructure  Setup

Step 2: Initial Configuration of the v P r oCHent

Step 3 : Configure SMS for the B asic Provisioning M odel
Step 4 : Manually Provision the v P r oCent

Step 5 : Discover the vP r o Elient within SMS

Step 6 : Access the v P r oQent through the Web Ul

These exercises demonstrate the Basic Provisioning M odel, the information
required by the MEBx  for provisioning, and how SMS can discover vProk
clients that do not necessarily have the SMS agent installed.

Manual provisioning is a labor  -intensive process that does not scale for
enterprise customers . However, by performing this exercise, you will gain a
basic understanding of the MEBX, the provisioning process, and the
configuration settings and data needed for provisioning to occur.
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Lab Startup

1. Start by booting the machine that is running the virtual machine

environment of the Intel® Digital Office vPro Demo Kit . Log into this
machine as necessary; if a user account password is re quired to
| aunch the operation system, AP@sswOrdo i s

configuring systems loaded with the Intel® vPro Demo Kit.

2. Launch the VMWare VM for the Domain Controller, which can be found
by clicking Start > Intel ® Digital Office vPro Demo Ki t>ISV >
Infrastructure or by executing the .vmx file in the
c:\vProDemo3.6 \ISV\Infrastructure directory. A llow a few minutes for
the Infrastructure VM to fully boot . If prompted to create a new
unique identifier (UUID), select Keep andclick OK.

3. Launch the SMS console VM, which can be found by clicking Start >
Intel® Digital Office vPro Demo Kit > ISV > SMS 2003 or by
executing the .vmx file in the c: \vProDemo03.6 \ISV\SMS directory .
Allow a few minutes for the SMS management console VM to start. If
pro mpted to create a new unique identifier (UUID), select Keep and
click OK.

Step 1. Infrastructure  Setup

The DNS entry for ProvisionServer needs to correspond to the IP address for
the SMS Virtual Machine.  To do this:

1. Onthe Infrastructure VM, openthe Com puter Management MMC Snap -
In. For convenience, you can alternatively double -click the
Infrastructure Tools.msc icon on the desktop of the domain
controller VM.

2. Expand DNS > VPRODEMODC > Forward Lookup Zones to see a
list of all DNS forward lookup zones . DNS can be found under
Services and Applications when using the Computer Management

MMC Snap -In.

-10 -



3. Click vPro Demo .Com to see a

vProDemo.Com zone.

"Hi Infrastructure Tools - [Console Root',DNS'¥PRODEMODC Forward Lookup Zones\¥ProDemo.con [

Basic and Standard Provisioning Model

s for Microsoft SMS 2003

‘ﬁ] File Action ‘“iew Favorites ‘Window Help

list of all DNS records in the

e | A@ XFER PEEEH

(L] Console Root Name | Type | Data |
@} Certification Authority (Local) [z _msdcs
<9 Active Directory Users and Computer | (] sites
- DHCP & tep
=2, DS & _udp
=- 8 YPRODEMODC (I pomainDnsZones
@ ExentYiewey DForestDnsZOnes
=-] Forward Lookup Zones i >
B8 _msdcs.vProDemo.com Eﬂ (same as parent folder) Start of Authority (SOA) [498], vprodemodc.vprode. ..
B 5 DErGiCom =| (same as parent folder) Mame Server (NS) vprodemodc. vprodema.com.
s ] (same as parent folder) Host {A) 192.168.0.13
5 sites @] (same as parent folder) Host {A) 192.168.0.10
l:] _tcp =| Altiris Host (&) 192.168.0.30
=-E3 _udp E hpopenview Host {A) 192.168.0.40
(1 DomainDnsZones =| LanDesk Host (A) 192.168.0.25
(1 ForestDnsZones [£] mssmsz003 Host () 192.168.0.20
@ Reverse Lookup Zones = | provisionserver Host (&) 0.0.0.0
Z] vprodemodc Host (4 192.168.0.10
4. Double click the provisions erver entry.
provisionserver Properties . 7123
Host (4] | Security |
Host [uses parent domain if left blank]:
Iprovisionservet
Fully qualified domain name (FADN]:
|provisionsewer.vProDemo.corn
|P address:
|0 a 0 0
™ Update associated pointer (PTR) record
| oK I Cancel Boply

-11 -
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5. Verify or change the IP address tothat of the MSSMS2003 server
whichis 192.168.0.20.  Click OK.

rrovisionserver Properties ¥ _?l_>

Host (4] I Secuity |

Host [uses parent domain if left blank):

Iptovisionsewet

Fully qualified domain name [FADN]:

Iprovisionservet. vProDemo.com

IP address:
|192 168 0 .2d

™ Update associated pointer [PTR) record

[ ok | cancel | Apply

Step 2: Initial Configuration of the v P r oCHent

For provisioning and v P r ot&operate successfully, the host name of the
client in the MEBXx and the host OS, in this case Microsoft® Win dows®
Vista E , need to correspond.

In this lab manual,  you will be using a host name of vproclient, and FQDN of
vproclient.vprodemo.com. You will need to change the host name in

Wi ndows E Vdfthetcheft to  vproclient . The client should not yet be
member of the domain at this stage.

You also needto make sure the clientis notin a previously provisioned

state, and will perform a full unprovision of the client upon reboot after
correctly setting the host name and workgroup membership.

-12 -
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1. Bootthe v P r ockent and log in locally using a username of

User and password of
zero not the letter O.

s for Microsoft SMS 2003

Demo

P@sswOrd Note that the password contains a

2. Click on Start > Control Panel > Systems and Maintenance >

System

Panel > System

¥ Device Manager
¥ Remote settings
¥ System protection

¥ Advanced system settings

See also
Windows Update
Security Center

Performance

Alternatively, on a
Menu configured in Classic View, click on

1% » Control Panel » System and Maintenance » System 52 Search L

View basic information about your computer

Windows edition

Windows Vista™ Business

System =
Manufacturer: Dell
Model: Latitude D630C
Rating: m Windows Experience Index
Processor: Intel(R) Core(TM)2 Duo CPU  T7700 @ 2.40GHz 2.40 GHz
Memory (RAM): 2014 MB
System type: 32-bit Operating System
Dell support
Website: Online support

Computer name, domain, and workgroup settings

ndows E Vdiestt witithe Start
Start > Settings > Control

Wi

Copyright @ 2006 Microsoft Corporation. All rights reserved.
Upgrade Windows Vista

Computer name: cPro-Dell-060 @Change settings
Full computer name: cPro-Dell-060

Computer description:

Domain: WORKGROUP

1 13

3. Click on the

Change Settings

link next to the Computer Name.

-13-
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4. Clickthe Ch a n g eb#&itton on the System Properties sheet.

Computer Name ] Hardware I Advanced I System Protection I Remote |

A ~ Windows uses the following information to identify your computer

on the network.

Computer description: |
For example: "Kitchen Computer” or "Mary’s
Computer”.

Full computer name: cPro-Dell-060

Workgroup: WORKGROUP

To use a wizard to join a domain or workgroup, click

Network ID. Network ID...

To rename this computer or change its domain or Change...

workgroup, click Change.

/1, Changes will take effect after you restart this computer.

Close Cancel Apply

5. Change the computer name to vpro client and if necessary, change to
a Workgroup . (ForParts 1and 2,the v P r ockent does not need to
be a member of the vprodemo.com domain . You will add the client to
the domain for Part 3. )

Computer Name/Domain Changes

You can change the name and the membership of this
computer. Changes might affect access to network resources.
More information

Computer name:

vprocliert|

Full computer name:
vproclient

Member of
(") Domain:

@ Workgroup:
WORKGROUP

-14-
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6. Click OK, close the open dialog boxes , and reboot the system for the
change(s) to take effect.

7. Now enter the MEBXx to perform a Full Unprovision. To do this, upon
restart d uring POST, press Ctrl -P to enter the MEBXx

Intel (R) Management Engine BIOS Extension v2.5.15.880808
opyright (C) 2883-86 Intel Corporation. All Rights Reserved.

irmuware Version Matched ....
ress (HIHRIPY to enter Intel(R) ME Setup

8. When prompted, enter the password: P@sswOrd . Note that the
password contains a zero not the letter O.

NOTE: The default password for v P r ockents as configured
onnewsy st ems from OEMs i s fAadmino. | f
is Aadmino, you will be prompted to chang
any changes in the MEBx. Change the password to
AP@sswOrdo and verify the password befor

9. Select Intel® AMT Configuration and press Enter

10. Select Un-Provision , press Enter , and acknowledge the reset
message.

11. Select Full Unprovision and press Enter

Intel(R) Management Engine BIOS Extension v2.5.15.088088
Copyright(C) 2883-86 Intel Corporation. All Rights Reserved.
[ INTEL(R) AMT CONFIGURATION 1
Host Name

TCP/IP

SOL/ID

Secure Firmware Update
Set PRIC

Idle Timeout

Return to Previous Menu

[ESC1=Exit [TV]1=Select [ENTER1=Access

Partial Unprovlﬁion

-15-
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12. Exitthe MEBx by pressing ESC twice, and Confirm Exit by pressing Y.
Allow the system to ¢ ontinue to bootto  the Microsoft® Windows®
Vist a Bperating system , and shut down the client.

You are now ready to proceed with the lab.

Step 3: Configure SMS for Basic Provisioning Model

1. Using the SMS console VM, | og into the SMS administrator console .

There is a shortcut on the desktop of the SM S VM, SMS
Administrator Console , for this purpose.
SMS

dministrator
Console

2. Expand Systems Management Server > Site Database and
highlight Collections  to display Collections.

3. Right -click Collections and choose All Tasks > Intel® AMT Tasks >
Add -on Settings

4. Inthe Add -on Sett ings dialog, select the Setup and Configuration
tab.

5. Verify the settings

a. Integrated Setup and Configuration IS not selected

-16 -



