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ABOUT ALTIRIS

Altiris, Inc. is a pioneer of IT lifecycle management software that allows
IT organizations to easily manage desktops, notebooks, thin clients,
handhelds, industry-standard servers, and heterogeneous software
including Windows, Linux, and UNIX. Altiris automates and simplifies IT
projects throughout the life of an asset to reduce the cost and complexity
of management. Altiris client and mobile, server, and asset management
solutions natively integrate via a common Web-based console and
repository. For more information, visit www.altiris.com.
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INTRODUCTION This document presents a use case for network filtering and system
defense, to show how Intel® Active Management Technology (InteI®
AMT) and the Altiris Agent work together to centralize hardware based
traffic filtering policies. The audience for this document is IT
professionals, help desk personnel and service providers.
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NETWORK FILTERING
AND SYSTEM
DEFENSE

Network Filtering With Intel System Defense

This document explains how network filtering and system defense work
in PCs with Intel® v P r otéchnology with the Altiris Agent.

Overview of Network Filtering and System Defense

In most malicious attacks, a virus disables the security agent via
vulnerability in the OS or other application. A worm then infiltrates the
machine and network, causing data loss, denial-of-service attacks and
other serious problems.

In PCs with Intel vPro technology, the first line of defense against these
and other malicious attacks is now at the level of the network data path:

A Anti-spoofing examines inbound and outbound network traffic
and identify threats before they get into the operating system, or
before they can spread to other PCs. Altiris can be used to set
and customize the policies for individual filters to apply to suspect
systems.

A Isolation firmwared known as Intel System Defensed shuts
down the network data path when an inbound or outbound threat
is recognized, to help stop the threat from spreading. After the
threat is neutralized, the affected PC(s) are brought back online
easily using a secure, hardware-based, out-of-band (OOB)
communications channel.

The Intel System Defense capability (formerly known as | n t @ircuit fi
Breaker0) allows network filtering at the level of Intel AMT. Systems that
have been compromised and are a threat to the network can be remotely
guarantined, with certain ports and IP addresses available for
remediation. For example the entire network can be filtered out except to
the Notification Server and only those ports required for the Notification
Server to remediate the client (install anti-virus, patches, remove harmful
software, etc) are available.

With a Task Server job individual systems or whole collections of
computers can be updated to have the Anti-spoofing feature enabled,
also specifying a filter to use during the process. Collections are either
manually or dynamically defined and can have few or many systems
therein. Multiple systems and collections can be attached to the running
of a job, either on demand or by a schedule.
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Overview of Filters

A filter specifies the type and source/destination of the traffic that is
allowed/not allowed to travel to/from the system that the filter is applied
to. The following types of filters can be specified:

e Permit: This filter allows transmission of traffic matching the
following parameters that are specified: Ethernet packet type,
traffic type (UDP or TCP), and the source or destination IP
address or ports.

e Deny: All ports and protocols not explicitly defined as Permits are
denied transmission. Only Permit filters allow traffic to and from
the system.

e Ping Limit: This filter limits the amount of pings. A Ping Limit filter
uses the same parameters as those used for defining the PERMIT
and Deny filters, plus an additional parameter that specifies the
maximum number of pings per second that will be passed by the
filter. Any excess pings transmitted during the remainder of the
second are blocked/dropped by the filter.

A policy consists of one or more filters that can be applied to one or
many systems. There are two types of policies:

e Network Filtering (System Defense) Policies: Use filters to deny
and allow traffic inbound/outbound on specified ports.

¢ Anti-spoofing Policies: Enabling Anti-spoofing on the targeted
system to watch for suspicious traffic.

There are two major types of network filtering jobs:

1. Apply a System Defense network filter, either the default filter
allowing communication to the NS for remediation, or a custom
filter allowing access to necessary resources.

2. Remove a System Defense network filter to open up general
network communication.

The Altiris Agent determines the limits of filter programmability.

e Qut-Bound and In Bound filters: 32 for TX, 32 for RX, 16 counters
for statistics.

e Filter on: L2 Protocol Type, IP Source Address, IP Destination
Address, IP Next Header Type, TCP Flags, UDP/TCP Source
Port, UDP/TCP Destination Port

In a secure network environment, it's important to know what Ports are
accessed and utilized by your management applications. Network
Discovery is an agentless discovery tool that allows the Notification
Server to go out on the wire and discover what devices exist.
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The following Ports are required for Network Discovery:

SNMP : 161

HTTP : 80

The following Ports are optional, but are used by Default:
FTP : 21

SSH : 22

Telnet : 23

SMTP : 25

Sun RPC : 111

Terminal Services : 3389

The following Ports are used if Intel AMT is Enabled:
Small Business Mode : 16992

Enterprise : 16993

SNMP uses UDP, and the rest are defaulted at TCP

How to Create a Filter

The Edit Networks filter utility is provided to create, edit, or otherwise
revise any filter file to be used by a System Defense Task. This filter is
provided via the Altiris Knowledgebase. See the following article for both
the guide in using the utility and to download the utility:
https://kb.altiris.com/display/1/articleDirect/index.asp?aid=34891&r=0.97
30799

Altiris_ ENF_6_2.exe will install the utility on the computer it is executed
on. The prerequisites for this utility include:

Windows 2000 Server or Windows 2003 Server

.NET 1.1

Notification Server 6.0 Sp3

e At least Real-Time Console Infrastructure 6.2 (6.3 recommended)
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Once the ENF utility is installed it can be used to create and edit filters.
Navigate to View > Solutions > Real Time Console Infrastructure >
Configuration > Edit Network Filters. The console provides a
spreadsheet of the current filters for the default filter file. To edit or
create filter, select the pencil icon (See figure 2).

71 altiris' console

Ioealhost = ISSERVERVATFirissr stor
llome View Manage Todls Reports Canfigure llelp >
LS
é = Real-Time Corsoe Inf-astructire
= &1 Zonfiguratior

&) Configuration Edit Nehwark Filters
Edit \etwork Fite's
g Manags Cradentisls Profilsc Modify the list of Intel ® vPro System Defense filters that will be used in the Network Hitering functionality of Real-lime
T aga there can be only 32 incoming and 31 outgoing pass filters defined (due to technalogy limitation).
&) Purge Priiy Z:\Frogram Files\altins\RTSM\UIDZta\CBFilters.xirl in hotifcaton Server (JSSERVER)
B F) Reauls
& (] Resources _ _
& f) Tasks Filter Name y reataddres as |Parts Treatport as
# (&) Tools R TCE_RX |In g 0 ce | ME port
RTSM_NSTCF_TA  Dutgoing TCP  Notification Server address  Destinatian NE port Destinaton
RTSM MNS™ BX Ineamian TAE  Tarrelramriteradd-ese  Nactinatian £3 Snnre

Figure 1: Default filters

When you select the Edit pencil icon, a subsequent window will appear.
This wizard walks the user through adding new filters or editing existing
filters. This wizard is robust and allows minute tuning of what ports are
allowed, both for sending and receiving from the Notification Server and
from the host Intel AMT computer.
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In the Introduction page, select Next (See figure 3).

2} add /Modify Network Filter — Webpage Dialog

Adds/Modify Network Filter '
i -

This wizard will help you to add or modify the netwaork filter for & Intel vPro system Defense
functionality.

Altiris Wizard

Figure 2: Select Next

Choose the options TCP and Incoming, and select 'Next' (See figure 4).

a Add/Modify Network Filter - Webpage Dialog

Add/Modlfy Network Filter

. traffic and Its direction

You can select the type of the netwaork traffic to filter (based on the types of network
packets) and the direction of the traffic (incoming or outgoing) relative to the computer
where this filter will be applied to.

Type of the network traffic to filter: TCP -

Direction of the network traffic to filter: IInCDming 'I

-, <. Altiris Wizard
O altiris

Step Z of 6

Figure 3: Select TCP and Incoming
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Select the option Address of the Altiris Notification Server, and make
the address Source. Select Next (See figure 5).

‘a Add,/Modify Network Filter -- Webpage Dialog

Add/Modify Network Filter

Filter the net k traffic for specific addres:

Specify the IP address of the network device to filter the traffic to/from. You can either
type in the address manually or use one of the predefined options.

" Type the address manually
# pddress of altiris Notification Server

" address of the target computer where netwark filtering will be applied

Treat this address as ISDUFCB 'I of the network traffic to filter

” e Altiris Wizard
O altiris

Step 3 of 6

Figure 4: Select Address and source
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Choose Range of ports and select Next (See figure 6).

Add/Modify Network Filter

ct the pe of parts

Specify whether you want to define the single port of the range of ports filter the netwaork
traffic to/from.

" Single port

# pange of ports

L . Altiris Wizard
O altiris

Step 4 of 6

Figure 5: Select Range of Ports
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Choose the option Manually type in the lower/upper boundary of the
port range and enter in 50120 for lower, and 50124 for upper. Treat the
range as Source, and select 'Next' to continue (See figure 7).

:B Add/Modify Network Filter -- Webpage Dialog

Add/Modify Net\_@ro_rk Filter

Filter the net 3 c for

pecific range of ports

Specify the range of ports on the network device to filter the traffic to/from. You can type
in the port information manually or use one of the predefined options.

& Manually type in the lawer boundary of the port range: ISDlED
" altiris Matification Server communication port

" altiris Motofication Server tickle port

# Manually type in the upper boundary of the port range: |50125
" altiris Matification Server communication port

" altiris Motofication Server tickle port

Treat this port range as ISDUFCB 'I of the netwark traffic to filter

- L altiris Wizard
[ O.|t| rs Back Mext Cancel
ten < ot | eack [ next | cancel |

]

Figure 6: Manually enter lower and upper boundary of port range
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Provide a filter name and click 'Finish' (See figure 8).

/Modify Metwork Filter —- Webpage Dialog

Add/Modify Network Filter

Yerify the netwoark filter settings specified earlier and define the unigue name of the
network filter (or use auto-generated name).

Direction of traffic: Incoming

Type of the traffic: TCP

Apply to address: Motification Server address
Treat this address as: Source

Range of paorts: 50120 - 50125

Ports are on: Source

Filter name: IT_HTTP-FilterD4

L . Altiris Wizard
O altiris

EitEe'j 6 of 6

Figure 7: Enter name and select Finish
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The default file is called CBFilters.xml and is found at \Program
Files\Altiris\RTSM\UIData\. Other files can be created and used in the
System Defense Filtering Tasks. It is configurable per Task or Job
instance. In RTSM these filters can also be directly applied to a vPro
system.

Note: If you plan on making changes to the default filter file, it is
recommended to browsing to the file and making a copy of it. The
copy will be a backup to use in case the default file becomes
corrupt through editing or for related recovery options.

Note: The user interface for this editor has a serious oversight. If
you edit the file in any way, whether editing existing, adding, or
removing filters, if you do not select the 'SAVE' icon your
changes will not be saved, and no prompt will be made. See
figure 9 (on the next page) for how to save it.

< altiris console e T

Home VYiew Manage Tools Reports Configure Help >

LG

28 >ReaI-Time Console Infrastructure | A
= ] Configuration 2 2
@) Configuration Edit Network Filters
oY Edit Network Filters
9T Manage Credentials Profiles
4T Manage Views
@] Purge Policy

Rl ke O

Modify the list of Intel ® vPro System Defense filters that will be u
there can be only 32 incoming and 31 outgoing pass filters defined

C:\Program Files\AltirshRTSMA\UIData\CBFilters.xml in Notificatior

# 5] Reports

# 5 Resources I s

® 5] Tasks il Filter Name Filter traffic |[Type |Filter for

® (7] Tools RTSM_NSTCP_RX [Incoming  |TCP |Notification Server addr

Figure 8: Select Save

The file name for the new filter does not matter, but there are two options
when approaching editing of the XML file containing the configuration for
the network filter.

1.

Edit the existing file T If you choose this option and simply
overwrite the standard file, it is highly recommended you back the
file up by copying it for backup in case you make a mistake with
the file. After editing the file, simply save it as is to overwrite the
file.

Create a new file 7 If you don't want to reenter the standard ports
used by Intel AMT and RTSM, it is recommended to copy out and
rename the default file first before you edit it. Once you have
made all the changes you need, you can use the Export button
directly to the left of the Save button. Give it a file name and save
it.
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The best way to know how to open which ports to enable the access for
the created filter is to consult the documentation for the application or
mechanism you are trying to work with. For example the Task Server
uses ports 50120 through 50124, and these ports need to be opened
between the Task Server to be used and the client computer.

How to use a custom filter

In Task Server, you can choose to use a specific filter file when creating
a Task, either as a single Task or as part of a job. To use a specific filter
file, do the following steps (see figure 10).

1. Create a new Task or Job, and add the Task type of Network
Filter.

2. Name the Task appropriately (Ex. Filter for software update).

3. From the available options, choose 'Filter network traffic other
than to and from the Notification Server. Choose Import
Network filtering settings from the custom XML File. Select
Browse to browse for the custom file (See figure 10).

Network Filtering Settings
Filker network: traffic on a target computer using Intel® vPro System Defense technology. Mote that
Network Filtering will worke correctly only when both client ©S and Intel@ AMT network settings are
configured to use DHCP.

& Filter network traffic other than to and from the Notification Server

" Import network filtering settings from the Altiris XML file (C:\Program
Files\Altins\RTSM\UIData\CBFilters.xml).

% Import network filtering settings from the custom XML file.

Location of the file to import from: | | Browse... I

Figure 9: Selecting a custom filter file.

4. Select OK to save the Task.

Note: Make sure you have a subsequent Task that uses the third radial
option 'Allow all network traffic' to take the filter off when completed. The
filter will remain in place until this type of action is taken.
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Precautions to take with Network filtering

Note that testing is vital when using a mechanism that can potentially cut
off a system from the network. The ease of remediating compromised
systems remotely while quarantining from the main network will remain
as long as the filters are properly configured. If not, the system may
require a desk-side visit to bring back on the network.

Since System Defense is essentially quarantining Intel vPro systems,
any Task or Job should be tested in a lab environment to ensure
workability. If a custom filter is used, the potential to remove Intel vPro
systems from the network becomes a very real, very severe
consequence of improper filters. Take the scenario of having a custom
filter that does not allow proper communication back to the Notification
Server or another critical resource (like Task Server) in the remediation
process. Once the trigger is pulled and the System Defense network filter
has been applied, those systems now have insufficient network access to
remediate, which may mean that a remote Task to remove the filter is
unavailable. If the job contained half the computers in the environment,
the impact is huge.

Use Case Scenario: Identification of potential threat,
client isolation, remediation, and re-entry

This use case demonstrates how network filters and system defense are
used to automate client isolation, patch installation and re-entry of the
client into the network.

Background: A report is generated identifying client systems that are
out-of-compliance with Antivirus policies and require remediation.
Presently, the process of remediation, without Intel vPro technology, is
estimated at 4 hours of time including the following:

After the Report is generated and potentially compromised machines are
identified:
e Network administrator locates and configures the network
switch to remediate the client system
e Service technician is assigned to diagnose and repair the
system, which may require a visit to the deskside
e Once the client system remediation is complete, the network
configuration needs to be adjusted to allow the client system
back onto the network.

Without Intel vPro technology and Altiris, making the computer compliant
with current policies potentially takes a lot of effort and time.
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How does Intel vPro with an Altiris Agent handle Remediation?

The following is a summary process script to identify how this
remediati on sequence may be
redirecting technical resources to other tasks, and improving the overall
efficiency of the process (See figure 11 for a graphical representation of
this process.

enhdanamed,t o

Based on the report generated, the Altiris Notification Server
alerts via a Notification policy (email) to a designated
administrator potentially compromised systems on the
network. This can be accomplished by inventorying the
definition files for Anti-virus, or checking for the enabled
antivirus services. The Report is accompanied by a collection

that dynamically updates with these systems.

Within Altiris TaskServer a job has been defined to place a
network filter on the client with a reoccurring task. The
network filter limits network connectivity to only the Altiris
Notification server for the purpose of software distribution,
scripting, and related remediation activities. The define task

could include:

0 Activate the network filter which occurs at the physical

client port

o Power the target client system and record the previous

power state

o0 Execute the necessary software distribution,

remediation scripts, etc

0 Check to ensure the necessary remediation packages

were applied correctly
o |If re[nediation was successful
A Remove the network filter

A Return the client to previous power state (e.g.

~on\off)
A End of script
o If remediation was unsuccessful

A Generate report\notification for further analysis
The report can be handled via RTSM to remotely look at the
system to see what might have occurred. This also allows the

filter to be adjusted if necessary.

14 < Network Filtering and System Defense
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Generated Report

Define Task could

include:

successful?

NU i .

Figure 10: Network filter Process
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Use Network Filters to Isolate Client, Deliver Software or
patches, Restore client to the network

Use a network filter to isolate the client and provide software updates
and security patches and then re-enter it into the network. In the Altiris
console, go to Manage > Jobs (See figure 12).

Manage Tools Re

Assets and Inventary

Figure 11: Select Manage > Jobs

Expand the Tasks and Jobs Tree > Jobs and right-click on Jobs and
select New > Task/Job (See figure 13).

Home View Manage Tools Reports
|5
= £ Task Management

# (70 Collections

# 1 Reports

[+ E:I Task Server Configuration
= 5 Tasks and Jobs

[+ [ cClient Tasks

]

® s Cpen

N Qpen in new window
Irnpoark
Export
Properties

Folder 3

Ttem Link avorites

rlokification Policy

Task/Job

Message Action Policy =

Wieh Link 4 dministrator

Figure 12: Select Task/Job
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In the Jobs pane select 'Server Job' to use the Altiris Task Server. Name
the server an appropriate descriptive name. In the right pane, select New
> Task (See figure 14).

/) Altiris Console -- Webpage Dialog

Create a New Task D alt
= (2] Client Tasks % Name: |Ir1te| vPro Power Management Test

%S:L:?::::bﬂw Description: Enables you to sequence a list of server-

) side or client-side tasks

ESmpt

‘h- Service Control

& Update ASF Settings Jobs / Tasks
= (] Jobs 52 New~ |4k Add Bxistng | 2 | o 4 1L

lient Job Task rt
Condition

Lo T s T ORI S [

Figure 13: Select Task

Select Network Filtering Task. In the right pane, select Filter network
traffic other than to and from the Notification server. Select Import
network filtering settings from the Altiris XML file or if you have a
custom filter select Import network filtering settings from the custom
XML file. If using a custom XML file, browse for it by selecting browse.

Select Enable Anti-spoofing filter. Select OK. This will create a
network filter, which isolates the targeted computer from the other
computers in the system (See figure 15). As long as the computer is
isolated by the filter, the only access which will occur will be through the

management console.

= (] Client Tasks @ Name: |Network Filtering Task
% Get ASF Inventory D iption:
1 ESCnpuon: InTSM Network Management Task ;I
(1) Power Control _I
-
& seript
4 Service Control . )
Update ASF Settings Network Filtering Settings
2 [ Jobs Filter network traffic on a target computer using Intel® vPro System Defense technology.
% Note that Network Filtering will work correctly only when both client 0S5 and Intel® AMT
Client Job

i Server Job
= ] Server Tasks
= [ Real-Time Console Infrastructure
ﬁ Get Intel® AMT Inventory
ﬁ Power Management Task
it Update Intel® AMT Alert Settings
ﬁ Update Intel® AMT Credentials
Tt Update Intel® AMT Settings
= [ Real-Time System Manager
i Boot Redirection Task
T Network Filtering Task
ﬁ Password Management Task
ﬁ Process Management Task
ﬁ Service Management Task

@ Palicy Control
@ Send E-mail
ﬁ Server Script
q SQL Query

network settings are configured to use DHCP.

 Filter network traffic other than to and from the Notification Server

@ Import network filtering settings from the Altiris XML file
(C:\Program Files\Altiris\RTSM\UIData\CBFilters.xml).

" Import network filtering settings from the custom XML file.

Location of the file to import from: I Browse... |

If IP spoofing is detected, the packets will be dropped.
W Enable Anti-spoofing filter

" Limit the number of PING packets to IU packets per seconds
" allow all network traffic

| OK I Cancel

Figure 14: Specify filter settings
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What occurs next can be highly customi
use scripts that contain the following series of actions:

e Script #1: Checks to see if the Antivirus software is installed
and the definition files are up to date. If yes, it restarts the
antivirus service and initiates a scan. If no, it moves on.

e Script #2: Checks to see if the install is OK but the definition
files need to be updated. If yes, it runs the start of the
antivirus service and initiates an update of the virus
definitions. If no, it moves on.

e Software Delivery: Run the install for Antivirus. If the install
went OK it moves on. If not, it generates a failure.

So after the filter task has been created, insert a script task that runs
Script#l. Depending on the exit, using a condition we either move on to
the next step or move directly to the last task, which is removing the
Network Filter. Additionally, another Script task is added to run Script #2
with the same condition. Lastly, the Software Delivery Task is added for
the Antivirus Software Install. Details on creation below:

Select New > Task and then select Deliver Software. In the right pane,
select the software from the program dropdown list and then select OK
(See figure 16).

Figure 15: Deliver Software
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