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INTRODUCTION

This document provides Troubleshooting for PCs with Intel Core*2
processor with vPro* technology (PCs with Intel* vPro* technology),
Intel* Active Management Technology (Intel* AMT) and the Altiris Agent,
as well as suggested best practices for integrating these technologies
together.
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THE ALTIRIS
MANAGEABILITY
TOOLKIT FOR INTEL
VPRO TECHNOLOGY

This document provides troubleshooting tips and best practices for
working with PCs with Intel® CoreE 2 processor with vProE technology
(PCs with Intel® v P r otéchnology), Intel® Active Management
Technology (Intel® AMT) and the Altiris Agent. Links are included to
show readers other useful sources of information.

It is important to know the latest changes to technology being used, even
if you are not using the particular functionality that has been changed.
Use the following best practices to keep yourself up to date on changes
to Altiris and Intel AMT and Intel vPro:

e Use the Intel vPro Expert center to get the latest information on
the Intel vPro systems: http://www.intel.com/go/vproexpert

e Use Altiris Juice to get the latest troubleshooting tips and
practices for integrating Altiris with Intel VPro:
http://juice.altiris.com/intel

e Review patches and new releases.
e Maintain a test lab, even after deployment.

e Carefully review security requirements.

Ports

Which ports does vPro use?

Port Purpose

80 Standard HTTP Port (Web Ul)

443 Standard HTTPS Port (Web Ul in SSL mode)
9971 Default port used by SCS/SCA (configurable)
16992 SOAP commands in SMB mode*

16994 IDE-Redirection in SMB mode*

16993 SOAP commands in TLS/Enterprise mode**
16995 IDE-Redirection in TLS/Enterprise mode**
56666 Serial over LAN (SOL)

*-16992 and 16994 are used during SMB mode, not used at all with TLS
** -16993 and 16995 are using during TLS, not used at all with SMB
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Troubleshooting Pt. 17 Provisioning Client
Systems

Troubleshooting issues with the Intel AMT provisioning process can be a
daunting prospect. This series walks through the troubleshooting
methods to pinpoint where problems originate and how to fix them. Use
Part 1 to troubleshoot the Intel AMT systems when provisioning is not
occurring. If the issue is on the client side, this document should provide
the tools to diagnose and fix the issue.

Introduction

There are several modes an Intel vPro capable system can be in when it
arrives at the customer site. The modes are:

1. Intel AMT disabled

2. Intel AMT enabled, not in Setup Mode (factory default)

3. Intel AMT enabled, not in Setup Mode (Password has been
changed in the MEBX)

4. Intel AMT enabled, in Setup Mode for TLS-PSK

5. Intel AMT enabled, in Setup Mode for Remote Configuration

6. 4and 5 in 6Hell o6 Packet Mode disabl

Each of the modes have their own quirks, and understanding the modes
will help determine what state a system is in, and how to change a
system from one state to another.

www.altiris.com
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Versioning

It is important to understand the different versions of not only the local
Intel AMT bui |l d, but of Altirisé Out of Bant
SCS Component. See the following table:

Intel Intel
OOBM SCS AMT

6.1 1.2 2.0
2.1
1.3 2.0
2.1
6.2 3.0 2.0
2.1
2.5
3.0
3.2.1 2.0
2.1
2.2
2.5
2.6
3.0

Note the following points when working with the different versions:

e Versions 2.0, 2.1, 2.5 do not support Remote Configuration

e Versions 2.5 and 2.6 are notebooks

e Versions 2.2 and 2.6 are upgrades to versions 2.0, 2.1 and 2.5
respectively and provide the additional functionality of using
Remote Configuration for Provisioning

e I ntel SCS version 1.2 was unstable.
to 1.3 or upgrade OOB to 6.2.

e Versions 2.2 and 2.6 are not supported for Remote Configuration
unless Intel SCS is upgraded to version 3.2.1. Check the
following KB articles for more information:

0 https://kb.altiris.com/article.asp?article=40076&p=1
0 https://kb.altiris.com/article.asp?article=40117&p=1
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Intel AMT Setup

Each mode for Intel AMT sets the system in a specific state. See the
brief descriptions below of how Intel AMT acts in each state:

1.

Intel AMT disabled i In this situation Intel AMT must be enabled
either manually by looking into the Intel MEBx (Ctrl+P at startup)
or by using the RCT Tool. The following article covers the use of
this tool, including data on the command-line switch that can be
used to enable Intel AMT:

0 http://juice.altiris.com/article/3612/using-intels-rct-tool-

restart-amt-hello-packets-enterprise-provisioning

Intel AMT enabled, not in Setup Mode (factory default) i This is
the required mode to use USB One-Touch for provisioning. If a
user or the OEM has logged into the MEBx and changed the
password, the system is no longer in factory default and the One
Touch method will not work.
Intel AMT enabled, not in Setup Mode (Password has been
changed in the MEBX) i One Touch will not work, but manually
entering the PSK or setting into Remote Configuration mode will
allow the system to enter Setup Mode.
Intel AMT enabled, in Setup Mode for TLS-PSK i All Provisioning
is encrypted using TLS, however the inner security workings can
differ. For Pre-shared Key (known as PID PPS) a public and
private key are used. The manufacturer can set a specific PID
PPS on the system or a user can auto-generate them. The key is
that both the client and server have to have the key in order for
authentication to work.
Intel AMT enabled, in Setup Mode for Remote Configuration i All
2.2, 2.6, and 3.0 version Intel AMT systems come in this mode
unless the OEM is explicitly instructed to set it differently. The
point of Remote Configuration is to avoid visiting the Intel AMT
system in order to get it provisioned for manageability use.
Modes 4 and 5 in OHel |l d&hiPiacorkneon Mo d e
if the system is not immediately hooked up to the production
network. All systems will fall into this state if they transmit the
6hell od packet for 24 hours.

Troubleshooting Tools

Before focusing on the actual symptoms,i t 6 s i mpor t anthet o un:
tools used to determine where the problem is coming from. While not

easy to use, the logging capabilities can verify if the correct processes

are functioning on the local system.

A
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Intel AMT Logs

The Altiris Console has direct ties into the Intel AMT Logs captured in
the Intel AMT database as a normal part of operation. The logging level
is set in the Altiris Console. Select View > Solutions > Out of Band
Management (See figure 1).

View Manage Tools Reports Configure |
Solutions * | Real-Time Console Infrastructure
Tasks Real-Time System Manager
Resources |Out of Band Management |

Figure 1: Select Out Of Band Management

Select Configuration > Provisioning > Configuration Service Settings
> General. In the General Service Settings screen, in Log level select
Debug warning in the dropdown list (See Figure 2). Debug Warning is
recommended to receive both Errors and Warnings.

= &1 Out of Band Management = e

- -
£ Out of Band Discovery General Service Settings
{71 Out of Band Task Agent Rollout X
{71 Out of Band Task Agent Uninstall Listen port: Iggj! 1

= (71 Provisioning

" Integrate with Active Directory Extend Active Directory
= [ Configuration Service Settings

3 Auwdliary Profiles [” Intel® AMT requires authorization before provisioning
%is DS Configuration ¥ allow Remote Configuration
Befare you select this check box, you must run the loadcert.exe utility,
#T Maintenance that supports remote configuration.
4T Provision Profiles [” One time password required
ﬁ Security Keys First Common Name (CN) in certificate subject name:
Service Location . .
fr & Fully qualified domain name
FF Users
21 Delayed Provisioning " Host name
[ Intel® AMT Systems " SAM account name
= 1 Logs

| Artinne Cahie =l Log level: I IDebug warning 'I |

Figure 2: Select Debug warning

The logs are accessed from Provisioning > Logs > Log. Log entries will
reveal problems during the provisioning process and other Intel SCS
functions.

(RE=) L
= 9 Out of Band Management = J
View the Logs

(7] Out of Band Discovery

{71 Out of Band Task Agent Rollout '7 —
5] Qut of Band Task Agent Uninstall Date|Severity [Description

\'.) 312/200812:22:33 PM Information  Set service remote configuration.
[ Configuration Service Settings W) 3AEEN0812:22:33 P Information Set provisioning authorization mode.
(1 Delayed Provisioning d) 3AEEN0812:22:33 P Information Set service listening port to 9377,
[ Intel® AMT Systems @ 21472008 3:15:48 Pk Error Exception when trying to push reques
&) 2/14/2008 3:15:458 PM Information  Incoming connection from 192.168.0.7
= Actions Status D 21472008 2:14:27 P Error Exception when trying to push reques
Log \'.) 2/14/2008 2:14:27 PM Information  Incoming connection from 192.168.0.°
3 security Audit D 2{14/2008 1:13:06 PM Errar Exception when trying to push reques

Figure 3: Select Log
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OOB Trace Logging

Out of Band Management has the ability to log trace details to a
debugging program. See the following KB article on details on how to set
this up:

e https://kb.altiris.com/article.asp?article=34418&p=1

Trace logging will log everything from console accesses, to oobprov.exe
calls from IntelSCS. When oobprov.exe is called, all actions are logged
to trace, which can capture problems with the provisioning process.

Wireshark

While the tools described above are distinctly for Out of Band

Provisioning, Wireshark provides all the details of what is coming and

going across the wire. | t drgel AMM glemts ant t o
are sending, especially in the O6Hell ob6 p
responding with.

Wireshark can be obtained from: http://www.wireshark.org/. While this is
the recommended tool, any network trace capture program can be used
to examine the network traffic between the Intel AMT client and the
Provisioning Server.

Altiris Knowledgebase

All known errors and issues that are encountered have been documented
in the Altiris Knowledgebase. If you have a specific error, search in the
KB and see if we have a documented fix for it. Access it directly here:

e https://kb.altiris.com/

Symptoms
The following symptoms point to problems with the local Intel AMT

system or its ability to communicate to the Provisioning Server so that
provisioning can occur.

System Missing

A common symptom for new Intel AMT client systems is that the system,

even if believed to be in Setup Mode, do
Console under Intel AMT Systems. The causes vary, but the following

methodology should help pinpoint where the problem originates.

' s the system s e pts?i Aslgthedfdllening quéstignaoc k
determine if it is or not: Does the Intel AMT Log contain UUID entries for
the system requesting provisioning?
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The identifier in the logs is the UUID. One example of an error that would
prevent a system from showingupi s o6failed to find PID
meaning the requesting system is trying to authenticate with a PID that

the Server does not have. Either import any keys provided by the OEM

or other provider, or manually enter in the PID/PPS key in the Intel AMT

client, from a generated PID/PSS key. The PID/PPS key can be

generated fromint he 6 Security Keyso6 section of
Console.

1. Goto View > Configuration (See figure 4).
View HManage

Salutions »

Tasks
Resources

Reparts

Configuration

Figure 4: Select Configuration

2. Select Solution Settings > Platform Administration > Out of
Band Management > Provisioning > Configuration Service
Settings > Security Keys. To generate a security key select the
Generate security keys icon (See figure 5).

{ | 5 :
E Resource Settings | O | +F§|'§‘J i
[C] server Settings
| = 1 Solutions Settings |
@; Altiris Console 6.5

1 Metwork Discovery FID PPS

Manage Security Keys

= [ Platform Administration TEIC-MEAL PISY-HOCY-ZPAHEG,
= 1 Out of Band Management FEB=-3548 HELRE-HZEB-+vIIK=-C
(1 out of Band Discovery YERO-FRI0 EBx09-1JKE-OKA0-50F.
[ Out of Band Task Agent Rollout WHRILYE UL =M OBW-GTES
1 Outof Band Task Agent Uninstal
[=] ] Provisioning

[= 1 Configuration Service Settings
1 Auxiliary Profiles
%. DMS Configuration —
%. General
¥ Maintenance
— 4F—Provision-Praflles
@i’ Security Keys

Figure 5: Select Security Keys
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3. Inthe Generate Security key window, select the number of keys
you want to generate and enter the Intel* ME default and new
password. (See figure 6) The keys will be generated and you can
now manually provision the Intel AMT client (See the Altiris 6.2
Out of Band Management guide for instructions on how to
manually provision a client).

Generate Security Keys :’l altiris

Generate Security Keys
Number of security keys to generate: |2

Factory Default Intel® Management Engine Password
Intel® ME Password: |admir|

HNew Intel® Management Engine Password
This password is either uploaded from USE key or typed in manually into the Management
Engine BIOS Extension screen.

Intel® ME Password: P@sswOrd

OK I Cancel

Figure 6: Generate security keys

If no UUID entry appears for the system, place Wireshark on both the
Intel AMT client and the Server.

1. nitiate a restart of the O6Hell 06 pacl
Intel AMT client off and unplugging it from power.

2. Drain the capacitors by pressing the power button while

unplugged. Generally the power LED will light for a moment

before fading dark.

Plug the system back in.

Does the Server show hello packets (sending on port 16994, with

destination port 9971) coming in from the system?

5. 1 f the server doesndt show f@my i ncomi
Wireshark on in the local system to determineifany e b Ho 6
packets heading out. If they are actively leaving, something is
blocking the traffic from reaching the Notification Server. These
ports are standard TCP calls. See the next section labeled
OProvision Server 6.

B w

www.altiris.com Best Practices and Troubleshooting of Intel vPro technology with the Altiris Agent > 9



6. | f no 6Hell 0d6 packesgysemaragbe mainang
Setup State. Access the Intel MEBXx by pressing Ctrl+P at startup.
Is the password what was setup during Setup Mode, or will it only
accept Admin? If none of the valid passwords work, this machine
may be in an unworkable state. Unplug the CMOS battery for 15
seconds to put the machine back in Factory Default Mode, and
restart setup and configuration as necessary.

Provision Server
Wireshark can proveifa system i s sendi

ng O6Hel

wire. The destination is an important distinction as usually this will be
simply the name ProvisionServer. By default, Remove Configuration and
TLS-PSK will target the simple name ProvisionServer. The administrator
needs to properly direct that Hello packet to the Notification Server.

If you ping ProvisionServer from a command-prompt, do you get the IP
Address of the Notification Server? A CNAME record needs to be
created in DNS to correctly direct the hello packets. Check page 21 of

the Admin guide located at this KB article:

https://kb.altiris.com/article.asp?article=38157&p=1 for more information.

DNS functionality can be tested in the Altiris console.

1. Select View > Configuration.

View HManage
Solutions L
Tasks
Resources

Reparts

Configuration

Figure 7: Select Configuration
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2. Select Solution Settings > Platform Administration > Out of
Band Management >Provisioning > Configuration Service
Settings > DNS Configuration (See figure 8).

= @ Configuration |

F [ Altiris Agent

# ] Console Settings

# [ Resource Settings

# ] Server Settings
[ [ Solutions 5ett ]

[+ ‘@'_-. Altiris Console 6.5

[ 1 Metwork Discovery

= ] Platform Administration

= [_1 Qut of Band Management

[+ ] Outof Band Discovery
[ 1 OutofBand Task Agent Rollout —
& [ Outof Band Task Agent Uninstall
= [ Provisioning

= [ Configuration Service Settings |

i g DNS Configuration |
%. General

WT Maintaranes

|4

Figure 8: Select DNS configuration

Select the Test button to initiate the test. A correct IP Address signifies
that DNS is working correctly from the Notification Server. The ping test
is still important to signify that the client can also resolve the name.

Oy altiris console
Home View Manage Tools Reports Configure Help >
4 7

localhost - ISSERVERVAdrninistrator

] i
= ] Solutions Settings _‘J
@ Altiris Console 6.5 = 5
# [ Assets and Inventory DNS Conflguratlon
# [ Network Discovery
= [ Platform Administration Intel® AMT device setup and configuration requires the presence of a Domain Name System (DNS) Server,
# [ Dell Client Manager for twa entities:
= (3 Out of Band Management o The computer running Intel® SCS Server must be registered in the DNS
# [ Out of Band Discovery « A configured, operational Intel® AMT device must be registered within DNS
# [2J Out of Band Task Agent Rallout
# [ Out of Band Task Agent Uninste Intel® SCS
E0 frovidonieg. o The Notification Server with Out of Band Management Solution installed (with i.e. Intel® SCS Server is runt
& [ Corfiguration Service Settin registered in the DNS as "ProvisionServer", This must be done in each DNS Domain, When it sends its "Hello
® [ Auxiliary Profiles first uses the domain name received from the DHCP server. If there is more than one SCS in the domain, th
%% DNS Configuration servers, If there are multiple SCS instances or the server platform has a different name, then CNAME recon
R General Click on the Test button below to verify that DNS has the "ProvisionServer" entry and that it resolves to tk
4T Maintenance
Test
4T Provision Profiles —I
o Security Keys Resolved "ProvisionServer" IP: The requested name is valid, but no data of the requested type was found
4T Service Location Resolved Intel® SCS IP; 10.103.65.93
7 Users Intel® AMT Devices
[ (] Delayed Provisioning Ensure that the DNS is configured with the Fully Qualified Domain Names (FQDN) of the Intel® AMT
# (] Intel® AMT Systems being configured.
= [ Logs Intel® AMT devices must be configured to have the same FQDN as the host OS. This stems from the fact -
) Actions Status secure DNS client and it relies on the host OS to maintain the DNS record. For this reason, the Intel® AMT
3 Log and responses issued by the host 05, The Intel® AMT device then uses the IP provided by the DHCP to th
3 security Audit When the host 0S is down, the Intel® AMT device requests DNS registration of its configured FQDN from t
e T R A e O A e U S R s e B O A P B P e o Fo ]

Figure 9: Select Test button
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If the network cannot support this CNAME, only two methods remain.
The Provision Server IP can be set in the MEBXx directly or you can use
the RCT tool to simulate the Hello packet and send it to the NS directly
(see the previous link to the article on RCT usage).

Conclusion

Part 2 of this series covers the Server components for Provisioning. If

youdve read all the symptoms and suggest
crossover when troubleshooting between the client and the server,

regardless of where the problem lies. See Part 2 for the continuation of

Provisioning Troubleshooting.
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Troubleshooting the Altiris Manageability Toolkit
for Intel vPro Technology 7 Part 27 Provisioning
T Intro to Server Components

In part 1 of this series we covered troubleshooting the local Intel AMT

client system. I'n this part wedl/l di scus
the provisioning process. Learn how the symptoms pinpoint each

components, and what methods reveal the source of the problem. Learn

how Out of Band Management handles the Hello Packets in conjunction

with the Intel SCS Component.

Introduction

Provisioning isndt a single road. There
a provisioned state, notcounting t he si mpl e o6Smal l- Busir
shared Keys (TLS-PSK) and Remote Configuration (certificate-based

TLS) provide two methods for authenticating with the Provision Server

and receiving a Profile to set it into a Provisioned state. Understanding

the server components is essential to properly diagnosing and

troubleshooting problems with the process. Part 3 of this series will cover

the symptoms and their likely causes, including troubleshooting details.
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The following components integrate in the following manner (See figure

10):

Component Integration

Notification
Server Console

Altiris
Database

oobprov.exe

AMTSCS
Web Site

AMTConfig
Service

Figure 10: Component Integration

IntelAMT
Database

Out of Band Management

Out of Band Management contains 3 main components, with further
components broken down as shown here:

e Out of Band Management Solution i This is the main NS installer

0 NS-based Tasks and Agents
o Provisioning Console Nodes

e Out of Band Setup and Configuration i This is a wrapper for the
Intel SCS install

o0 Creates the files used for the Intel SCS installation

e Intel SCS Component i This is Intel code for interacting with Intel

AMT systems
o Intel AMTConfig Service
o Intel AMT database

www.altiris.com



Out of Band Management Solution

The installer for this Solution creates the Altiris Console pages and
underlining code that intersect directly with the Intel SCS component.
Consider those pages as hooks into Intel SCS. Intel SCS can install
without Out of Band Management. Everything located in the Altiris
Console at View > Solutions > Out of Band Management >
Configuration > Provisioning ties directly through the Intel AMTSCS
web service to access the Intel AMT database (with the exception of
DNS Configuration, Service Location, and Delayed Provisioning).

This installer also creates the Tasks, Packages, and Agents used for Out
of Band Management, including:

e Out of Band Discovery i This is an EXE that uses the standard
NS Software Delivery to detect the presence of Intel AMT and pull
certain data out, including the UUID. This is used heavily for
FQDN mapping and is an important part of the best provisioning
method.

e Out of Band Task Agent i This agent installs like any other Altiris
Agent subagent. | t 6s used to function with A
Hello Packet sequence with Delayed Provisioning in Remote
Configuration.

e Delayed Provisioning Task 1 This restarts the Hello Packet
sequence, and requires the Out of Band Task Agent.

e Collections and Packages i Collections and Packages for the
above items.

e Oobprov.exe i This is the Provisioning agent that assists the
SCS in provisioning Intel AMT client systems.
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Important points to consider with Out of Band
Management
1. Out of Band Management NS items will work without IntelSCS,

but the Provisioning nodes require Intel SCS to be installed and
properly configured (See figure 11).

<1 altiris' console

l Home Yiew Manage Tools Reports
LS
= £ out of Band Management
= ] Configuration
# 7] Out of Band Discovery
# (=] Out of Band Task Agent Rollout
[+ [5] Out of Band Task Agent Uninstall
= {1 Provisioning
= 1 Configuration Service Settings
# [ Auxiliary Profiles
% DMS Configuration
% General
4T Maintenance
4T Provision Profiles
&f Security Keys
4Y Service Location
7 Users
=[] Delayed Provisioning
Q’; Delayed Provision
= [ Intel® AMT Systems
gl Intel® AMT Systems
Bl Profile Assignments
@5 Resource Synchronization
= [ Logs
= Actions Status
3 Log
3 security Audit
] Reports
# [ Tasks
¥ {1 Collections

Figure 11: Out of Band Management nodes

2. Installed alone most of the above nodes in figure 11 will not
function. The default error shown in figure 12 will show up with
ANY problem:

e Error connecting to the Intel AMT Setup and Configuration
Server. Verify that Intel AMT Setup and Configuration
Service security settings are configured and AMTConfig
service is running. See documentation for details on
troubleshooting the Intel AMT Setup and Configuration
Server Installation.
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3. The error always has a second bullet point, with another warning
box containing additional bullets. These usually give a more
specific message concerning the problem. The message
described in point 2 is rarely accurate in pointing to the source of
the problem. See figure 12 for an example:

Figure 12: General error message

Out of Band Setup and Configuration

This installer is a wrapper for the Intel SCS installation. It does provide a
crucial function. It lays down the following folder structure where the Intel
SCS Component is installed from:

Install_path\Program Files\Altiris\Notification
Server\NSCap\Bin\Win32\X86\OOB\IntelSCS

The installer does make an automatic attempt to install Intel SCS using
the script located at the above location named
InstallWithDefaultSettings.cmd. This install makes the following
assumptions:

1. The SQL database server and instance is the same one the
Notification Server is using

2. The AMTConfig service account will run under the Altiris
Application Identity credentials

3. The Database install and user will be the Altiris Application
Identity Account

4. The Default Web Site is available for install of the AMTSCS
virtual directory
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