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1  Introduction  

1.1  Overview   

The Intel ®  Management Engine ( Intel ®  ME) is an isolated and protected computing 
resource.  Intel ME provides the following  IT management features:  

 Intel ®  Active Management Tec hnology (Intel ®  AMT)  4.0, allowing improved 
management of corporate assets .  

 Alert Standard Format (ASF 2.0) , a standardized corporate assets management 
technology.  

Intel ®  Management Engine configuration  is included in the BIOS by the  Intel ®  
Management Eng ine BIOS Extension ( Intel ®  MEBx). The Intel MEBx provides the 
ability to change and/or collect the system hardware configuration, pass it to the 
management firmware  and provide s the Intel Management Engine configuration user 
interface.  

1.2  Scope of document  

This document describe s the features and functions of the Intel MEBx, including 
manual  configuration procedure s for  configuring the  Intel Management Engine,  Intel 

AMT 4.0 , and ASF 2.0  on a notebook PC with Intel ®  vProÊ technology. 

Note:  The Intel ME configuration procedures described in this guide are part of the larger 

Intel vPro  technology  activation and provisioning process . These configuration 

procedures can vary significantly (or be performed automatically) depending on which 

provisioning mode l you have decide d upon ( SMB or Enterprise ) and which third -party 

management console you are using. See the Related Documentation section of this 

guide (section 1.5 , page 8) for a list of Intel -authored provisionin g guides that are 

specific to several popular management consoles. These provisioning guides provide 

the end - to -end process for provisioning your Intel vPro computers  with the specified 

management console , and may or may not include references to the Intel  ME manual 

configuration procedures in this guide (depending on which provisioning mode l is 

used).  

1.3  Target Audience  

This user guide is primarily intended for Information Technology (IT) administrators 
and system integrators with experience in implementing c omplex compu ter and 
network installations. It is not intended for general audiences.  

Note:  Readers should have a good  understanding of networking and computer technology 

terms, such as TCP/IP, DHCP, IDE, DNS, Subnet Mask, Default Gateway and Domain 

Name.  
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1.4  Acronym s 

Acronym  Description  

ASF Alert Standard Format  

BIOS  Basic Input Output System  

DHCP Dynamic Host Configuration Protocol  

DNS Domain Name Server  

EPS 

 

VA Private Store  

Intel ôs VA Specific Store in an Intel ®  ME-owned flash 

area separate from 3PDS. The siz e is one (1) physical 

page (4K bytes)  

FW Firmware  

GbE Gigabit Ethernet  

GMT Greenwich Mean Time  

G3 Complete Power loss (AC power plug pulled)  

HW Hardware  

IP Internet Protocol  

LAN Local Area Network  

SPI  Serial Peripheral Interface  

TCP Transmission C ontrol Protocol  

VLAN Virtual LAN  

WOL Wake on LAN  

PRTC Protected Real Time Clock  

UTC Coordinated Universal Time  
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1.5  Related Documentation  

Refer to the Intel ®  vProÊ Expert Centerôs user documentation page, available at the 
link below , for a collection of documents containing further information on the Intel® 
vPro provisioning process , including specific documents for implementing Intel vPro 
technology with a number of popular management consoles :  

http://communities.intel.com/openport/docs/DOC -1370  

In addition, please refer to the Intel vPro Expert Center at the link below for general 
information about Intel vPro technology :  

http://communities.intel.com/community/vpro expert  
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2  Client System Requirement s 

The Intel Management Engine  manages c lient system s based on the Intel vPro 
technology . The  following firmware and software requirements must  be installed and 
configured  on  the client system  before the Intel ME can be co nfigured and run:  

 An SPI flash device programmed with  Intel AMT 4.0  flash image  integrat ing 
BIOS, Intel  ME and GbE component images  

 A version of BIOS set up with Intel  AMT enabled  

 A Microsoft *  operating system installed  with the required device drivers  
( Intel MEI/SOL/LMS)  

 An operating system with the required device drivers installed. Drivers for 
Microsoft* Windows are available from your OEMôs web site. Linux drivers are 
available from OpenAMT.org.  
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3  Client  Configuration  Process 

Overview  

The Intel Manag ement Engine BIOS Extension (Intel MEBx) provides platform level 
configuration options for the IT -admin istrator  to configure the management features  
of the Intel Management Engine , including  platform configuration  selections  such as 
enabling or disabling individual feature s and  selecting power configurations.  

This section provides an overview of the process to configure the Intel Management 
Engine and Intel AMT 4.0 on a new, unprovisioned computer with Intel vPro 
technology . 

3.1  Comparison of Intel ®  vPro Ê Provisioning Models  

As stated earlier in this guide, the configuration of the Intel ME and Intel AMT is one 
part of the overall Intel vPro provisioning process, which is discussed in more detail in 
the various management console specific provisioning gui des listed in Section 1.5 , 
page 8.  While the overall provisioning process is beyond the scope of this guide, a 
fundamental understanding of the two Intel vPro provisioning models is necessary for 
you to understand the Intel ME and Intel AMT configuration process.  

There are two provisioning models: Small Business (SMB) and Enterprise . 

Note:  Small Business (SMB)  mode is also known as ñBasicò mode, and Enterprise mode can 

be divided into ñStandardò and ñAdvancedò modes, based on whether you require 

Transport Layer Security (TLS) certificate -based encryption for you management 

traffic.  

The primary difference between SMB and Enterprise modes is the ability to encrypt 
management traffic.  In the Advanced Enterp rise mode, all management traffic may 
be encrypted with Transport Layer Security (TLS).  In SMB mode and the Standard 
Enterprise mode the traffic is not encrypted.  

The other major difference in provisioning mode ls is how the client system receives its 
conf iguration information. In Enterprise mode, you can use manual, one - touch, or 
remote configuration options, or have your OEM pre -provision the client systems 
before shipment. In SMB mode, you must manually provision each client system.  

For further details  on Intel vPro provisioning models and their terminology, see the 
following website :  

http://communities.intel.com/openport/docs/DOC-1684 

 

http://communities.intel.com/openport/docs/DOC-1684
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The following table provides a brief comparison betw een the provisioning models:  

 

SMB ( Basic )  
Manual provisioning on each client system, using the Intel MEBx; no 
secure traffic between management console and managed clients.  

Enterprise 
(Standard )  

Manual or remote/automated provisioning of client system; no  secure 
traffic between management console and managed clients.  

Enterprise 
(Advanced )  

Manual or remote/automated provisioning of client system; secure 
traffic between management console and managed clients  

The configuration process varies significantly d epending on which of these 
provisioning models you have decided to use.  See one of the management console 
specific provisioning guides listed in Section 1.5 , page 8 for more information on 
decidin g which provisioning model to use.  
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3.2  Configuration Procedure for SMB ( Basic )  
Provisioning Model  

The following steps assume that you are performing them on a new, unprovisioned 
Intel ®  Centri noÊ2 Mobile Platform computer.  

Note:  The individual steps in the procedures below are described in more detail in the 

subsequent sections of this guide. Section and page numbers are provided for 

reference.  

 

1.  Access the Intel MEBx user interface by pressing Ctrl - P during system startup 
(see Section  4.1 , Access ing  Intel MEBx Configuration User Interface ) . 

2.  When prompted, enter the default Intel MEBx password, which is admin . You will 
then be prompted to change th e password (see Section 4.3 , Changing  the Intel ®  
Management Engine  Password , for details ).   Note that the OEM can change the 
default password, so check with your OEM to verify what the default password  is.  

3.  In the Intel MEBx main menu , select Intel ME Configuration  from the top menu  
to configure the Intel Management Engine feature set. See Section 4.4 , Intel ®  
Management Engine  Platform Configuration Menu , for details.  

a.  Configure the Intel ME state (section  4.4.1 )  

b.  Select a Firmware Local Update policy (section  4.4.2 )  

c.  Select Manageability Features (section  4.4.3 )  

d.  Selec t a Power Control policy (section  4.4.4 )  

4.  Restart the client system; when the system restarts, press Ctrl - P to enter the 

Intel MEBx interface.  

5.  In the Intel MEBx main menu, select Intel AMT Configuration  to configure Intel 
AMT. S ee Section 4.5 , Intel ®  Active Management Technology  (Intel ®  AMT)  
Configu ration Page , for details.  

a.  Select Provision Model  and change the provisioning model to Basic (section  
4.5.3 ).  

b.  Select Host Name  and follow prompts to set the client systemôs host name 
(section  4.5.1 ).  

c.  Select TCP/IP  and follow prompts to enable/disable DHCP and set the client 
systemôs domain name (section  4.5. 2).  

d.  Confirm or change settings for SOL/IDE -R (section 4.5.6 ), password 
synchronization (section 4.5.7 ), secure firmware update (section 4.5.8 ), PRTC 
(section 4.5.9 ), and idle timeout (section 4.5.10 ).  

6.  Exit the Intel MEBx and restart the client system.  
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3.2.1  Setting s Example for DHCP Mode  

Table 3-1 shows an example of the settings yo u would likely choose in the Intel ®  
AMT Configuration  menu page to configure the Intel vPro  system in DHCP mode.  

Table 3 - 1 . Intel ®  AMT Configurations Example in DHCP Mode  

Configuration parameters  Values  

Host Name  Example: Client01 . 

This should be the same as the operating 

system machine name  

TCP/IP  Set the parameters as follows:  

 Enable DHCP  

 Domain name (Example: amt.intel.com)  

Provision Model   Intel ®  AMT 4.0 Mode  

 Basic  

SOL/IDE -R   Enable SOL  

 Enable IDE -R 

Secure FW Update  Enabled  

NOTE:  Save and exit Intel MEBx, then boot system to Windows* OS.  
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3.2.2  Setting s Example for Static Mode  

Table 3-2 shows an example of the settings you would likely choose in the  Intel ®  
AMT Configuration  menu page to c onfigure the Intel vPro  system in Static mode. 
The system requires  only one MAC address in Static mode.  Previous versions of Intel 
AMT required two  dedicated MAC addresses when using static mode; one for the 
operating system and one for the Intel ME.  In tel AMT 4.0 no longer requires a 
dedicated Intel ME MAC address.  

Table 3 - 2 . Intel ®  AMT Configurations Example in Static Mode  

Configuration parameters  Values  

Host Name  Example: Client01  

TCP/IP  

Set the paramet ers as follows:  

 Enable network  

 Disable DHCP  

 IP address (Example: 192.168.0.15)  

 Subnet Mask (Example: 255.255.255.0)  

 Default Gateway address (optional)  

 Preferred DNS address (optional)  

 Alternate DNS address (optional)  

 Domain name (Example: amt.intel.com)  

Provision Model  
 Intel ®  AMT 4.0 Mode  

 Basic  

SOL/IDE -R  Enable SOL  

 Enable IDER  

Secure FW Update   Enabled  

NOTE:  Save and exit  Intel  MEBx, then boot system to Windows* OS.  
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3.3  Configuration Procedure for Enterprise ( Standard 
or Advanced )  Provisioning Model  

The followin g steps assume that you are performing them on a new, unprovisioned 
Intel ®  CentrinoÊ2 Mobile Platform computer.  

Furthermore, please note that when using Enterprise mode ( Standard or Advanced )  
provisioning,  it is quite possible  that the Intel ME and Intel AMT config uration process 
described below  will be done automatically, either through Remote Configuration  or 
USB thumb drive provisioning  (depending on which configuration and OEM pre -
configuration options you decide on).  Refer to one of the management con sole 

specific provisioning guides listed in Section 1.5 , page 8, for information on the overall 
Intel vPro provisioning process including Remote Configuration  and USB thumb drive  
configuration of c lients.  

Note:  The individual steps in the procedures  below  are described in more detail in the 

subsequent sections of this guide. Section and page numbers are provided for 

reference.  

 

1.  Access the Intel MEBx user interface by pressing Ctrl - P during system startup 
(see Section 4.1 , Access ing  Intel MEBx Configuration User Interface ).  

2.  When prompted, enter the default Intel MEBx password, which is admin . You will 
then be prompted to change the password (see Section  4.3 , Changing  the Intel ®  
Management Engine  Password , for details).   Note that the OEM can change the 
default password, so check with your OEM to verify what the default password is.  

3.  In the Intel MEBx main menu, select Intel ME Configuration  from the top menu 
to configure the Intel Management Engine feature set. See Section 4.4 , Intel ®  
Management Engine  Platform Configuration Menu , for details.  

a.  Conf igure the Intel ME state (section 4.4.1 )  

b.  Select a Firmware Local Update policy (section 4.4.2 )  

c.  Select Manageability Features (section 4.4.3 )  

d.  Select a Power Control polic y (section 4.4.4 )  

4.  Restart the client system; when the system restarts, press Ctrl - P to enter the 
Intel MEBx interface.  

5.  In the Intel MEBx main menu, select Intel AMT Configuration  to configure Intel 
AMT. See Section 4.5 , Intel ®  Active Management Technology  (Intel ®  AMT)  
Configu ration Page , for details.  

a.  Select Host Name  and follow prompts to set the client systemôs host name 
(section  4.5.1 ).  

b.  Select TCP/IP  and follow prompts to enable/disable DHCP and set the client 
systemôs domain name (section  4.5.2 ).  

c.  Select Setup and Configuration  to view and change provisioning 
parameters such as provisioning mode, provisioning record,  provisioning 
server data, and TLS/PK I and TLS/PSK  configuration settings (section 4.5.4 ) . 

d.  Confirm or change settings for SOL/IDE -R (section 4.5.6 ), password 
synchronization (section 4.5.7 ), secure firmware update (section  4.5.8 ), PRTC 
(section  4.5.9 ), and idle timeout (section  4.5.10 ).  
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6.  Ensure that the provisioning server is listening o n the correct port (default 9971) 
and has the matching PID -PPS pair or certificate hash.  
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4  Using the Intel ®  Management 

Engine BIOS Extension  (Intel ®  

MEBx)  

The following section provides the details , constraints,  and any related information on 
each Intel MEBx configuration option.  

Note:  Not all the Intel ®  Management Engine platform configuration settings changes are 

cached in the Intel MEBx. They are committed to Intel Management Engine non -

volatile memory ( NVM) until they exit from Intel MEBx. Therefore  if Inte l MEBx 

crashes midway, the changes made up to  that point will NOT be committed to Intel 

Management Engine NVM.  

4.1  Access ing  Intel MEBx Configuration User 
Interface  

Access the Intel MEBx configuration user interface from a client system via the 
following steps :  

1.  Upon rebooting the system, after the initial boot screen, the following message is 
displayed: óPress <Ctrl - P> to enter MEBx Setup ô  

2.  Press Ctrl - P.  

Note:  The control character Ctrl - P to access the Intel MEBx may be changed by the Intel 

vPro client system manuf acturer ( OEM). 

3.  The user is  prompted for a password.  

4.  Enter the Intel Management Engine password under óMEBx Password ô.  

5.  Press Enter .  

Note:  Please refer to Section 4.3  for Intel Management Engine password details.  

The Intel MEBx scre en will be displayed, as shown in Section 4.2 . 
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4.2  Intel MEBx Main Menu  

Figure 1 . Intel MEBx User Interface Main Menu  

 

The main menu provides  the following function selections:  

 Intel  ME Configuration  

 Intel ®  AMT Configuration  

 Change Intel  ME Password  

4.3  Changing  the Intel ®  Management Engine  
Password  

The default password , which is the same on all newly deployed systems,  is admin . 
When you  first enter the Intel MEBx using  the default password, yo u must  change the 
password before you can use any Intel MEBx feature s. 

The new password must  meet the following requirements for strong passwords:  

1.  Passwords must be a minimum of 8 characters and a maximum of 32 characters 
in length.  

2.  The password must inclu de:  

 At least one digit character (ó0ô, ó1ô, é ó9ô) 

 At least one 7 -bit ASCII non alpha -numeric character (Example:  e.g.  '!', '$', 

';', etc.). Note that the underscore ñ_ò is considered an alpha-numeric 
character in the context of passwords ) excluding ó:ô, ó,ô and óòô characters. 

 A mixture of lower -case letters (Example: 'a', 'b', 'z', etc. )  and upper case 
letters (Example: 'A', 'B', é'Z', etc.). 

After you enter a new password, you will be prompted to re -enter it for verification . 
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A maximum of three attempts are allowed for validating the Intel MEBx password. 
After three unsuccessful attempts, the host system goes through a global reset. You 
can attempt  to enter the Intel MEBx configuration user interface again after the global 
reset.  

4.4  Intel ®  Management Engine  Platform 
Configuration Menu  

This section describes how to configure the Intel Management Engine.  

 

1.  To configure the Intel ME, select ME Configuration  from  the Intel MEBx main 

menu,  then press Enter .  

2.  The following message is displayed: óSystem resets after configuration changes. 
Continue: (Y/N)ô.  

3.  Press óYô.  

The Intel Management Engine Platform Configuration page is displayed  as shown in 
Figure 2 . This page allows you  to configure the specific functionality of the Intel 
Management Engine such as features, p ower options, etc.  

Figure 2 .  Intel ®  Management Engine  Platform Configuration Menu  

 

4.4.1  Intel ®  Management Engine  State Control  

Select  the Intel ME State Control  option to display  the Intel Manag ement Engine 
State Control menu, as sho wn in Figure 3.  
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Figure 3 . Intel ®  Management Engine  State Control   

 

The Intel Management Engine State Control (enable/disable) option provides a detach 
capability during field malfunction debug. You can use this option to  disable t he Intel 
Management Engine in order to isolate the Intel Management Engine subsystem from 
the main platform until the debugging process is complete. Table 4-1 provides  option 
details.  

Table 4 - 1 . Intel ®  Management Engine  Platform State Control  

Option  Description  

Enabled  Enable Management Engine on the platform  

Disabled  Disable Management Engine on the platform  

Intel Management Engine is not actually disabled via the Disable option. It is paus ed 
at a very early stage of the Intel Management Engine boot process so that the system 
has no traffic originating from the Intel Management Engine on any bus. This ensures 
that you  can debug a system problem without interference from the Intel Management 
Engine.  

4.4.2  Intel ®  Management Engine  Firmware Local Update  

Select  the Intel ME Firmware Local Update  option to display  the Intel Management 
Engine firmware local update menu , as shown in Figure 4.  
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Figure 4 . Intel ®  Management Engine  Fi rmware Local Update  

 

The Intel Management Engine Firmware Local Update section allows you  to enable  or 
disable the  ability to perform a local update of the firmware out in the field. Table 4-2 
provides option details . 

When you select the Enabled option, you can  update the Intel Management Engine 
firmware locally via the local Intel ®  Management Engine interface, which does not 
require user authentication. Once the local update is complete, this setting is 
automatically reset to Disabled  by the Intel Management Engine firmware. This option 
must be set to Enabled each time a local update is required.  

Table 4 - 2 .  Intel ®  Management Engine  F/W Local Update Option  

Option  Description  

Enabled  Enabl e Intel ®  Management Engine  Local F/W Update  

Disabled  Disable Intel ®  Management Engine  Local F/W Update  

4.4.2.1  Intel ®  Management Engine Firmware Local Update Qualifier  

To assist with the manufacturing process as well as the OEM -specific in - field firmware 
update process,  the  Intel Management Engine firmware provides an OEM -configurable 
capability which leaves the local firmware update channel always open, regardless  of 
the value selected in the Intel Management Engine firmware local update option.  

The Intel Manag ement Engine firmware local update qualifier menu will appear in the 
Intel Management Engine platform configuration menu only when a configuration 
variable ñOverride-counterò is set to -1 while building the Intel ®  AMT image. This 
configuration variable can not be changed after the image is programmed into the 
flash  memory.  

The default value for the counter is 0 . I n this condition, the Intel Management Engine 
firmware local update qualifier menu will not appear. The following Figure 5 shows the 
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Intel Management Engine firmware local update qualifier menu when override counter 
value is -1.  

Figure 5 . Intel ®  Management Engine Firmware Local Update Qualifier  

 

There are three options in the Intel ME Firmware Local  Update Qualifier  menu: Always 
Open, Never Open, and Restricted. The Always Open option allows OEMs to use the 
Intel Management Engine Firmware local update channel to update the Intel 
Management Engine firmware without the need to go through the Intel MEBx every 
time. If you select the Always Open option, the Firmware  Local Update option will not 
be shown under the Intel MEBx C onfiguration menu. Table 3 provides option details.  
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Table 3 . Local Firmware  Update Qualifier Option  

Option  Description  

Always Open  

Intel ®  Management Engine FW local update channel is always 

enabled. Boot cycle will not change ñenabledò to ñdisabledò. Intel 

Management Engine FW Local Update option can be ignored.  

Never  

Intel Man agement Engine FW local update is controlled by Intel 

ME FW Local Update Option (Enabled/Disabled). Boot cycle will 

change ñenabledò to ñdisabledò. 

Restricted  

Intel Management Engine FW local update channel is always 

enabled only if Intel ®  AMT is in un -pr ovision state. Boot cycle will 

not change ñenabledò to ñdisabledò.  

4.4.3  Intel ®  Management Engine  Features Control  

The following sections describe the menu choices in the  Intel ®  Management Engine  
Feature Control menu . 

4.4.3.1  Manageability Feature Select ion  

When the M anageability Feature S elect ion  option is selected under Intel ®  Management 
Engine  feature selections  will appear as in  Figure 6. Table 4-4 provides option details.  

Figure 6 . Manageability Feature Select Menu  
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Table 4 - 4 . Management Feature Select Option  

Option  Description  

None  Manageability Feature is not selected . 

Intel ®  AMT Intel ®  AMT manageability feature is select ed. 

ASF 

Alert Standard Format. ASF is a standardized corporate asset 

management technology. The Intel ICH9M platform supports ASF 

specification 2.0.  

Note:  When this option is changed from Intel ®  AMT  to None , a warning message is 

displayed.  If you  accept the c hange from Intel ®  AMT  to None , Intel ®  AMT 

parameters will return to their default values when Intel ®  AMT  is selected again. If 

the None  option is selected, no management features are provided by the Intel ®  

Management Engine system. In this case, the firmwa re is loaded (Intel ®  Management 

Engine remains enabled) but management applications will be unable to use the 

Intel ®  Management Engine.  

4.4.4  Intel ®  Management Engine  Power Control  

To comply with ENERGY STAR*  requirements, the Intel ®  Management Engine  can be 
tu rned off in various sleep states.  Intel ®  Management Engine  Power Control menu 
configures Intel ®  Management Engine  platform power policies.  

4.4.4.1  Intel ®  Management Engine  ON in Host Sleep States  

The power package selected will determine when the  Intel ®  Manageme nt Engine  is 
turned ON.  The default power package turns off the Intel  Management Engine  in all 
Sx (S3/S4/S5) states  when the system is on AC power .  However, the  default power 
package can be modified by using AMTNVM on the Full SPI image.  For more detail s 
on AMTNVM please see the Intel ®  AMT tools user guide located inside the firmware 
release kit.  

You can choose  which power package is used depending on system usage.   The power 
package selection page is shown  in  Figure 7. 



 

Using the Intel® Management Engine BIOS Extension (Intel® MEBx)  

 
 

CDI /IBL # 369554   25  

Figure 7 . Intel ®  Management Engine  Power policies settings  

 

The table below  illustrates the details of the power packages . 

If Intel ®  Management Engine  WoL is selected, the Intel  Management Engine  (Intel ME) 
will be in an M -off state until a c ommand is sent to Intel ME .  After this command is  
sent, Intel  ME will go into an M0 or M1 state and respond to the next command sent.   
A ping to Intel  ME will also cause Intel ME  to go into an M0 or M1 state.  

The Intel ®  Management Engine  takes a short amo unt of time to go from the M -off 

state to the M0 or M1 state.  During this short transition t ime between the M -off and 
M0/M1 state, Intel ®  AMT will not respond  to any Intel  ME commands.  After Intel ®  
AMT is in the M0/M1 stat e the system will respond to Int el ME  commands.  

Table 4 - 5 . Supported Power Packages  

Power Package  1  2  3  4  5  

S0  ON ON ON ON ON 

S3  OFF ON ON 
ME 

WoL 

ME 

WoL 

S4/S5  OFF OFF ON OFF 
ME 

WoL 
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4.5  Intel ®  Active Management Technology  (Intel ®  
AMT)  Configu ration Page  

A system restart is required on the client system a fter you complete the  Intel ®  
Management Engine  feature configuration.   As the client system restarts, press Ctrl -P 
to enter the MEBx interface, then select Intel AMT Configuration  from the Inte l 
MEBx main menu  to display the Intel AMT Configuration menu, shown in Figure 8. This 
menu  allows you  to configure an Intel ®  AMT capable system to support the Intel ®  AMT 
management features.  

Note:  Readers are expected to  have a basic un derstanding of networking and computer 

technology terms, such as TCP/IP, DHCP, VLAN, IDE, DNS, Subnet Mask, Default 

Gateway and Domain Name.  

Figure 8 . Intel ®  AMT Configuration Menu   

 

4.5.1  Host Name  

A host name can be assigned to the I ntel AMT machine .  This will be th e hostname of 
the Intel ®  AMT enabled system.  If Intel ®  AMT is set to DHCP, the host name MUST be 

identical to the operating system machine name.  
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4.5.2  TCP/ IP  

Allow the IT -admin istrator  to change the following TCP/IP configurat ion of Intel ®  AMT.  

 DHCP Mode ï ENABLE D** / DISABLED  

If DHCP Mode is enabled, TCP/IP settings will be configured by a DHCP server.  

If DHCP mode is disabled, the following static TCP/IP settings are required for Intel ®  
AMT.   

 IP address ï Internet address o f the Intel ®  Management Engine .  

 Subnet mask ï The subnet  mask used to determine what subnet the 
IP address belongs to .  

 Default Gateway address  ï The default gateway of the Intel ®  
Management E ngine .  

 Preferred DNS address ï Preferred Domain name server addre ss.  

 Alternate DNS address ï Alternate Domain name server address .  

 Domain name ï Domain name of the Intel Management Engine .  

4.5.3  Provision Model  

The following provisioning models are available:  

 Provisioning Mode ï Enterprise **/ Small Business (SMB)  

This allows t he user to select between Enterprise  (default), and SMB 
provisioning  mode.  Because of the different security settings  between the 
two modes , e ach requires a different process to complete the setup and 
configuration process .  See Configuration Process Over view on page X.  
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4.5.4  Setup and Configuration  

The menu contains the parameters for setup and configuration server.  This 
menu also contains the security settings for PSK and PKI configurations.   

 Current Provisioning Mode ï Displays the current provisioning TLS  
Mode: None, PKI, or PSK. This configuration is only shown in 
Enterprise Provision Model.  

 Provisioning Record ï Displays the provision PSK/PKI record data of 
system.  If the data has not been entered, the MEBX will display a 
message that states ñProvision Record not presentò.  If the data is 
entered, the Provision record will display the following:  

o TLS provisioning mode  ï Displays the current configuration mode of 
the system:  None, PSK or PKI.  

o Provisioning IP ï The IP of the setup and configuration server.  

o Date of Provision  ï Displays the date and time of the provisioning in 
the format MM/DD/YYYY at HH:MM.  

o DNS ï Displays if Secure DNS is being used or not.  0 indicates DNS 
NOT in use, 1 indicates secure DNS is being used (PKI only) . 

o Host Initiated ï Display s if the setup and configuration process  was 
initiated by the host:  óNoô indicates the setup and configuration 

process was NOT host initiated, óYesô indicates the setup and 
configuration process was host initiated. (PKI only) . 

o Hash Data  ï Displays the 40 character certificate hash data (PKI 
only) . 

o Hash Algorithm  ï Describes the hash type.  Currently only SHA1 is 
supported. (PKI only) . 

o IsDefault  ï Displays óYesô if the Hash algorithm is the default 
algorithm selected.  Displays óNoô if the hash algorithm is NOT the 
default algorithm used. (PKI only) . 

o FQDN ï FQDN of the provisioning server mentioned in certificate (PKI 
only) . 

o Serial Number ï The 32 character that indicate the Certificate 
Authority serial numbers.  

o Time Validity Pass ï Indicates whether the cer tificate passed the 
time validity check.  

 Provisioning Server ï The IP address and port number (0 ï 65535) 
for an Intel ®  AMT provisioning server. This configuration will only be 
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shown for Enterprise Provision Model.   The default port number is 
9971.  

 TLS PS K ï Contains the settings for TLS PSK configuration settings.  

o Set PID and PPS ï Sets the PID and PPS.  The PID and PPS should 
be entered in the dash format. (E.x. PID: 1234 -ABCD ; PPS: 1234 -
ABCD-1234 -ABCD-1234 -ABCD-1234 -ABCD)  
NOTE -  A PPS value of ó0000-00 00 -0000 -0000 -0000 -0000 -0000 -0000ô 
will not change the setup configuration state.  If this value is used the 
setup and configuration state will stay as óNot-startedô. 

o Delete PID and PPS ï Deletes the current PID and PPS stored in 
Intel(R) Management Engine .  If there is no PID and PPS entered, the 

MEBX will return an error message.  

Note:  Using this option will NOT set  the setup and configuratio n process parameter to ñNot 

Startedò.  This option will set the setup and configuration process parameter to ñIn 

Processò. 

 TLS PKI ï Contains the settings for the TLS PKI configuration 
settings.  

o Remote Configuration  Enable/Disable  ï Disables or enables 
Remote Configuration.  If this option is not enabled, Remote 
Configuration  can not occur.  

o Manage Certificate Hashes  ï Display s the list of hashes that are 
currently stored and the current status.  To change the active status of  

the certificate press the ó+ô key.  To delete the hash press the ódelô 
key.  To add another key press the óinsô key. 

o Set FQDN ï Sets the fully qualified domain name for the system.  

o Set PKI DNS suffix ï Sets the PKI DNS suffix . 

4.5.4.1  TLS PSK  

The submenu contains the settings for TLS PSK configuration settings.   
Setting or deleting the PID/PPS will cause a partial un -provision if the 
setup and configuration is ñIn-processò. 

 Set PID and PPS ï Sets the PID and PPS.  The PID and 
PPS should be entered in the dash format. (E.x. PID: 
1234 -ABCD ; PPS: 1234 -ABCD-1234 -ABCD-1234 -ABCD-
1234 -ABCD)  
Note -  A PPS value of ó0000-0000 -0000 -0000 -0000 -0000 -
0000 -0000ô will not change the setup configuration state.  
If this value is used the setup and configuration state will 
stay as óNot-startedô. 
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 Delete PID and PPS ï Deletes the current PID and PPS 
stored in Intel ®  Management Engine .  If there is no PID 
and PPS entered, the MEBX will re turn an error message.  

4.5.4.2  TLS PKI ï Remote Configuration  Settings  

Remote Configuration is part of overall provisioning process when Standard or 
Advanced provisioning mode has been selected.  Remote Configuration is discussed in 
more detail in the various mana gement console dependent provisioning guides listed 
in Section 1.5 , Related Documentation . 

Figure 9 . TLS PKI configuration  

 

The Remote Configuration  options are contained unde r the TLS PKI sub menu.   

There are four Remote Configuration  items:  

 Remote Configuration  Enable/Disable  

 Manage Certificate Hashes  

 Set FQDN  

 Set PKI DNS Suffix  
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4.5.4.2.1  Remote Configuration  Enable/Disable  

Figure 10 . Remote Configuration  Enab le/Disable Menu  

 

The selectable options are Enable and Disable .  If Remote Configuration  is 
disabled, the menu options underneath will still be displayed, but will not be 
used until Remote Configuration  is enabled.  

This option can NOT  be modified once the  setup and configuration process is in 
process.  

Enabling/Disabling Remote Configuration  will cause a partial un -provision if the 
setup and configuration is ñIn-processò.  See Section 4.5.5  on page 38  for more 
information on partial unprovisioning.  

4.5.4.2.2  Manage Certificate Hashes  

Select  the Manage Cer tificate Hashes option to display  the Manage Certificate 
Hashes  menu shown as in Figure 11 . 



 

Using the Intel® Management Engine BIOS Extension (Intel® MEBx)  
 

 

32    CDI /IBL # 369554  

Figure 11 . Manage C ertificate Hashes menu  

 

Selecting this option will enumerate the hashes in the system and display the Hash 
Name and the active and default state. If the system does not contain any hashes yet, 
Intel MEBx will display the following screen as in  Figure 12 . 

Figure 12 . No hash detected  

 

Answering óYesô will begin the process of adding customized hash.  See Section 

4.5.4.2.3  below, Adding a Customized Hash . 

The Manage Certificate Hash screen has several keyboard controls that allow you  to 
manage the hashes on the system. The keys below perform the listed functions when 
you are in the Manage Certificate Hash menu:  

 Escape key ï Exits from the menu . 

 Insert key ïAdds a customized certificate hash to the system.  
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 Delete key ïDelete s the currently selected certificate hash from the system.  

 ó+ô key ïChange s the active state of the currently selected certificate hash.  

 Enter key ïDisplay s the details of the currently sele cted certificate hash.  

4.5.4.2.3  Adding a Customized Hash  

When the Insert key is pressed in the Manage Certificate Hash screen, the following 
screen is displayed as shown in Figure 13 . 

Figure 13 . Adding a New Hash N ame  

 

You must enter the hash name. The hash name cannot be longer than  32 characters. 
When you press  óEnterô you are  prompted to enter the certificate hash value as shown  
in  Figure 13 . 
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Figure 14 . Add Hash  -  Certificate  

 

The Certificate hash value is a 20 byte hexadecimal number. You must enter the hash 
data in the correct format or the message ñInvalid Hash Certificate Entered - Try 
Againò is displayed.  When you press  óEnterô you are  asked about setting the  active 
state of the hash as shown  in  Figure 15 . 

Figure 15 . Add Hash -  Active  

 

This query allows for setting the active state of the customized hash.  

 Yes  ï The customized hash will be marked as active.  

 No (De fault)  ï VA_Hash will be maintained within EPS  


