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Introduction 
This solution guide provides high-level guidance for incorporating Intel® Active 

Management Technology (Intel® AMT) into production Information Technology 

(IT) environments.  Highlighted are the processes affected by the introduction 

of Intel® AMT, and the impact the technology may have in areas such as patch 

management, service desk, and threat & vulnerability management.  The guide 

may be used as an aid in developing project plans and assist in understanding 

the implications of a pilot or production rollout of Intel® AMT. 

The target audience for this document includes IT leadership and 

program/project management personnel involved with assessing and planning 

for the introduction of Intel® AMT into an existing IT operations environment. 

This is the second of three documents that should be used to help you plan, 

implement, and manage an Intel® AMT PC environment. Please refer to the 

Additional Documents section for references to these documents. 

Document Overview 
This document provides twofold guidance aimed at helping you to deploy and 

operate an Intel® AMT pilot program in your organization, with the expectation 

that such a program will transition to a full production deployment at some 

point in the future.   

First, it provides tools and information aimed at creating the teams and 

schedules required to implement an Intel® AMT pilot program. In so doing, it 

prescribes a set of ôFeature Teamsõ, roles, and responsibilities all aligned to 

implement and manage the tools associated with Intel® AMT that integrate 

with existing IT operations. In addition, a sample project plan is provided to 

jump-start planning and deployment activities.  

Secondly, it provides guidance for understanding, documenting and 

communicating how Intel® AMT will impact your current IT operation.  

Depicted within the document are a number of high-level diagrams of typical IT 

processes affected by the introduction of Intel® AMT. These use-case 

depictions represent state-of-the-industry generic views that may correspond 

closely to the actual processes that exist in your IT operation today (or may 

diverge significantly from them depending on the relative maturity of your 

processes). Either way, the intent is to provide a framework for discussion and 

planning on how Intel® AMT will affect your production IT environment, not to 

present an exact one-to-one correspondence.  

Using the information contained in this document, you should attain an 

appreciation of the opportunities Intel® AMT provides for improving your 

operations and the types of environment impacts you will have to prepare for 

to take advantage of this technology. Accordingly, use this guide to facilitate 

planning discussions with the various stakeholders in your organization, and as 

an aid for creating the following:  

¶ Project team organization and roles 

¶ RASIC matrices 

¶ Impact assessments  

¶ Project plans 

¶ Staffing plans 

¶ Training plans 

¶ Communication plans 

The Intel® AMT Opportunity 
One of the primary benefits of adopting Intel® AMT is a significant reduction in 

desk-side visits (ôField Servicesõ calls).  This can be achieved by utilizing the 

included remote management and administration tools. Many of the activities 

that formerly required a device ôtouchõ or desk-side visit can now be performed 

remotely. This results in a shift towards a more centralized IT management 

capability.   

The figure below illustrates this shift using examples of activities that move 

from the field services model to the remote administration model using Intel® 

AMT. Boxes at the top of the diagram represent the typical distribution of 

activities without Intel® AMT in the IT environment. The boxes in the lower 

portion illustrate the shift towards increased remote management capabilities 

that Intel® AMT enables. 
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Feature Team Model Overview 
The Intel® AMT pilot program implements the concept of ôFeature Teamsõ to 

represent groups and individuals who will own responsibility for a particular 

aspect of the rollout of Intel® AMT capabilities. Feature teams may be very large 

or may merely consist of a single individual. In addition, some individuals may be a 

member of multiple teams as needed to ensure coordination and consistency. One 

of the first steps required for a successful deployment will be to identify and 

communicate to these teams the overall scope and goals of the project, and their 

specific roles within it.   

Intel® AMT Pilot Feature Teams 
Four Feature Teams have been identified for inclusion in the Intel® AMT pilot 

project. These teams have broad responsibility for the planning, deployment and 

operations activities associated with implementing Intel® AMT in your 

organization. The team breakdown is: 

Process and Procedure Feature Team.  

This team has overall responsibility for identifying the existing processes that will 

be impacted by the rollout of Intel® AMT, as well as creating new processes to 

account for net-new functionality not associated with existing processes in the 

organization. Skill sets represented here should include program/project 

management, infrastructure management, procurement, security operations, 

service desk management and field services support. This team will interface 

with all affected groups to fully document and understand the impact of 

deploying Intel® AMT within the organization. They will also provide requirements 

to stakeholders for the creation or modification of roles to manage and operate 

the new functionality.  

Infrastructure Feature Team.  

This team is responsible for the rollout of the infrastructure related to supporting 

Intel® AMT in the organization. The skill sets represented here are largely 

technical in nature, as this team must identify the prerequisites, co-requisites, 

dependencies, maintenance and change windows, and deployment and 

configuration considerations related to the Intel® AMT deployment. This team also 

has overall responsibility for unit and system test activities. Other responsibilities 

include architecture, system administration, security administration, deployment 

engineering, disaster-recovery and imaging/packaging/distribution. 

Operations and Support Feature Team.  

This team has responsibility for the steady-state operations and support of Intel® 

AMT in the environment. While this teamõs activities generally follow those of the 

Infrastructure Feature Team, it is essential that they are integrated as early as 

possible into the project in order to train and prepare for their roles. In addition, 

this team has overall responsibility for user acceptance testing of the integrated 

Intel® AMT toolset. In some cases, members of this team will represent new units 

or teams within the organization. However, most often these team members will 

be originate from with in existing operational groups already supporting the 

organizationõs IT operations. Team members here will be selected from the 

existing infrastructure and security administration, procurement, user device 

deployment and management, and support services (service desk/field services) 

teams.  Specific roles include the following: 

¶ Procurement specialist  

Deals with the ordering, tracking, vendor relations, asset management, 

staging and re-allocation management processes. Other responsibilities 

include management of the Intel® AMT security key management activities 

initiated with the OEM hardware vendor, as well as traditional procurement 

and staging activities. 

¶ Infrastructure support 

Responsible for the management and administration of the Intel® AMT-

related infrastructure.   

¶ Security Threat and Vulnerability Management 

Has responsibility for managing polices, performing threat analysis, and 

implementing actions associated with threat response, such as device 

quarantine. 

¶ User Device Deployment and Management 

Responsible for updating standard images to accommodate new hardware, 

if needed and deploying software agents or other software to pilot 

machines, and performing change and configuration management activities 

related to in-scope user devices. 

¶ Service Desk ð ôLevel 1.5õ 

Support team responsible for fielding incident and support calls related to 

pilot machines. 
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¶ Field Services 

Knowledgeable of pilot client population and adjusts existing procedures to 

account for them. 

Core Team 

Spanning all of the teams is the overall program and project management 

functions, ensuring executive support, coordination, communication, governance, 

and a smooth transition to the new operating model defined in the pilot.  

Creating a Project Plan 
A typical Intel® AMT Implementation project follows an infrastructure/desktop 

deployment methodology organized around the following phases:   

¶ Start-up 

¶ Planning 

¶ Refine 

¶ Deploy 

¶ Closedown 

Within each of the phases are the major work breakdown, high level activities and 

milestones required to provide the project structure and dependencies and roles 

involved to complete the implementation and transition to steady-state 

operations.    
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The following table outlines the major activities and milestones for each of the phases.  

Project Phase Major Phase Activities  Activity Overview and Milestones  

Start-Up  

 

Kickoff 

/Definition 

Identify team, hold project kickoff, and determine current environment baseline process metrics and initial 

requirements/scope.    

Program Management leads this phase. 

Milestones  Startup Complete 

Planning Scope and 

Requirements 

A team is assembled to define the vision and scope of the Intel® AMT solution according to the customerõs goals and 

support processes. The team must develop and deliver an approved vision/scope document.  

Program Management leads this phase, along with IT Architecture. 

Solution Design The Solution Design and functional specification are documented and approved. A master project plan is developed. 

Procurement of Infrastructure servers and desktops with IntelÈ vProÊ technology begins. 

Program Management leads this phase, along with IT Architecture, while all team members participate. 

Milestones Approved Solution Design.  

Signed off Scope and Schedule 

Planning Complete 

Refine 

 

Developing The Intel® AMT infrastructure is developed and configured during this phase.  Process updates and workflow updates 

are developed.  Communications and training materials are also created.   

Testing The solution is tested, prepared, and determined to be stable and ready for production release. 

Milestones  Infrastructure Components Complete 

Support Process Updates Complete 

Communications Materials Complete 

Training Materials Complete 

Integration/Model Office Testing Complete 

Refine/Integration Complete 

Deploy 

 

Deploying Pilot support teams are trained and communications are launched during this phase.  The solution is deployed into 

production and the team ensures that the solution is stable and usable via a targeted Pilot segment.   Ownership and 

management then shifts to operations and support teams in a pilot mode. Pilot measurement and user feedback is 

gathered. 

Turnover to Operations After successful completion of the pilot during a specified period of time and an operational readiness approval from 

customer and operations support teams, the solution is then transitioned to ongoing operational support.  
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Project Phase Major Phase Activities  Activity Overview and Milestones  

Milestones  Implement Infrastructure Updates in Production  

Implement Process Changes in Production 

Validate Infra and Process Changes in Production 

Communications Distributed 

Pilot Support Staff Training Complete 

Approval to Proceed to Pilot 

Pilot Period Concluded 

Pilot Signoffs 

Pilot Deployment Complete 

Operations Support Team Trained 

Operational Readiness Approvals 

Operations Transition Complete 

Close Down 

 

Project Closure After turnover to Operations and Support is complete, the project is officially closed down according to Program/Project 

standards. 

Milestones Project Closedown Complete 
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Note:  For the initial Intel® AMT Pilots, the full Turnover to Operations occurs after 

the Pilot Signoffs. A separate Pilot closedown may occur before official project 

closedown from a customer program/project management perspective.    

The following section outlines the various phases and provides some additional 

guidance within the specific activities to help your project team understand the 

specific Intel® AMT related considerations and reference materials available to 

use to conduct the specific activities.   

Startup  
The Startup phase consists of the following major activities: 

¶ Project Management Tasks 

¶ Engaging Resources 

¶ Current Environment/Metrics Baseline 

¶ Project Kickoff 

¶ Intel® AMT Overviews 

¶ Create Requirements and Initial Scope 

¶ Budget 

The majority of this phase involves standard project management startup tasks. 

The following areas are noted for Intel® AMT projects:  

Resources 

The Intel® AMT project will impact the following areas:   

¶ Network/Firewalls 

¶ Network/Security 

¶ Active Directory 

¶ Architecture Design 

¶ Server Support, 

¶ SMS Tools/Support 

¶ Service Desk Support 

¶ Field Services Support  

¶ Asset Management 

¶ Change Management 

A contact representing each of these impacted areas should be engaged during 

the initial discussions and project kickoff to provide input to the project scope and 

coordinate the changes required in their areas with the Project Manager and 

Architecture Technical Lead.  See the discussion on feature teams above and 

refer to specific support related functions in the process models.  Also review the 

Infrastructure Deployment Guide to confirm subject matter experts are available 

to participate on the project.    

It is recommended that the project have a dedicated Project Manager, Architect 

Lead, and a Support Services Lead to provide oversight.  For the Intel® AMT pilots, 

the core project team should include two dedicated Intel® AMT technical subject 

matter experts to assist the customer Project Leads.   

Current Environment/Metrics Baseline: 

Gather information from service desk and field service operations teams to 

quantify/baseline the measurements for the pilot success criteria. Refer to the 

process flows in this guide to understand where Intel® AMT benefits the support 

service processes. An external spreadsheet entitled òAssessment Worksheet for 

IntelÈ vProÊ technologyó can be used to assist in gathering Intel® AMT related 

data measurements. Microsoft Excel* must be installed on your machine to 

view/use the spreadsheet.   
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Planning 
The Planning phase consists of the following major activities:  

¶ Solution Design and Approval 

¶ Confirm Support Process Changes 

¶ Confirm Development Environment 

¶ Confirm Use Cases 

¶ Finalize Scope/Schedule 

¶ Confirm Procurement Plan 

¶ Signoffs for Scope, Schedule and Procurement Plan 

Solution Design 

Use the Technical Deployment Guide documentation which outlines the 

architecture and technical requirements for the solution to aid in confirming the 

customerõs specific solution design for IntelÈ AMT integration.    

Support Process Changes/Use Cases 

Use the process flow diagrams contained in this guide to map and identify 

process changes required for adapting to the new support framework.   These 

process flows can also assist with Use Case creation.  Follow the Intel® AMT 

Process Transformation steps outlined in Section 8 of this guide for additional 

process guidance. 

Procurement 

Implementation of the Intel® AMT will require servers to house the central 

infrastructure components.  An additional three (3) to six (6) servers may need to 

be procured, depending on the client solution design. Desktops with IntelÈ vProÊ 

technology will also need to be procured as part of the implementation.  Refer to 

Section 2.1 and Section 3 in the Technical Deployment Guide for 

hardware/software requirements. Additional hardware/software may be required 

to support the Development and Integration Testing environments.       

Refine Solution 
The Refine Solution phase consists of the following major activities:   

¶ Infrastructure Components 

¶ Support Process Components 

¶ Testing 

¶ Communications 

¶ Training Materials 

Infrastructure and Process Components 

Refer to the Technical Deployment Guide and the Process Flows and Process 

Transformation Steps contained in this guide to aid in development of the 

Infrastructure and Process Components.   

Testing  

Prior to deploying Intel® AMT into a production environment, it is essential to test 

all components in an integrated end-to-end testing environment. It is 

recommended that an integration or model office environment be used that 

closely resembles the current production architecture/environment. If a testing 

environment does not currently exist, additional hardware/software may need to 

be procured, and additional lab setup time added and scheduled in the project 

plan. Refer to Section 3.18 and Section 6 in the Technical Deployment Guide for 

lab setup and testing considerations.   
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 Deploy 
The Deploy phase consists of the following major activities:   

¶ Implement Infrastructure Updates in Production 

¶ Implement Process Changes in Production 

¶ Validate Infrastructure Process Changes in Production 

¶ Distribute Communications 

¶ Train Pilot Support Staff 

¶ Conduct the Intel® AMT Pilot Deployment 

¶ Transition to Ongoing Support   

Infrastructure Updates in Production 

It is important to engage contacts involved in change management in advance to 

insure they are aware of upcoming changes so they can facilitate the installation 

into the production environment.  Affected areas are outlined in the schedule 

framework.   

Pilot Deployment Staff and Pilot Support 

To implement and run the pilot, it may be beneficial to designate/dedicate certain 

staff to participate on Intel® AMT related activities, which may include setting up 

a separate help desk number or special routing for user calls.   

Communications 

Key target audiences affected by the Intel® AMT pilot should be included in 

advance communications to help prepare for the implementation.  The audiences 

should include the support team and users. Other areas may also be affected. If 

needed, these can be added into the schedule as they are identified.  

Closedown   
The Closedown phase consists of the following major activities:  

¶ Publish Metrics, Results and Lessons Learned 

¶ PM Closedown tasks 

¶ Release, Reassign Resources 

This phase involves standard project management closedown tasks. For the Intel® 

AMT projects it is important to publish the findings and metrics gathered during 

the pilot.  Also post pilot findings, lessons learned, or suggestions for 

improvement should be shared so that the overall solution and operational 

effectiveness is enhanced.   

Starting Point Schedule 

A sample project plan entitled òImplementation project plan for IntelÈ vProÊ 

technologyó is a separate reference/planning help that will assist Program/Project 

Managers and project teams when conducting an Intel® AMT Implementation.  To 

use/view the project schedule, Microsoft Project* must be installed on your 

machine.   

It is expected that this starting-point schedule will be tailored by the project 

management team as needed to document actual durations, work effort and 

resource leveling for their specific environments. Additional tasks or further task 

refinement may be necessary to track the work effort.  The starting-point 

schedule is not meant to be defined at a detailed work instructions level.  It is set 

at a high level activity with Milestone and Approval tasks to outline closure points 

for the various activity groups.  

The current starting point schedule assumes the initial setup of Intel® AMT 

project infrastructure and support process changes with a deployment of 

approximately 100 desktops and is assumed to take approximately three months 

with fully available resources and minimal lag time assumptions.   

Roles/Resource Types are generic and may vary according to the organizationõs 

IT support and overall support model.   It is possible that a single resource may 

play more than one role within the project.  The actual number of resources 

needed for the project is dependent upon how the organization is structured, 

whether certain functions are outsourced and resource availability.   
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Intel® AMT-related Process Guidance 
As stated in the Document Overview section above, the diagrams presented 

below depict the high-level processes affected by the introduction of Intel® AMT 

into an existing IT environment that are in-scope for the initial Intel® AMT pilot 

program.   

The processes represented here are shown both individually, as well as in the 

context of an end-to-end IT lifecycle for in-scope activities. Additionally, 

processes or sub-processes are divided into those corresponding with one of two 

phases of activity: 

¶ Those associated with the ICTIMðDEPLOY phase (which represents those 

activities done to initiate service or deploy devices into the environment)  

¶ Those corresponding with the ICTIMðOPERATE phase (which represents 

activities related to running services and managing devices in the 

production environment.  

To the greatest degree possible, generic terms are used to ensure a common 

understanding of the processes depicted. These terms align with those set forth 

in the ITIL/ICTIM Version 2.0 process framework. A glossary is provided in 

Appendix A. References to related documentation appear in parentheses.  

End-to-End Intel® AMT Support 

Process Model 
The following diagrams represent an end-to-end view of the processes affected 

in one way or another by Intel® AMT, as scoped for this pilot program (see Section 

4 of the ôPlanning an IntelÈ Active Management Technology Implementationõ 

Guide for full statement of scope). Each of the boxes depicted represents a 

business function related to a particular area (for example: Procurement, 

Software Distribution, and so forth.) that will be detailed in later sections of the 

document. At this end-to-end level, the focus is overall scope, and the 

relationships between these functions. The two diagrams presented are actually 

two views of a single process, with different activities highlighted in each.  

The first represents those processes associated with the deployment of Intel® 

AMT, while the second focuses on those processes associated with the steady-

state operation of the environment with Intel® AMT implemented. 

End-to-End View (Deployment focus) 
The following diagram depicts an end-to-end view of the processes impacted by 

the implementation of Intel® AMT, with a focus on those activities associated with 

the ICTIM-DEPLOY phase. The activities performed in this phase are geared 

towards introducing Intel® AMT into the existing IT environment. This diagram 

should be used for discussions with stakeholders in regards to the possible 

impacts of introducing Intel® AMT into the organization.  It should also serve as a 

ôchecklistõ to ensure that the right groups are being engaged in the planning 

process. 

The high-level functional areas affected in this phase are: 

¶ Change Management 

¶ Discovery of the target environment (if not already documented) 

¶ Engineering related design activities that must be performed to implement 

Intel® AMT 

¶ The Implementation/Roll out activities associated with the actual 

deployment of Intel® AMT 

¶ Equipment lifecycle management, which takes into account the planning, 

refresh, and end-of-life considerations that are involved with getting Intel® 

AMT-enabled machines deployed in the target environment 

¶ Procurement activities such as vendor agreements, lease management, and 

order tracking associated with obtaining Intel® AMT-enabled machines to 

deploy 

¶ Hardware Deployment activities related to the actual deployment of Intel® 

AMT-enabled machines into the organization, including imaging the device 

¶ Software Distribution, which encompasses activities associated with 

installing non base operating system image software onto the target 

machines 

The diagram depicts a change event associated with introducing one or more 

Intel® AMT-enabled end-user machines into the target environment, and/or rolling 

out the required support infrastructure for managing Intel® AMT. As per ITIL best-

practices, a change request is logged with the Service Desk, which then moves 

through the change management process to become an approved change. The 

up-front activities of discovery and engineering the design of the rollout are then 

initiated, followed by the actual rollout of the devices or support infrastructure. 
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End-to-End View (Steady-State Operations Focus) 
The following diagram depicts the same end-to-end process shown in the previous diagram, but the activities relate to steady-state operations as highlighted. The blue 

diamonds represent processes that present significant opportunities for improvement as a result of an Intel® AMT deployment, and will be expanded upon in detail in the 

subsequent sections. Keep in mind that these opportunities represent only those areas in-scope for the pilot program. Intel® AMT presents numerous other tools for improving 

efficiency and lowering cost of operations. That said, the processes shown here are speak to the heart of the benefits to IT operations that Intel® AMT represents, namely: 

¶ User Device Management, which deals with the ongoing management of client computers, and includes diagnosis and repair of technical issues, change and configuration 

management, and power management. 

¶ Patch Management,  which are the processes associated with keeping operating systems, applications, and firmware up to date 

¶ Software Distribution, which deals with distributing and installing software on target machines 

¶ Security, which, in this context, is related to the quarantining of devices in response to threats, vulnerabilities, or HR-related events 

While Intel® AMT offers significant opportunities for improvement in the area of asset management, this process is considered out of scope for the present pilot program.  

In the diagram below, hardware is deployed as represented by the ôHardware Deployment (IMAC)õ process box, covered in the previous section. From there, software 

distribution activities may be initiated if the base image loaded on the machine does not contain all of the standard applications needed by a particular user. Once deployed, 

steady-state user device management and security processes come into play.  

As stated previously, the opportunity areas represented by blue diamonds are detailed in the sections that follow.  
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Detail of Processes Impacted by Intel® AMT 
The following diagrams provide detail of the individual processes represented in the 

End-to-End diagrams above, in the form of sample use cases that are in-scope for 

the initial Intel® AMT pilot program. These diagrams should be used as an aid in 

documenting the specific activities and roles that will be affected by implementing 

Intel® AMT in your organization. Consider these diagrams an aid to identifying 

stakeholders, opportunities, affected processes and procedures, and employee roles 

impacted by the introduction of Intel® AMT. 

In some instances, the diagrams presented here show two different options for the 

same process, depending on the specific activity being performed. For example, the 

ôHardware Implementation/Re-Allocationõ diagram shows activities for both 

obtaining a new computer from the vendor and for re-allocating a device already 

being used in production.  Both activities end at the same step ð preparing the 

device for deployment.  

ICTIM-DEPLOY Phase of Operations 

1. Intel® AMT Device Provisioning ð 

The following diagram depicts the up-front activities that must be performed 

to prepare to deploy an Intel® AMT-enabled device into the organization. As 

stated above, two separate paths through the process are shown; one that 

relates to how a new device is procured and readied for deployment 

activities, and one that relates to re-allocating an existing Intel® AMT-enabled 

device. The overall process can be characterized as ôInitial System 

Onboardingõ.  New activities that Intel® AMT introduces to this process are 

detailed as follows: 

a. New Device Provisioning 

1. Managing the order to the vendor.  

A change that Intel® AMT introduces from the typical process is that 

a USB ôkeyõ (security key residing on a USB thumb drive) must be 

obtained from the vendor. There are three models which can be 

used to enable provisioning of the Intel® AMT host into Enterprise 

Mode: Manual, USB Key, and OEM.  These models provide the 

enterprise the flexibility to deploy Intel® AMT hosts in whatever 

method is necessary.   

As stated in the in Section 3.19 of the Technical Deployment Guide, 

the USB Key model is recommended in situations where the 

enterprise is just beginning its deployment.  This model lends itself 

well to pilot and ramp-up scenarios where a quick start of 

provisioning configuration is desired prior to working out a complete 

delivery system of the OEM model. Refer to the above mentioned 

documentation for full details. 

b. System re-allocation 

2. For Intel® AMT systems that have already been provisioned and in-

use in the production environment, re-allocation to a new user 

requires provisioning of a new security key and profile from the SCS.  

Hardware Procurement/Re-allocation 
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Hardware

Deployment (IMAC)

"5  IMAC Request (Physical or
Logical)"

c. Staging, setup and placement of devices 

3. Onsite staging process.  

As the diagram below depicts, both new and re-purposed client machines are ôstagedõ, or connected to the network for the purposes of readying them for 

deployment. Activities here might include installing or re-installing an operating system or applications (if they are not already installed by the OEM), adding 

drivers, patches or firmware updates or making configuration changes. Intel® AMT introduces the requirement to connect a new or re-provisioned machine to an 

Intel Intel® AMT Setup and Configuration Server (SCS), from which security and configuration information is retrieved and stored on the new device. Refer to 

Sections 2.1 and 3.11 in the Technical Deployment Guide for detailed information on the SCS server) 

Device Staging Process 

 

 

 

 



Quick Reference Guide: Maximizing the Benefits of Intel® Active Management Technology: A Solution Guide 

19 

 

Stage, Brand, Enable and Deliver

Asset Receipt

"19 Receipt of Third-Party Invoice"

Asset Logged In

"5  IMAC Request (Physical or Logical)"

çDevice Preparation for Useè

çRecognize Device for Network Useè

Unique Identification

Device Identity

"Access Allowed"

"Identity Handshake"

çDevice Handlingè

çImage & Applicationè

"Access Allowed"

"Identity Handshake"

Completion Notification, Installed HW/SW

D
e

vic
e
 R

e
a
d

y
D

e
vic

e
 B

ra
n

d
e
d

D
e

vic
e
 Im

a
g

e
d

a
n

d
 R

e
a
d

y

çImage & Appsè

D
e

vic
e
 R

e
a
d

y

Decommission / Storage (Clean & Wipe, Remove Branding)

Order
Entry

System

sms

Management
Console

User
Device

AMT Setup &
Configuration

USB
Key

Recieve

Device(s)

Unbox, Detrash,

Prepare for Use

Stage and Brand Device

Boot, Recognize,

Image Device

Transport Device

to User

Order
Entry

Staging
Team

Equipment
Lifecycle

Management

Prepare Device

for

Reprovisioning

Procurement



Quick Reference Guide: Maximizing the Benefits of Intel® Active Management Technology: A Solution Guide 

20 

 

ICTIM-OPERATE PHASE OF OPERATIONS 

The diagrams shown below are all related to the steady-state operations processes 

in scope for the pilots, and are divided into two broad categories of activity:  

¶ Those related to planned (proactive) events , such as the regular release and 

distribution of maintenance packages for target machines  

¶ Those related to unplanned (reactive) events, such as the need to quarantine 

a device due to a security threat, or to diagnose and repair a broken device 

1. Planned Events 

a. Patch distribution 

Intel® AMT has a significant impact on patch management processes. It 

provides a set of tools that compliment an existing patch-management 

framework, and allow patches to be successfully deployed in scenarios 

that previously would have resulted in failure and re-scheduling of the 

patching activity.  

The process outlined below illustrates how Intel® AMT may impact the 

actual distribution of patches. The up-front planning and scheduling 

activities are represented by the three sub-processes that act as inputs 

to the actual distribution (DSL update and maintenance, Software 

distribution planning and scheduling, and patch management planning 

and scheduling). Intel® AMT enables the following changes to the 

distribution activities: 

¶ Allows for successful patching of systems that are powered off, by 

powering them up as needed for installation of patches. This 

facilitates greater patch saturation on first pass, and lowers power 

consumption by allowing systems to be turned off during 

maintenance windows. 

¶ Allows systems to be powered down remotely, so that machines 

can be turned back off once patched. This capability has significant 

implications for power management outside of the context of patch 

management as well.  
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b. Firmware/BIOS upgrade 

Similar to the patching scenario, above, the use-case diagram below depicts an upgrade to firmware/BIOS, and the improved saturation on first pass that Intel® AMT 

enables. Again, like the previous diagram, up-front planning and scheduling activities lead to the distribution steps listed in the blue box. The process changes that 

must be comprehended as Intel® AMT is introduced into the environment include ôwaking upõ or powering on the target device, and returning it to a desired power 

state following update installation.  
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1. Unplanned Events 

a. Threat management 

Intel® AMT impacts threat and vulnerability management activities 

through its features that enable quarantine of devices in response to 

security threats or breaches of policy, such as a computer connecting to 

the corporate network with an inadequate patch revision level.  

The diagram below depicts the process corresponding to quarantining a 

device based on a recognized security threat. In this scenario, two Intel® 

AMT capabilities come into play:  

¶ The ability to power on a device that is turned off  

¶ The actual quarantine capability mentioned above.  

Prior to Intel® AMT, a user device that does not meet a defined patch 

level would need to be patched quickly in response to a defined threat to 

reduce the possibility that the machine could do damage on the network 

(for example: a ôwormõ outbreak). With Intel® AMT, such a system could be 

quarantined at the hardware level and prevented from communicating 

with any devices on any network other than the management servers 

that will do the patching and validation. In addition, this can be 

accomplished whether the target machine is powered on or off. 

These capabilities should be examined against your existing threat and 

patch management processes. For most organizations, Intel® AMT will 

represent the first existence of a quarantining capability. Thus, policies, 

procedures, and possibly roles will have to be defined to allow the 

organization to take advantage of this feature.
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b. Reactive update of devices (patch/firmware/BIOS upgrade) 

The use-cases associated with patch management and firmware/BIOS 

upgrade depicted in the Planned Events section, above, deal with routine 

updates associated with steady-state operations. At times, however, 

these activities are undertaken in response to identified threats in the 

environment, such as a worm or virus outbreak. The process for updates 

of this type is largely the same as those for their planned counterparts. 

The differences typically being the triggering event and the number of 

devices targeted at a time. The process changes Intel® AMT introduces 

here are the same as for the planned versions, namely, the ability to 

power up target machines as needed and return them to the previous 

power state as desired. These changes should be simple enough to 

accommodate without major impact to existing process. 
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c. Remote Diagnostics and Repair 

An area of significant impact that the rollout of Intel® AMT introduces is 

diagnosing and repairing problem devices. Processes related to Service 

Desk handling of incidents and field services support are particularly 

affected, as are SLAs associated with response and repair times. It is 

thus worth elaborating on this area in some detail. 

As illustrated in the ôThe Intel® AMT Opportunityõ section of this guide, 

Intel® AMT provide for a significant shift from field services to a 

centralized/remote support model for end-user devices. Particularly, the 

remote-boot and remote control features present several potential 

impacts in this area, allowing greater opportunities for resolving 

incidents prior to escalation to Level 2 service desk personnel. In 

planning for the pilot program, it is advisable to consider establishing a 

special queue and a dedicated set of support personnel to handle service 

desk calls for Intel® AMT-enabled machines. These resources would be 

the first level of routing for incidents involving pilot computers, with the 

goal of achieving resolution with no additional escalation. Typically, these 

personnel have a skill-set above the typical Level 1 resource, but below 

that of Level 2, and thus are often labeled ôLevel 1.5õ (this has the added 

advantage of weighting service desk metrics towards a greater number 

of Level 1 call resolutions).  Their troubleshooting efforts will often focus 

on ôscriptedõ steps using Intel® AMT remote tools to achieve resolution. 

Significant up-front planning will be required in the project definition 

phase to implement the routing, tooling, training, scripting and resource 

identification activities necessary to implement this process for the pilot. 

The use-case below illustrates this concept. Intel® AMT-enabled machines 

are identified at the outset of a service desk call to determine 

appropriate routing to Level 1.5 support personnel. If the device is 

operational, remote fixes can be applied per scripted processes using 

remote control tools. If the device is not operational, an alternative 

ôbusiness continuityõ process is invoked, resulting in a remote boot 

scenario in an effort to get the user back to a productive state while the 

problem is being resolved. At this point, a terminal services session might 

allow the user to work while replacement parts are being procured. Once 

the hardware is replaced, the user can log on and work as normal and the 

incident can be closed.  
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d. Device Policy Compliance 

Another key unplanned or ôreactiveõ event that should be comprehended in an Intel® AMT rollout relates to quarantine of devices based on triggering events and pre-

defined policies. Intel® AMT provides the ability to quarantine, or prevent devices from communicating on the network as needed, except with the tools associated 

with managing them. This allows devices that are infected, out of compliance with security policy, or those associated with a separation event (defined as an Human 

Resource-related activity, such as termination of employment, an employee going on long-term disability, the end of a consultant or temporary resourceõs 

employment contract, and so forth) to be isolated until they are updated or re-deployed.  

For most organizations, processes related to separation events are already defined, but will require updating. For threat or policy compliance events, the introduction 

of Intel® AMT will represent the first time a quarantine capability exists, and new processes and procedures will have to be developed accordingly. Engaging the 

proper security, Human Resource and user device management teams to define the related processes, roles and polices should be considered an essential part of 

planning and designing the rollout of Intel® AMT into the organization.  
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Intel® AMT Process Transformation 

Steps  
Prior to implementing the processes listed in Section 6, it is recommended that the 

project team follow these steps to assist the organization in making decisions about 

which processes are to be implemented. These activities should be performed as 

part of the Startup and Planning phase of the project to arrive at the project scope 

and then remapped and implemented during the Refine and Deploy project phases 

to arrive at the new Intel® AMT enabled support processes. Refer to Section 5 for 

additional information outlining the project phases and activities. 

Intel® AMT Education: 
Give an overview of Intel® AMT and demonstrate functions to all people involved in 

the iAMT activations. 

Materials to use for presentations can be found at:  www.intel.com/vPro 

Process Selection and Implementation: 
There are three types of processes: 

¶ Provisioning 

¶ Planned events (proactive) 

¶ Unplanned events (reactive) 

Provisioning is a mandatory process that must be completed to activate the Intel® 

AMT capability.  Selections need to be made regarding which planned and unplanned 

event processes will be implemented.  

Process Selection 

1. Identify who is responsible for determining the processes that will be 

implemented. 

2. Meet with Process Selection decision makers and walk through all of the 

processes. 

3. Get affirmation that these processes generally fit into what the 

organization does today. 

4. Select those Intel® AMT processes that support planned and unplanned 

events, along with the mandatory provisioning process, which will be 

implemented during the activation process. 

Process Implementation 

a. Provisioning Process Support: 

1. Identify the support team responsible for hardware deployment.  

2. Incorporate the Intel® AMT provisioning process into the current 

hardware refresh/deployment process. 

3. Train desktop deployment personnel in the new Intel® AMT 

provisioning process. 

b. Planned Event Support: 

1. Identify support team responsible for implementation, such as SMS 

package deployment team. 

2. Train the support team in the use of selected Intel® AMT Add-on for 

Microsoft SMS* processes that support planned event processes. 

c. Unplanned Event Support:  

1. Identify who will support unplanned event processes.   

2. Train in the use of selected Intel® AMT Add-on for Microsoft SMS 

processes that support unplanned event processes. 

3. Create a process for how this team will be engaged when support is 

needed (unique phone number, or call routing, etc) 

4. Create a method to inform end-users of the systems with Intel® 

vProÊ technology how to contact their specific support team. 

5. Train call center, help desk, support teams and end-users in contact 

procedures.  

http://www.intel.com/vPro
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Additional Documents and Reference 

Material 
The following additional documents are available to assist with project planning and 

execution: 

¶ Planning an Intel® Active Management Technology Implementation Guide  

¶ Getting to Pro: An Enterprise Approach to Deploying Intel® AMT 

¶ Typical use cases 

¶ Assessment worksheet for IntelÈ vProÊ technology 

¶ Implementation project plan for IntelÈ vProÊ technology 

White Papers 
¶ Improving Asset Inventories and Reducing IT Costs with IntelÈ vProÊ 

Technology 

http://www.intel.com/business/casestudies/eds_solutions_brief.pdf 

¶ EDS Workplace Management and IntelÈ vProÊ Technology 

http://www.intel.com/business/vpro/industry_support/itsp_eds.htm 

 APPENDIX A:  Glossary of Terms  
To be completed during Pilot.  

 
Term Description 

Tier 1.5 Mid Tier Service Desk support team 

Onboarding/Offboarding Transitioning employees in and out of an 

organization 

 
 

 

http://www.intel.com/business/casestudies/eds_solutions_brief.pdf
http://www.intel.com/business/vpro/industry_support/itsp_eds.htm
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Intel, the Intel logo, Intel® AMT, Intel vPro, Centrino, Centrino Inside 

and vPro Inside are trademarks of Intel Corporation in the U.S. and 

other countries. 

 
Intel® Active Management Technology requires the computer system to have an 

Intel® AMT-enabled chipset, network hardware and software, as well as 

connection with a power source and a corporate network connection.  

Setup requires configuration by the purchaser and may require scripting with the 

management console or further integration into existing security frameworks to 

enable certain functionality.  It may also require modifications of implementation 

of new business processes.  With regard to notebooks, Intel AMT may not be 

available or certain capabilities may be limited over a host OS-based VPN or when 

connecting wirelessly, on battery power, sleeping, hibernating or powered off.  

For more information, see http://www.intel.com/technology/manage/iamt/ 

http://www.intel.com/technology/manage/iamt/

