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Risk Assessment Evolution

2007
Consolidation

2005 -2006
Emergence of best
known methods

2003 -2004
Proliferation of tools,
processes, definitions

2002

Increased focus on
general business risk
assessments

Pre -2002
Focus on information

security
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A Variety of Methods to Measure Risk

Multiple approaches to manage risk

A Threat, vulnerability and consequence

A Risk statement, likelihood, impact and response
A Rapid Risk Assessment

A Waiver process

A Both custom -built and commercial solutions

Creates challenges with lack of standards

A Lack of common definitions and processes
A Variety of scoring criteria

A Some methods focus on tracking risks,
not prioritizing

Inconsistency creates an inability to compare output

and reduces overall effectiveness
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Alignment with Industry Standards

Using elements of:

ISO/IEC 17799:  Code of Practice for Info Security
CMMI:

i COBIT: IS Auditing Procedure P1
.17 NIST: SP 800 -30 . . ——
T i COSO: Enterprise Risk Management Framework
T I PMBOK: Chapter 11 1 Risk Management
I
I

Level 2 and Level 4 behavior

Two Key Methods

.l 1. Information Security Risk Assessment
2. General Business Risk Assessment

l

Intel IT has consolidated our methods to bring
consistency to our risk assessment processes
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Information Security Method

A Based on specific business scenarios
I Assets are identified and assigned

business value
— s — e =

. A Threats and Vulnerabilities are
identified for each scenario

I Score determined using standard
criteria within a set timeframe

I Strength of existing controls
factored into vulnerability rating

A Risk is a function of Threat,
Vulnerability and Consequence

Risk } Function(T, V, C)
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TVC Spreadsheet Approach
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Applying the Information
Security Method

A Analyzing IT systems and processes

I Firewalls, broadband/Internet access,
operating system configuration,
application security

A Validating  and updating Information
Security policies

I Encrypting Internet email, use of
Instant messaging, VolP

A Focus on Information Security excludes
other risks

I Legal, Business, Ethics
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General Business
Risk Method

A Identify risk events that could impact
business across multiple categories

A Risk events are rated according to:
I Likelihood that the event will occur
I Impact if the event occurred

I Responses to mitigate the risk
event
A Well - suited for developing general
risk profile

I But, limited ability to perform deep
technical analysis
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General Business Risk Method
Example Risk Categories - COILS

A Business Ethics
Corporate } ABrand Identify

APublic Relations

A Business Continuity/DR A Data Quality
: ABusiness Process and Rules A Documentation
O peratlons } AData Classification and Access A Personnel/Management
A System Performance/Availability A Procurement and Training

A Confidentiality
A Integrity
A Availability

| nfoSec

4

ARegulatory A Contract Management
A Compliance/Corporate Policy Alntellectual Property
A Trademark/Copyright Protection APrivacy Issues

Legal

A Competitive Advantage
AIT Product/Program/Project Roadmap
A Social and Engineering Responsibility

Strategic }
Specifically for projects, we add Requirements/Scope, Design/Development,

(inter) Integration, Testing, Program Management, and Communications
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RAPLite -ldentify Risks

Risk Assessment of IT Operational Area %
Lite
Q# Category Sub Category Qs Reviewed
| Operations ‘ Data Access
Exploratory Risk Question (are there any risks because) detail Qs Remaining
i Processes used to define system access rights and data classification are not
fully implemented, monitored or periodically reviewed / audited? Risks Identified
Risk Type Identify Risk Likelihood
Likeihood Example Risk Statement: | Likely |
] Threat & Vul.
Process to assign access rights for System X are in place but may not have
the proper controls to enforce separation of duties requirements resulting in
security policy violations.
Identify Impact Impact
Incorrect separation of duties for System X would violate SoX compliance. High v|
[] Filters [ sani ]
9 9[ Risk Graph l%[ Responses ] [ Exit
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Graphical Risk Results
Using Likelihood & Impact
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Aligning the Methods

A Analysis and reconciliation of the scoring criteria

I Likelihood vs. Threat/VVulnerability

I Consequence vs. Impact
A Mathematical modeling

I Aligning the measurements for consistent results
A Validation of combined method

I Establish buy -in for successful adoption
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Graphical Risk Results
Using Threat, Vulnerability & Conseguence
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Models Before Combination

Risk, Likelihood, Impact Threat, Vulnerability, Consequence
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Combined Model
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Session Summary

A Evolution of standard risk methods

A Overview of two risk assessment methods
I Information Security and General Business
Converged Risk Assessment processes

Tool available for your use via download at:
http://ipip.intel.com/go/210/raplite .
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IT@Intel Showcases
Intel IT Experiences

Ve

A Share IT best practices
with industry peers

A Provide IT industry
education

A Facilitate IT innovation
through industry
research

www.intel.com/IT

Intel

- Public


http://www.intel.com/IT

